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|. BBegeHune

B HacTtosduwee Bpemsi mHdopmauumoHHas ©esonacHoctb (MB) ctrana ogHom w3
OCHOBHbIX npobnem rnobanbHoro Macwrtaba, BaXHOM COCTaBMAKOWEN  Kak
HaUWOHaNbHOW, Tak U MexayHapoaHon 6esonacHocTn. Yrpoabl MIb HecyT onacHocTu ang
rocygapcts B MNOMUTUYECKOW, SKOHOMWUYECKOM W coumanbHon cdpepax. [Onsa
coBpeMeHHoro Kutas npobnematmka wuHdOpMaunoHHOM 6Ge3onacHOCTM cTana eule
bonee akTyanbHOMW B KOHTEKCTE peanu3aumm reononnTU4ecknx uenen, nogaepXkaHus
coumanbHON CTabuUNbHOCTM W MNOBbIWEHUS YPOBHA 6Gnarononyuvs obwectBa. B
HaumoHanbHon cTtpaTtermm pasButua nHdopmatmsauum ot 2016 r. otmevaetcs: «Ans
TOro YyToGbLl aganTUPOBaTLCA K HOBLIM HOPMaM 3KOHOMWYECKOrO pas3BUTUA U yNpaBnsATb
MMM, a TaKkKe YBENUYUTbL HOBbIE AOBWXKYLLME CUMbl  pasBUTUSA, Heobxoaumo
WHTErpupoBaTb WHGOpMaTM3auMl0 B nNpouecc mMogepHusaumm Kutaga u  ycKopuTb
BbICBOOOXAEHWE OrpPOMHOrO0 noteHumana pas3BuTUA nHdopmaTmnsaumn.
CTumynupoBaHue MoAepHU3auum ¢ NOMOLLBI MHJOpPMaTU3auumn U co3gaHne CUSibHOW
HauMMm B WHTEpPHETE HBNSAKTCA BaXHbIMM MepaMu MO peanu3aunmn  «4eTbipex
BCEOOBHLEMIMIOLLNX» CTPATErMYeCcKuX MnnaHoB M Hens3bexHbIM BbIOGOPOM ANt AOCTMXKEHUS
Lenn «ABYXCOT NIET» U KUTANCKON MEYTbI O BEMTMKOM OMOSIOXKEHUMN KUTANCKOM HaLUumy.”

Moa uHgopmauyuoHHoU 6esonacHocmbo B Kutae noHumaeTca 3awmTta
obopynoBaHus, nporpamMmHoOro obecnedeHuns, AaHHbIX W MPeaoCTaBnsiEMbIX YChyr
WHAOPMALMOHHOM CUCTEMbI, C WCKITIOYEHNEM BEPOSATHOCTM HECAHKUMOHMPOBAHHOIO
Joctyna K HUM, YTEYKM, YHUYTOXEHUA WU  U3MEHEHUA MO  CryYamHbIM  Unu
3rI0OHaMepPEeHHbIM NPUYMHaM, MPOCMOTPA, NPOBEPKMU, 3aNNUCK UITU YHUYTOXEHUS, C LIeNbio
obecneyveHnst HeNpepbIBHON U HaAeXHOW paboTbl MHPOPMALIMOHHOW CUCTEMbI.

OCHOBHbIMK  COCTaBnsWMMN  MHAOPMAUMOHHOM  6e3onacHOCTU  ABNSAKOTCS
NOASIMHHOCTb, KOH(MOEHUManbHOCTb, LENOCTHOCTb, ©e30TKas3HOCTb, T[OTOBHOCTD,
NpPOBEPSIEMOCTb U ynpaBn;lelvlocm.2

HaumnoHanbHbIM MHOPMAaLUNOHHBIA KOHCYNbTaTuBHbIN KomuteT KHP onpenensiet
UHGOpMayUOHHY0 6e30rnacHoCmb Kak KIto4eBOW KOMMOHEHT CUCTEMbl HaLMOHANIbHOW
GesonacHocTn, KoTopbIi HeobxoguMm Ana obecnedeHust yCTOMYMBOro, 340POBOro
NPUMEHEHMS UH(OPMALMOHHBIX TEXHOMOIMI, a Takke ANnd counanbHOW M KynbTypHOW
CTabMNbHOCTN N MAEONOrMYECKOro pa3|3|/|T|/|9|.3

BaxHon coctaBnstowen b aBnaetca 6e30nacHOCTb B UHTEPHET-NPOCTPAHCTBE Ha
Tepputopun  Kutaa wmn  3a ero npegenamu. CoOBEPLUEHCTBYOTCA Mepbl MO
NPOTUBOAENCTBUIO MHAOPMALNOHHO-TEXHOOMMYECKMM  yrpo3aMm, unun Knbepyrposam
(xakepCTBO U XaKTUBM3M, BbIBOL CEPBEPOB U3 CTPOS, XMLLEHUE U LUMUOHAX, caboTax u
paspylleHne, cTpaTernyeckme atakm W MHPOPMaUMOHHOEe  NpOTMBOGOPCTBO),
NH(POPMALIMOHHO-NCUXOSNOTMYECKOMY BO3AEWCTBUIO, BMELLATENbCTBY BO BHYTPEHHWE
Jena rocygapctea nocpencTtBOM  WMHAPOPMAaLUMOHHO-KOMMYHUKAUMOHHBIX TEXHOMOMMn
(VKT), TeppOpUCTUHECKON M SKCTPEMUCTCKON AEATENBHOCTN B 3TON cpepe. Kpome Toro,
CTPEMUTENBHO pPasBMBAOTCA Takue HOBEWWMNe TEXHOSOMMU, KakK WCKYCCTBEHHbIN
WMHTEenNnekT, 6nokyenH, 5G cBA3b. Bce Gonee cepbe3HbIMM CTAHOBATCS Npobnembl B
cthepe GonblIMX AaHHbIX, O0ONa4YHbIX BbLIYMCINEHUIA U UHTEpHeTa Bellen. Cpean HuUx
MOXHO BbIAEMUTb BbICOKMMN PUCK YTEYKM LaHHbIX, Knbepatakm m CBSAI3aHHblE C HUMMU
WHTEeNNeKTyanbHble npecTynneHus. Takum obpa3om, MOSABMASIOTCA HOBble Yrpo3bl
BGe3onacHOCTN KMHYEBOW rocygapcTBEHHOW WHpacTpykTypbl KHP, 4acTHOW >Ku3Hu
nogen n couuanbHom ctabunbHOCTH.

CornacHo KuTaickum UCTOYHMKaM,* ncToku Yyrpo3 MHOpPMaLMOHHON 6e30nacHOCTK
MOXHO pasfeniMTb Ha TPU cocTaBnsaoLne:
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1. ®akmopbl pucka mexHu4yeckolu 6e3onacHocmu: (1) cnabas 3awwuTa
6esonacHocTn 6a30BON MHPOPMALIMOHHON CETU N BaXKHbIX MHPOPMALIMOHHBIX CUCTEM U
(2) noTepsa KOHUOEHLMANBHOCTH.

[MepBbI hakTop pucKka cBA3aH C onacHocTsaMKu ansa 6asoson cetn Kntas, kotopas
BKIOYaeT B ceba MHTEpPHET, TENEeKOMMYHUKALUNOHHbIE, Paguo- U TENEBU3NOHHbIE CETU.
KpuTuyeckn BaXHOW ABNSeTCA rocygapcrBeHHas MHQpacTpykTypa: asua- W
XenesHogopoXHoe coobueHne, [oporM, npaBUTENLCTBO, OaHKW, UEHHble OGymaruy,
3MIEKTPUYECTBO, rpaxdaHckad asuaumusi, HedTb M T.4. Xota Kutam wn pgoctur
onpedeneHHbIX pe3ynbTatoB B 3awute MHGPOPMAUMOHHOM ©6e30nacHOCTM B 3TUX
obnacTtsx, ¢ ero cTopoHbl TpebyroTcs AanbHeNnWmne cepbesHble JENCTBUS.

BTopon ¢akTop pucka cBA3aH C yrpo3amu KOHUOAEHUNANbHOCTU, LLEeNOCTHOCTU 1
OOCTYNHOCTM KOPNOPATUBHBLIX U NIMYHbIX AAHHbIX HA POHE YBENUYEHNA NX COBOKYMHOIO
obbema M B YCNoBusiX, KOrga noTepu OaHHbIX Oonblue He noggarTcs M3MEPEHUIO.
MosiBnsieTca Bce Gonblue yA3BMMOCTEN, BEAYLLMX K YTEYKE OAHHbIX Yepe3 MHTEPHET, U
yCUnNMBaeTCAa 3HavyeHne MOOWUNbHOWM CBA3M, YTO 0603HA4YaeT HOBbIE LENU M 3agaun B
obnacTtu nHgopmaymoHHon 6e3onacHoOCTML.

2. BpeOoHoCcHble amaku ABNAKTCSA camon 60nblUon Yyrpo3on MHAOPMAaLMOHHON
6esonacHocTu. TuwaTenbHO NPoAyMaHHbIE Xakepckme atakum ctanym Hanbonee onacHbIMM
ansa  usandecknx nNuy U annapatHbiX cUcTeM. BpedoHOCHble aTtakn [endarca Ha
(1) akTuBHbIE, LEeNbio KOTOPbIX ABNAETCS BMELWaTenbCTBO B COAep)KaHMe nHdopmauum
B CUCTEME W paspylleHne ee [OOCTOBEPHOCTM U LENOCTHOCTU, U (2) naccuBHble,
HaueneHHble Ha nepexsaTt M xuweHne uHdopmaumn 6e3 yuiepba ana Mcnonb3oBaHUs
ceTn.

3. Cnaboe ynpasneHue UHopMayuoHHoU 6e30rnacHOCMb, TMNO  MHEHWUIO
HEKOTOPbIX KUTANCKMX IKCNEepTOoB, SBMSETCH CNeacTBMEM OTCTaBaHUs UCCNeLoBaHUK B
aton obnactm B KHP ot gpyrux passutbix cTpaH. MHdopmaumoHHas 6Ge3onacHOCTb
Kutaa goctaTovyHO xpyrnka ewie M noTomMy, YTO B NPOLUSIOM McCnegoBaHusM B obnactu
VB ypenanocb mano BHUMaHuWA. B pesynbTaTe KOMMbIOTEPHAs apxuTekTypa, B T. .
KOMMYHUKALMOHHas, HeQOCTaTOYHO 3awmuleHa. B HacToawee Bpemsa nepen KHP croar
3agaym BBeAeHUs npasBun MHGOPMaUnoHHoN 6e3onacHoCTM u pa3paboTkM CcTaH4apToB
OLIEHKM PUCKOB CUCTEM ynpaBrieHnst MHPOpPMaLNOHHON 6e30MacHOCTLIO.

Il. HopmaTuBHo-NnpaBoBas 6a3a n cTpyKTypa rocyaapcTBeHHbix opraHoB KHP
no o6ecneyeHno MH(hpopMaLMOHHOM 6e3onacHOCTHU

PykoBoacteo KHP 3aHumaetca npobnemon VB yxe 6onee natHaguaty net. Ewe B
2003 r. HauuoHanbHas KOOpAMHAUMOHHas rpynna no KnbepbesonacHoCTU WU
MHOPMaLUMOHHON Ge3onacHOCTU pa3paboTana nepByl KATAWCKYH CTpaTernto B 3TOM
cepepe. ° CoBpemeHHasi ctpaTernss KHP B o6nactn kubepbesonacHoctn («MHeHue
"locynapcTBeHHOro coBeTa o} dopcmpoBaHHOM NpOaBUXKEHUMN pas3suTus
WHpopMaTM3aumm n o peanbHoM obecneveHun MHGOPMaLMOHHOM 6e30naCHOCTm»)6
GepeT cBoe Hauarno ¢ 2012r.” B 2016 r. LieHTpanbHblit KOMUTET KoMmyHucTU4eckon
naptum  Kutas (UK KIK) onybnukoBan «[lnaH HaumMoHanbHOW  cTpaTernu
WHHOBALMOHHOIO  pasBuUTUSA», B KOTOPOM YyKa3blBanocb, YTO MWCCMeOoBaHUA U
NpoaBMXKEHME TexHonormm ceTeBon 6GesonacHoCTM obecneyvBaloT 3awuTty Ans
9KOHOMUYEeCKMX npeobpasoBaHnin B Kutae, wmogepHumsaumm W nogaepXaHus
HauMoHarnbHOM ceTeBOM 6esonacHocTn.®

Kutanckas HopmaTuBHO-3akoHogaTenbHaas 6asa B 3TOM cdepe MNOCTOSAHHO
passuBaetcd (Tabn. 1).
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Ta6nuua 1. BazoBble AOKYMeHThLI N0 06ecneYeHN0 BHYyTPUrocyaapcTBeHHOM
MHdopmaumoHHomn 6e3onacHocTn KHP

Mo NPOABWKEHNIO
NHdopmaTM3aLnUn U PasBUTHIO
OEeNCTBYIOLLEN 3alnTbl
MHOPMaLIMOHHON
6e3onacHocTn'

MlNop
Ne HasBaHue aokymeHTa BCTYynNJsieHnsi OCHOBHbIe NONOXEHUs
B cuny

1. MpaBuna perynuposaHus, 1994 HapeneHne MunuctepcTsa
obecneuunBatoLLme rocyfapcTBeHHol 6e3onacHoCTn
6€e30NacHOCTb KOMMbIOTEPHbIX U NOSTHOMOYMSIMU MO KOHTPOIHO, MHCMEKLUN 1
MHOPMALIMOHHBIX cuctem® obecne4veHunto HaumoHanbHon VB,

paccrnefoBaHuio, packpbITUIO 1
npeaoTBpaLleHnto NpecTynneHun B
obnactn UKT.

2. lMnaH rocygapcTBeHHOM 1997 O603Ha4veHne nepcnekTuBHbIX Lenen Vb,
nHdopmaTmsaunn B pamkax 9-i npegycmaTtpusaowmnx nHdopmaTmsaumio
NSATUNETKN N NEPCNEKTUBHbIE BCEX rocyapCTBEHHbIX UHPACTPYKTYp A0
uenu ao 2010 r.1° 2010 .

3. 3akoH o0 6e3onacHOCTU ceTeBomn 1997 3anpeT Ha ncnonb3oBaHWe ceTu Ans
WMHPPaCTPYKTYpbl U CETU Cco3[aHusi, pacnpocTpaHeHusi, KONMpoBaHUs
nHTepHeT" Unu nepegaym onpeneneHHbIX BUAoB

WHopMaLMK, K KOTOPbIM OTHECEHbI
Npu3bIBbl K HEUCMNOSTHEHWIO UM
HapyLUEHMIO rocyaapCTBEHHbIX 3aKOHOB,
TEPPOPUCTUNHECKON AeATENBHOCTU UMK
HapyLUEHMIO LeNTOCTHOCTM CTPaHbI.

4. lMNocTaHoBneHne BcekuTanckoro 2000 HeobxoaumocTb perynupoBaHust n
CcoOpaHnst HApPOLHbIX MOHUTOPUHra MHPOPMALIMOHHBIX
npeactasutenen (BCHI) 06 OTHOLLEHMI BBUAY 3HA4YMMOWN POnn
obecneyeHnn 6Ge3onacHoOCT B WHTEPHETa B 93KOHOMUYECKOM
ceTn |/|HTepHeT12 cTpouTenbcTBe N nHgpactpykrype KHP.

5. lNocTaHoBNEHNE 2003 HeobxoaumMocTb yKpenneHms 3allmThbl
rocygapCTBeHHON KPUTUYECKWN BaXKHOW, CTPaTErm4yeckom
NHOPMAaTU3UPOBAHHON WHPaCTPYKTYpbI.
pyKOBOASLLEW rPpynnbl MO
paboTe B obnacTtu ykpenneHus
NHOPMALIMOHHOMN
GesonacHocTn'

6. [locynapcTBeHHada cTparterus no 2006 MnaH co3aaHusi CTPYKTYp perynmpoBaHns
pasBUTUIO MHCpOpMATM3aLMM Ha AeaTenbHOCTU B MHGOpMaLMOHHON cdepe,
nepuog ¢ 2006 no 2020 r.1 NpPoOn3BOACTBO COOCTBEHHOIO

nporpamMmmHoro obecnevyeHus,

onpeaeneHne 6a3oBbIX BEKTOPOB

rocyaapcTBeHHon nonutuku B obnactn b
7. lMocTtaHoBneHne Noccoseta KHP 2012 — KoHTpOnb Hag MHTEPHET-NPUMOXEHNSMM,

BMPTYarnbHbIMW COenKamu B TOProBo-
3KOHOMMYecKon caepe, MHHOPMaLMOHHO-
BelLaTenbHbIMU yCnyramu;

— yTBEpXAEHWe nuL, OTBeYaloLmX 3a
MeponpusATua no obecneyeHmio
©6e30nacHOCTU B permoHax;

— pa3speLueHne nNprMeHeHus
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pernoHanbHbIMK BacTaAMU Mep Mo
orpaHUYeHunIo AOoCTyna K Nepenuncke B
WHTEpHEeTEe N MHTepHeT-Tpaduka npu
BO3HUKHOBEHWW yrpo3 6e3onacHocTu

CTpaHbl.
8. AHTUTEPPOPUCTUYECKUIA 3aKOH 2015 — HelumndbpoBka MHTEPHET-Tpaduka,
KHP'® npUMeHeHne agMUHUCTPATUBHLIX Mep No

U3BATUIO Y MHOCTPaHHbBIX KOMMaHU 1
npeanpusaTuii nHpopmaumm npm
NnoJo3peHnn B ee UCMNorb3oBaHUW Ans
TEPPOPUCTUYECKUX LiEeNen;

— BBEEHMNE LieH3ypbl 41151 HOBOCTHON
aedarenbHoCcTU Ha TeppuTopun KHP.

9. 3akoH KHP o 2016 HeobxooumocTb ykasbiBaTb pearnbHble
|<M6ep6e30naCHOCT|/|17 AaHHble NoNb3oBaTeNsa Npu perncTpauun,
obsi3aTenbHOE XpaHeHue nyormKkyemMon
WMHopMmaLun B TedeHne 6 MecsiLieB Ha
Tepputopun KHP.

10. | NonoxeHne o 3awwuTe 2019 — 3alumTa KpUTUYeCKkn BaxKHom
6e30nacHOCTN KpUTUYECKM WHOPMaLMOHHOM MHAPACTPYKTYPbI OT
BaXXHOW MHAPOPMAaLMOHHON aTak, BTOP>KeHWI, BMeLlaTenbCcTBa u
|/|chpac:prl<Typ|>|18 YHUUTOXEHWS;

— NPOABWXEHUE rOCYAAPCTBOM Ge30MacHbIX
N HafeXHbIX CETEBbIX MPOAYKTOB U YCHYT;

— ynyylleHne cTaHdapTHON CUCTEMbI
ceTeBoW 6e30MacHOCTU.

11. | Mepbl no oueHke 6Ge3onacHoOCTH 2019 — BBegeHune cooTBeTCTBYIOLMX MEP
06naYHbIX BbIMUCTIEHUI'® KOHTPOS NpY 3aKymnKe 1 UCNoNb30BaHUK
NPOAYKTOB, BKIMOYEHHbIX B KaTanoru
cneumanbHoro o6opygoBaHust CETEBOM
6e3onacHocTy;

— BBeJeHune 6onee BbICOKNX TpeboBaHMM
6e3onacHocTK Ans obnayHbIX BbIYUCNEHUNA,
NCMNOMb3yeMbIX rOCy4apCTBEHHbLIMU
yupexaeHusiMmn 1 onepaTopamMmm CBA3W.

12. | 3aKkoH o WKdpoBaHUM AaHHBIX™ 2020 — 3anpeT HapyLueHus
KOH(PMAEHLUMaNbHOCTU JAHHBbIX;

— HeObXoOANMOCTb NPUHATUSA Mep B crny4dae
BO3HUKHOBEHUS Yrpo3 MHAOPMAaLMOHHON
BesonacHocTw.

3a peanusauuio NONMUTUYECKUX YCTAHOBOK B WMHMOPMAaLUMOHHOM MNPOCTpPaHCTBE
OTBeYaloT creyoLume rocyaapcTBeHHble opraHbl (Puc. 1):
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Puc. 1. CTtpykTypa rocyaapcTBeHHbIX opraHoB KHP no peanusauuu nonMtnyeckmx yctaHOBOK B MHhOPMaLMOHHOM NPOCTpPaHCcTBe
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— LeHTpanbHble opraHbl KIK: MocTtosiHHbIN komuTeT [NonuTt6lopo; LleHTpanbHas
KOMMCCUSA  HauMoHanbHoW ©Ge3onacHOCTW; [OCyaapCTBEHHbIN COBET; rpakgaHCKue
NpaBUTENbCTBEHHbIE OpraHusauun (MUHUCTEPCTBO WHAOYCTPUM U MHEOPMALMOHHbIX
TEXHOSIOMMA,  MMHUCTEPCTBO  rocyAapCTBeHHoW  6e3onacHOCTW,  MWHUCTEPCTBO
obLecTBeHHOM Be3onacHoCTK);

— [ocypgapcTBeHHOE yrnpaBneHne 060pOHHON HayKW, TEXHWUKM U MPOMBbILLIIEHHOCTH;

— ['ocypapcTBeHHOe cekpeTHoe ynpaBneHue;

— [ocypnapcTBeHHOE ynpaBneHune WndpoBaHueMm;

— [MapTuiHble 1 rocyaapCTBEHHbIE BeAyLME rpynnbl U Manble BegyLme rpynmbl;

— HaumoHanbHbI KOMUTET BE30MaCHOCTN;

— HapogHo-ocBobogutensHast apmusa Kutas (HOAK);

— [MopoTyeTHblE rocygapcTBy UCCreaoBaTeNnbCkne U HayyYHble UHCTUTYTHI;

— Akagemunyeckme nHeTuTyThl HOAK;

— HayyHo-uccnegosatenbCkme LEeHTpbI.

B mapte 2018 r., B COOTBETCTBUM C MONOXEHUAMWU [OKYMeHTa «Yrnybnenue
nporpaMmbl  peopM MapTUMHBIX W rocydapCTBeHHbIX ydypexaeHun» LK  KI1K,
LeHTpanbHaa komuccuss no  kmbepbesonmacHoctM wu uHdopmatmsaumm  Obina
npeobpasoBaHa B LleHTpanbHyto kKomuccuio KIIK no kubepbesonacHoctn u
nHpopmaTtmsaumm (Puc. 2).

Puc. 2. CTtpykTypa rocyaapcTtBeHHoro annaparta KHP B obnactu o6ecneyeHus
uHdopMaLmoHHoW 6e3onacHocTu?!

LlenTpanbHasa komuccus KIK no
Kn6ep6e3o0nacHOCTU U NH(popMaTU3auum

Beaywiasa manas rpynna
no Bonpocam Bepywaa manas rpynna
HauMoHarbHOM no npo6nemam TanBaHA
6e3onacHocTH

LleHTpanbHasa manas pabo4as
rpynna
no BHELUHEeW NonnTuke

Il. CotrpyaHu4yectBo KHP B npouecce o6ecne4vyeHus
MeXayHapoaHou nHcpopmaumoHHOU 6e30nacHOCTU

MMepBbIM ouUManbHLIM  CTpaTErMYECKUM [AOKYMEHTOM, pernameHTUpYoLWmMm
BONpochbl yyactua Kutas B MexagyHapogHOM obmMeHe u coTpygHudectBe B obnactu
MexayHapogHou  mHdopmMaumoHHon  6esonacHoctn (MUB), ctana «Crtpaterus
MEeXOYHapOAHOro COoTpyaHW4YecTBa B KubepnpocTpaHCcTBe». OTUM AOKYMEHTOM Obinu
onpeaeneHbl cneaytowme uenn KHP no o6ecneverHnto MUB:

— 3aWuTa WHTEepHeT-CyBepeHuTeTa, HaumoHanbHon Ge3onacHOCTM U NHTEepPecoB
Knutas;

dhopMUpoBaHUE CUCTEMbI MEXOYHAPOAHbIX NPaBUI B KNGEPNPOCTPAHCTBE;
coaevicTBme CnpaBeAMBOCTU B yNpaBieHnM UHTEPHETOM;

3aluMTa 3aKOHHbIX NPaB U MHTEPECOB rpaXaaH;

cogencTeme rnobanbHOMYy COTPYAHUYECTBY B LUMPPOBON SKOHOMUKE;
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— cosgaHue nnatopm Ans obMeHa knbepkynbTypoi.”

ObecneyeHnem MWB Kutam Takke 3aHMMaeTcs B pamkax

opraHusaumm cotpygHudectsa (LLOC), OOH n BPUKC (Tabn. 2).

Ta6bnuua 2. OcHOBHbIe MexayHapoaHble AokymeHTbl KHP no o6ecnevyeHnio MUB

AesiTENbHOCTbIO 3apyBexHbIX
HenpaBUTENbCTBEHHbIX

DaTa
Ne Ha3BaHue AokyMmeHTa BCTynJieHus OcCHOBHbIe NONOXeHUsi
B cuny

1. 3asiBrneHune rnas rocygapcrs- 15.06. 2006 | PaccmoTpeHue nHpopmaLmoHHOM
uneHos LWOC no ©e30nacHOCTU Kak BaXkHOro goaktopa
MeXayHapoaHoON obecneyeHns rocyaapCTBEHHOMO
WMHOpMaLIMOHHON cyBepeHuTeTa, HauMoHanbHoOwM
6esonacHocTn®® 6e30MacHOCTY, CoLManbHO-

39KOHOMMYECKON CTabUNbHOCTY.

2. CornaieHue mexay 02.06. 2011 | OcHoBHbIe yrpo3bl B 06n1actu
npaBuUTENbLCTBAMU rocyaapCTB- o6ecneveHns Ub:
uneHoB LWOC o — pas3paboTka 1 NpuMMeHeHue
coTpyaHu4yecTBe B obnactu WMH(OPMALIMOHHOIO OPYXXWUSi, NOArOTOBKA U
MeXayHapoaHOM BeaeHne MHOopMaLMOHHOM BOVHbI;
WMHpOpMaLIMOHHON — NH(POPMALIMOHHbIN TEPPOPU3M;
GesonacHocTn? — WHOPMALIMOHHAS NMPECTYMHOCTb;

— MCMONb30BaHNE JOMUHUPYIOLLETO
NonoXxeHnst B MHOPMaLMOHHOM
npocTpaHcTBe B ywepb nHTepecam u
BesonacHoCTV Apyrmx rocygapcTs;

— pacnpocTpaHeHne nHdopmalum,
HaHocsLLeln Bpen 06LWeCTBEHHO-
NOMNUTUYECKOW U coLmanbHo-
3KOHOMUYECKOW CUCTEMAaM, OYXOBHOMW,
HPaBCTBEHHOW W KYNbTYPHOW cpeae apyrnx
rocyfapcTs;

— yrpo3bl 6esonacHomy, ctTabuneHomy
PYHKLUMOHNPOBAHMIO rnobarnbHOn U
HaLUWOHaNbHON NHPOPMALIMOHHBIX
WHPACTPYKTYP, MMetoLmne NpUpoaHbIn 1
(Mnn) TEXHOTEHHbIV XapakTep.

3. CornaieHue mexay 30.04.2015 | OcHOBHble HanpaBreHUs1 COTPYAHMYECTBA
npasuTensCTBOM Poccuinckon mMexay ctpaHamu no sonpocam MUB:
depepaunm un — NPOTMBOAENCTBUE UCMONb30BAHUIO
MpaButenbctBoM Kntamnckon MHGOPMAaLMOHHO-KOMMYHUKALMOHHbIX
HapogHoi Pecny6nukum o TEXHOMOrMiM B HapyLleHne
COTpyAHu4YecTBe B 0bnactu obLwenpunsHaHHbIX NPUHLMMNOB
obecneyeHnss MexxgyHapoaHon MeXOyHapOAHOro Npasa;
MHOPMaLIMOHHON — 6opbba ¢ ncnonb3opaHnem VKT B
6esonacHocTn> TEPPOPUCTUHECKIX W UHBIX

NPOTMBONPABHbIX LENsX;

— 0OMeH nHdopmaumen O CyLLECTBYHOLLMX
W NoTeHUManbHbIX pUckax u yrposax B
cthepe MUB.

4. 3akoH «O6 ynpasneHun 28.04.2016 | HeobxoanmocCTb permctpaumm n KOHTpons

BCeX MHOCTPAHHbIX HENPaBUTESIbCTBEHHbIX
opranaau,MVl MWHUCTEPCTBOM
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opraHusaunin BHyTpU obuwecTBeHHol besonacHocT KHP
CTpaHbI»
5. TawkeHTCcKasa geknapauma 15- 24.06.2016 HeobxoanumocTb AOMNOMNHEHMS
netus LWaHxanckomn HauWoHanbHbIX YyCUnun no obecneyeHunto
opraHmsauum MNB coBMeCTHbIMU AENCTBUAMW
COpr/:l,HvNeCTBa27 rocyaapcte-yneHos LLUOC Ha
[BYCTOPOHHEM, PEMMOHANbLHOM U
MeXOyHapOAHOM YPOBHSIX.
6. CoBMecCTHOE 3asBneHmne 25.06.2016 | PopmupoBaHne MMpHOro, 6esonacHoro,
MpesngeHTa Poccuinckon OTKPbLITOrO M OCHOBAHHOIO
Pepepaumm u MNpepcepatens Ha COTPYAHUYECTBE MH(POPMALMOHHOIO
Kutarickon HapogHon npocTpaHcTBa; pa3paboTtka B pamkax OOH
Pecnybnukm o YHMBEpCarbHbIX NPaBuil OTBETCTBEHHOIO
B3aumogencTeum B obnactu noBefeHWs rocynapcTs
pasBUTUS MHPOPMALIMOHHOIO B MHGOPMALMOHHOM NPOCTPAHCTBE.
npoctpaHcTea®®
7. CTtparterusa mexxgyHapoaHoro 02.03.2017 NHTepHeT-cyBepeHUTeT, OTKas oT
COTpyQHU4YeCTBa B rereMOHUN B UHTEPHETE U
knbeprpocTpaHcTBe® NpoBO3rnalleHne HeJonyLEeHnst
BMeLLaTenbCTBa BO BHYTPEHHME Aena
OpYyrux rocygapcTs C UCNOSb30BaHNEM
WKT.
8. LinHgaockas geknapaums 10.06.2018 OpraHusauusa cucteMbl MOHUTOPUHIa
CoBerta rnaBs rocygapcrs- BO3MOXHbIX Yrpo3 B rrobansHom
uneHos LLlaHxanckon WHOPMaLMOHHOM NPOCTPaHCTBE U
opraHusauum NPOTUBOAENCTBMUS UM.
coTpyaHuyecTsa’®

OcHoBHbIMM ~ BOonpocamu  BTopon  mexgyHapogHOW — KOHpepeHuuu  no
nHpopmaumoHHon 6esonacHoctn ¢ yyvactmem ctpaH BPUKC, WOC, OOKB n gpyrmux
rocygapcTts, opraHusoBaHHon Poccuen B vioHe 2018 r. B pamkax X MexayHapoaHoro
MHdodopyma cTanu coBpeMeHHble npobnembl ¢opmupoBaHust cuctembl MUB,
MEeXOyHapO4HOEe COTPYAHMYECTBO B 3ToM cdepe M 6Ge30macHOCTb  KpUTUYECKOWN
WHPOPMAaLIMOHHON  UHpPAcTPykTypbl. B meponpuatnax npuHanu  yyactue 19
npeacraBuTenen KpynHenmwmx accouuauun, WT-komnaHui, yypexaoeHunm Haykm wu
obpasoBaHus KHP.*' B aToT xe nepuog no utoram POCCUNCKO-KUTAMCKOro cammuTta B
MeknHe 6bIn mognucaH MemopaHoymM O B3aUMOMOHWUMAHUW MeEXAY MWHUCTEPCTBOM
9KOHOMU4Yeckoro passutuss P® un muHuctepctBom kommepumm KHP no Bonpocam
COTpyOHMYECTBa B OGMAcTU SNEKTPOHHOI TOProBmM, > a Takke CornalieHve o
cTpaTterndeckoMm coTpyaHudectse mexay AO «JlabopaTtopus Kacnepckoro» u LieHTpom
pearMpoBaHns Ha KuOepuHUMAEHTbl B WHOYCTpUanbHbIX cpefax npu MUHUCTEPCTBE
MPOMBILLIIEHHOCTU 1 MHbopMaTH3aLmm KHP. *

BaxHylo ponb B pasBuMTUM ABYCTOPOHHEro COTpygHu4ecTBa no nuHun PO — KHP
urpaet [logkommuccusi no CBA3NM U MHMOPMAUMOHHBbIM TexHonornam Poccuincko-
KATAUCKONW KOMMCCUM MO MOArOTOBKE perynsdpHbiX BCTpedY rnas npasuTenscts, 17-e
3acefaHMe KOTOpou cocTosnocb B OkTabpe 2018 r. Ero yvacTHMKM OTMETUNM
CYLLECTBEHHYIO aKTMBU3aUUIO POCCUNCKO-KUTANCKOrO B3aMMoOenctsma B cdepe
MHPOPMAaLIMOHHBIX TeXHoNorMn. Poccns 3anHTepecoBaHa B AnBepcudmKaunum noctaBok
BbICOKOTEXHOMOMMYHOro obopyaoBaHus, B T.4Y. CEPBEPOB, CUCTEM XpaHEHUs W
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TenekoMMyHUKaunMoHHoro obopyaoBaHusi. MockBa Takke HageeTcss Ha AanbHeunwee
NPOOBMXEHME W WCNONb30BaHME POCCUMMUCKOro nporpammHoro obecneyeHus B KHP.
3apayvy ykpenneHust ceteBon 6e3onacHocTn oba rocygapctBa paccMaTtpuBaloT B
KOHTEKCTe obecrneyeHns yCTOMYMBOro 9KOHOMWYECKOro pasBuUTUS, peanusauun npas u
BO3MOXXHOCTEW rpaxkaaH, NoBbleHNA 3PEKTUBHOCTM rOCYAapCTBEHHOIO YrpaBrieHus u
MUWPHOTO pa3BuTuns rnobdanbHoro MHPOPMaLMOHHOIO NPOCTPaHCTBRA.

B uensx pasButUsS MeXaoyHapogHOro coTpygHuMyectBa B 0611acT MOCTPOEHUS
HoBOW Ge3onacHon ceTeBor NnatOopMbl, CreayrLWero NoKoneHns MobunbHOM CBA3W,
NPOMbILUNIEHHOrO MHTEPHETAa W WCKYCCTBEHHOrO WHTennekra, B aerycte 2019r. B
r. WaHbYwKeHb 661 OTKPLIT kKuTanckmn punuan UHctutyta BPUKC no mnsydeHunto ceten
oyaywero “BRICS Future”, asnsawowerocs 4actbto CeteBoro yHuBepcuteta BPUKC —
CeTM BbICLIMX Y4EBHBIX 3aBefeHNit cTpaH-uneHos BPUKC.*

B passutne cotpygHudectBa KHP wn WMspamna B 2019 r. 6binv co3gaHbl
KuTancko-n3pannbCckmm LEHTP WHHOBALMOHHbIX TEXHONOrnmn B obnactu
NHPOPMaLMOHHON 6e30NacHOCTN, COBMECTHLIM DPOoHA pas3BUTUS (YCUNUAMU KUTaNCKOWN
komnaHun “Qihoo 360" n mM3paunbCKOro cektopa ceTteBor Oe3onacHoOCTM), a Takke
NOCTPOEH MHHOBALMOHHbBIA UHOYCTPUAanbHbIN Napk COBMECTHbIX TeXHOMNOrmn B obnactu
nB.*®

Takxke BO BCe CTpaHbl MMpa OCYLLECTBNAIOT BewaHe LleHTpanbHoe TenesungeHve
Kutasi®” n HaumonansHoe Pagvo Kutas.®®

lll. Noaxoabl KHP k MuHMMusauum yrpo3s B ccpepe Ub n MUB

OOHUM M3 OCHOBHbIX MoaxofoB K MuHuMu3aumm yrpo3 Wb B KHP saBnsetcs
npegoTBpalLeHNe MPOHMKHOBEHUS HeXenaTenbHOM WHGOpMauMn BHYTPb CTpaHbl U
YTEYKN 4yBCTBUTENbHOW MHGOPMaLMM 3a pybex, B T.4. nytem OnokMpoBaHus
coumarnbHbIX ceTen N NonckoBbIX cnucteM. Pykosogcteso KHP cumTtaeTt, 4To camo noHaTue
«MHopMaumMoHHaa 6e3onacHoOCTb» npeanonaraeT BBEAEHWE OrpaHUYEHUA  Ha
pacnpocTpaHeHne HexenaTtensHoln nHdopmaumm. >°

B Kutae cyllecTBylOT pasnuyHble TOYKM 3pEHUs Ha BbipaboTKy 0OLLEMUPOBBLIX
cTaHgapToB MHopMaumoHHon 6esonacHocTn. O4HMM U3 OCHOBOMOMAratLWmx NoAXo408
KHP aBnsetca yyeT Tpex cdep B obecneveHnn Nb: aKOHOMUYECKON, NONUTUYECKOW U
BOEHHOW. B aTon cBA3M genaeTtca ynop Ha cnegyoLwmne npuopuTeTsl:

—3awuta KomMmyHMUCTMYECKON napTum 4epe3 WHEMOOPMALUMOHHBIN KOHTPOMNb U
nponarangy, Hag3op Hag BHYTPEHHUMU UCTOYHUKaMK NOTEHLUManbHbIX 6eCnopsiakoB;

— UCNOSb30BaHWE onepauuin KOMNbIOTEPHON CETU, CBSA3aHHbLIX C OMOBELLEHMEM O
HEeyaOBNETBOPEHHOCTU  WHOCTPAaHHbIX  FOCYAApPCTB  KMTAMCKOWM  MOSIUTUKOM  Unn
npunucbiBaembiMn ~ KHP  pgenctBuamMu  3a  pybexom  (Takmmu, Kak  MOPCKue
TeppuTopmanbHble cnopbl N 06BNHEHNA KnTas B XakepCckon OesTeribHOCTU), KoTopble
HeraTMBHO BNUAIOT Ha penyTauuio CTpaHbl;

— NOAroToBKa K BOEHHbIM AENCTBUSAM M obecrneyeHne BOEHHOro NpPeBOCXOACTBA B
cnyyae KuMOepKoH(nMKTa € NPOTUBHWKOM MOCPEACTBOM BOEHHOW MOAEpHM3aLmu,
nccnegoBaHus onepaum KOMNbOTEPHOM CETU U Pa3BUTUS YENOBEYECKOro KanuTana;

— N3ydeHne BOEHHOW WHAPACTPYKTYpbl MNOTEHUMAmNbHbIX MNPOTUBHUKOB, WX
MOTMBaLMW, Lienen, BO3MOXHOCTEN U OrpaHnyYeHnin B UHPOPMaLMOHHOM MPOCTPaHCTBE;

— NPOABWXEHNE anbTepHATUBHbIX BapWaHTOB rOCYLApCTBEHHOrO KOHTPOSS W
ynpaBneHns nHgpopmaumMoHHOM 6e30MacHOCTbLI0 Ha HauMOHANIbHOM U MeXAyHapOaHOM
ypoBHsix.*°

MpasutensctBo KHP  BocnpvHMMaeT uMHOPMaUWOHHYIO 6Ge3onacHoCTb U
MHpOPMaTM3aUMI0 KaK OBE OCHOBHblE COCTaBMSOLIME HauMOHanbHOW 6e3onacHoCcTu u
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HauuoHanbHoro passutusi. *' YupexaeHne Kutaem «Komuccum Mo  HauMOHambHOM
6esonacHocTny, «Bepgywen LeHTpanbHou rpynnbi» n «Begywen Manow rpynnbl no
6e30nacHOCTU 1 MHOPMaTMU3aLNN LIEHTPaNbHOM ceTu» OblNo NPU3BaHoO onpeaennTb Ha
BbiCLLEM YypoBHe npuoputeTbl MB U1 cokpatuTb «UMCPOBOM paspbiB»  Mexay
pasnnyHbiMKM permoHamu cTpaHbl. 1o MHeHuMo reHepanbHoro cekpetaps KIK Cu
LsaMHbnuHa, 3agava MCMonb30BaHUA WHGOPMALUMOHHBLIX  TEXHOSOIMI ans
CTUMYNUPOBAHUA  MHAOYCTpuanusauun, ypbaHmsauun, MoAEepHU3auMm  CenbCKoro
X035MCTBA, HAaUMOHAambHbIX CUCTEM YNpPaBNeHUs U BO3MOXHOCTEN ynNpaBneHus saenseTcs
O[IHO N3 NepBOCTeneHHbIX.

MonuTuyeckoe  pyKOBOACTBO  CTpaHbl  CYMTaAeT  akTyanbHoWm  npobriemon
obecneyeHne rapaHTMh 06e30MacHOCTM  KPUTMYECKM BaXHOM WUHGOPMAaLMOHHOM
NHpacTpykTypbl rnobanbHom ceTn. Kpome TOro, BaXHeWWwen Lenbio sBrseTcs
npeoaosieHne TEXHONOrM4Yeckon 3aBucuMMOCTM KuTas oT 3anagHbix cTtpaH. CTtparteruns
aoctwkeHna Hesasucumoctn KHP B obnactm WKT Gasupyetca Ha BHegpeHun
COBCTBEHHbIX TEXHOMOIMYECKNX MHHOBAUUA U CO34aHUN KOHKYPEeHUMU 3apybekHbIM
KOoMnaHuaM. B cooTBeTcTBMM C umerowmmmca nnaHamu, B 2020 r. pacxogbl Ha HNOKP
OOIMKHbl coctaButb 2,5% BBI1, a k 2049 r. Kutan nnaHupyeT 3aHATb nuaupylollee
NosfioXXeHne B M1Mpe No BHEAPEHUIO 1/|HH0|3a|.|,v|17|.43 [ocTmXeHnto aTon Lenm cnocobCTBYOT
nvewwmeca B pacnopskeHnn KHP 3HaumMTenbHble yenoBeyeckue pecypcbl: u3 bonee
YeM LIEeCTU MUISIMOHOB eXerogHblX BbINMYyCKHMKOB BY30B okono 60-70% cocTtaBnsioT
HayYHO-TEXHUYECKME CrieLmManmcTbl u uHxeHepbl.
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