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Abstract—This article discusses the main external economic and military and political factors for the national
security of Russia. The existing and potential trends are analyzed in the development of the system of inter-
national relations, which are associated with the continuing growth of financial and economic interdepen-
dence and the increasing competition between nations. The nations that are former and new leaders on the
global arena play new roles and face contradictions in these processes. Special attention is paid to the pro-
cesses related to the disintegration of the arms control system and the related deterioration of the global and
regional military and political situation, especially in Europe and the Asia–Pacific region. The main sources
of risks for the national security of Russia are identified in the context of these changes.
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New dimensions of international competition. The
modern world order no longer appears as a unipolar
world, like it did in the 1990s and early 2000s. A poly-
centric world order is shaping up, with its own system
of principles and institutions designed for political and
economic organization and control. At the core of this
process lies the strengthening of new regional and
global centers of the world economy and politics and
the development of a complex multivector system of
cooperation and competition between these centers
and between them and the former leaders of the inter-
national system, the nations that strive by all means
possible to retain their dominant position.

The emerging strength of the new world leaders is
increasingly affecting the global and regional balances
of economic and political power. The new leaders do
not always have sufficient social capital, as well as eco-
nomic, scientific, technological, and military poten-
tial, to claim a special role in all the spheres simultane-
ously, and they seek to capitalize on their leadership in
one or a few of them. In the 1970s to 2000s, the United
States, the EU countries, and Japan, together with
several associated countries, represented the major
centers of development of transnational capital. How-
ever, since the second half of the 2000s, transnational
companies (TNCs) and banks associated with the new
centers of power in the world economy, primarily with

China, have significantly strengthened their positions
in the world economy. TNCs from India and the Asso-
ciation of Southeast Asian Nation (ASEAN) countries
are gaining significance. Their influence spreads
beyond individual regions, and their industrial, trans-
port, and other infrastructure extends beyond the bor-
ders of the countries, transforming the global eco-
nomic and political geography and creating new envi-
ronments for competition. Russia is only partially
involved in these processes, especially in Asian mar-
kets.

The decisive factor that is shaping the modern
world order comes from a combination of the focus of
the new global and regional players on the reconstruc-
tion of the global financial, economic, and political
hierarchy and the subjective desire of the former lead-
ers to maintain their priority role. The countries of the
vast Indo–Pacific region are becoming the economic
and political locomotive in the development of the
polycentric world order. They are strengthening their
positions in the various spheres of international com-
petition such as economy (manufacturing, services,
investment, trade), science, engineering, military
economy, and military technology, as well as in the
development of human capital and the quality of labor
resources.

While the United States remains the undisputed
global leader in most of these dimensions, the situa-
tion in Asia is changing. Although Japan and South
Korea remain the regional leaders in technology
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development, China continues to accumulate not only
economic but also social, scientific, and technological
capital for future leadership.

In terms of politics and economics, the interna-
tional relations system has entered a new phase of
development, characterized by a considerable increase
in competition both between countries and between
the leading TNCs. Meanwhile, global interdepen-
dence is also deepening, not only among the leaders
that rose during the first phase of globalization but
also between them and the new global economic play-
ers. A phenomenon of systemic nature is the deep
interdependence between the two leading world econ-
omies—the United States and China. Despite the
escalation of political debate on the trade and tariff
policy, their bilateral trade in goods and services
reached $710 billion in 2017 (excluding the $69 billion
trade between the United States and Hong Kong),
having shown steady growth (in 2016, trade amounted
to $648.5 billion) with a continuing substantial deficit
in favor of China ($334.5 billion) [1]. In addition, the
United States and China have accumulated substantial
volumes of mutual foreign direct investment (FDI),
which were executed both directly and through third
countries. The accumulated American FDI in the
Chinese economy reached $107.6 billion in 2017,
showing a growth of more than 10% over the year, and
another $81.2 billion were invested in the economy of
Hong Kong. The Chinese FDI in the US economy fell
slightly over the same period to $39.5 billion (not
counting Hong Kong’s $11 billion investment and the
FDI made by Chinese companies through offshores,
which are very difficult to calculate) [1]. Huge Chi-
nese assets operate in the US financial market; the US
presence in the developing Chinese financial market is
also growing. Similar trends are observed in the rela-
tions between China and the European Union.
Although the pace and volumes of trade and financial
interactions between Russia and the European Union
have slowed down due to the political conflict and the
ensuing sanctions and other restrictive measures, deep
connections have also emerged in their mutual rela-
tions.

The deepening financial and economic interde-
pendence and the growing interconnections in the
social, communication, and technological spheres
suggest that globalization processes are far from stop-
ping, despite the increasing attempts by the United
States and other countries to rely on protectionist
measures. However, the trends towards growing inter-
national competition that emerged after the 2008–
2011 financial and economic crisis and manifested
themselves most clearly in 2014–2017 are increasingly
affecting political as well as economic processes,
reaching out into the military sphere. Moreover, the
expansion of the practice of sanctions and other coer-
cive political measures in the financial and economic
sphere reveals the increasing temptation to use the ties
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that formed through globalization as a means of influ-
ence in interstate and corporate competition.

On the one hand, the high level of interdependence
in the global economy widens the range of options to
use it as a weapon by applying pressure to those eco-
nomic industries of any country that are most sensitive
and dependent on external factors and markets; on the
other hand, this interdependence provides consider-
able opportunities to bypass sanctions and other
restrictions and to increase the diversification and
adaptation of markets. The sanctions and other politi-
cally motivated measures applied by the United States
and its allies against Russia present examples showing
both of these trends.

Along with the traditional indicators (GDP, the
size of the armed forces, and the amount of defense
spending), the following factors of power become
important criteria for assessing the competitiveness of
nations in the emerging polycentric world order:

• Financial and economic power, defined by the
level of development of industrial production, the vol-
ume of trade and FDI (attracted and exported), the
size and state of the stock market, and the develop-
ment of innovations.

• Social capital, defined by the demographic situ-
ation, the state of the labor force, the quality and
accessibility of education, and the development of the
health care system and social security.

• Science and engineering potential, defined by the
level of funding of basic science, the quantity and
quality of human resources in the science sector, the
state of the science infrastructure and the material and
technical resources of scientific and educational insti-
tutions, the development of high-tech goods and ser-
vices markets, and the innovation environment.

Apart from financial and economic levers, coun-
tries are increasingly using science and technology
instruments (such as access to innovations, technol-
ogy, and scientific knowledge) as well as ideological
and information resources as a means of interstate
competition. These instruments not only complement
those used by the military, politicians, and diplomats
but also often pursue the logic and principles of force
measures.

Among the modern nonmilitary threats to security,
new challenges are coming to the fore—those of a
cross-border nature, which do not replace the tradi-
tional challenges and threats associated with interstate
confrontation but complement and enhance them.
First of all, this concerns international terrorism,
which seeks to acquire territorial administrative forms;
religious and ideological extremism; spread of mass
extermination weapons and the respective delivery
vehicles; uncontrolled trafficking of weapons; illegal
migration; drug trafficking, corruption; and transna-
tional crime. These dangers are aggravated by demo-
graphic problems, global poverty and hunger, and
growing shortages of drinking water in some regions.
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More often than not, the transnational challenges and
threats turn into means to exert political, psychologi-
cal, and economic pressure, used by some countries to
influence the development of individual countries and
entire regions.

Vigorous efforts are under way to develop and use
the so-called hybrid warfare, a method of force colli-
sion that does not involve direct large-scale military
contact of armed forces but uses, on a massive scale,
hidden operations, sabotage, media outreach, and
cyber-attacks; in addition, it seeks to orchestrate and
use local conflicts near the borders or on the territory
of other states. These confrontation practices often
involve nonmilitary threats too. An important incen-
tive for these processes comes with the development of
the market for private military companies, which are
increasingly replacing the official armed forces of
states or working together with them, taking on the
main costs and risks. The methods of hybrid warfare
are complemented by trade and economic sanctions
and other restrictive measures that seek to cause max-
imum damage to the enemy and destabilize the social
and political situation.

Challenges for the national security of russia in the
military sphere. Equally important changes have
occurred in the military and political sphere. The
main challenges and threats to the national security of
Russia in the military sphere until 2030 and beyond
are associated with several interrelated trends. The
first one is the escalating arms race on a new techno-
logical basis, including a return to active competition
with the United States in nuclear weapons. The fur-
ther growth of the importance of military force and
other means to exercise power in interstate relations,
as well as the expanding practice of applying them in
local conflicts, including by delegating the respective
powers to private companies and nonstate structures,
constitutes the essence of the second trend.

The third trend is the intensive and purposeful ero-
sion of the arms control norms that emerged during
the cold war years, primarily those concerning nuclear
strategic and nonstrategic offensive and defensive sys-
tems. The treaties in this area between the Soviet
Union/Russia and the United States remained effec-
tive for some time after the end of the Soviet–Ameri-
can confrontation and even continued in a series of
treaties on measures to further reduce and limit strate-
gic offensive arms: START I (1991); START II (1993);
the Strategic Offensive Reductions Treaty (SORT),
which was concluded in 2002 but was not ratified; and
New START (2009), which is valid until 2021. How-
ever, the international agreements have been increas-
ingly losing their power and influence, including due
to the deterioration of the principles and ethics of
interaction and competition among the leading coun-
tries in warfare (for more on the ethics and psychology
of nuclear deterrence and its development after the
Cold War, see [2]).
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It should be noted that, in the emerging polycentric
world order, the escalating arms race goes beyond that
between the United States and Russia, which does not
seek to participate in it, although it is making efforts to
modernize the national defense potential, including
nuclear missiles. China has become actively involved
in the arms race by developing instruments to project
power in the Asia–Pacific region, primarily its Navy
and Air Force, which should act as the basis for com-
petition with the United States, and strategic and non-
strategic offensive weapons, including those based on
advanced technology (dual-capable hypersonic and
missile planning systems) [3]. China also pays atten-
tion to high-precision conventional weapons, missile
defense systems, air defense systems, and military
space tracking and surveillance and accumulates
resources for conducting expeditionary operations [4].
According to the Stockholm International Peace
Research Institute, China’s military budget reached
$228 billion (four times the defense budget of Russia)
in 2017, having doubled over the past decade. Follow-
ing the results of 2017, China is now joined in the
intense military and economic competition by India
(its military budget exceeded $63.9 billion) and several
other regional powers: Turkey ($19.5 billion), Saudi
Arabia ($69.4 billion), Iran ($14.5 billion), Japan
($45.3 billion), Australia ($27.4 billion), the Republic
of Korea ($39.1 billion), and Pakistan ($10.7 billion)
[5]. Based on preliminary statistics for 2018, all the
indicators for these and several other countries con-
tinue to grow. The reason lies with the beginning of a
new phase in the technological development of both
nuclear and conventional weapons and military equip-
ment and a new redistribution of spheres of influence
on the global arena along with the aggravation of
regional competition. These trends manifest them-
selves most acutely in the Pacific and South Asia and
in the Middle East, where the interests of the leading
powers have increasingly come into conflict.

The United States strives to maintain, for the com-
ing decades, a superiority of power, including military
force, over Russia and China, and retain its ability to
exert military pressure on its regional opponents and
conduct remote military operations everywhere in the
world. However, such a task is new for Washington
since one of the axioms of the US foreign policy and
military strategy has always been to avoid a long-term
conflict with two major powers simultaneously.
Meanwhile, precisely this prospect is becoming
increasingly clear for the United States for the next
10–15 years. The policy of double containment of
Russia and China may substantially transform the US
military and foreign policy planning as it involves con-
siderable financial and other costs.

China cannot ignore these trends, but its leadership
and elite stay under the influence of the policy to avoid
breaking up the financial and economic ties with the
United States, which would be detrimental to the
national economy. However, in ten years, China
N ACADEMY OF SCIENCES  Vol. 89  No. 2  2019
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expects to gain enough military potential not only to
deprive the United States of its leadership in Pacific
Asia but also to prevent the likelihood of a sea block-
ade in the event of an open American–Chinese con-
frontation [6–8]. Even a short-term (six months to a
year) interruption in the trade and economic relations
with countries in the region and with markets for Chi-
nese goods outside of China and the sources of energy
and other raw materials may have disastrous conse-
quences for China’s economy and reduce China’s
defense capability. China also needs military means
not to allow the US allies, who can act together with
Washington or independently, to constrain China’s
influence in Northeast and Southeast Asia. The situa-
tion on the Korean Peninsula and in the South China
Sea region remains especially significant for Beijing in
this regard. Moreover, with the ongoing progress in
the implementation of the Belt and Road Initiative,
China’s political and economic elite is becoming
increasingly interested in capabilities to protect the
interests of Chinese business anywhere in the world
using military means. The loss by Chinese companies
of significant assets in Libya and potentially in Vene-
zuela and the security risks for Chinese citizens have
taught Beijing a tough lesson [9].

The growth of India’s military spending and mili-
tary potential and the development of military and
political cooperation between India and the United
States, Japan, and Australia constitute not only a
response to China’s growing military potential and
political influence but also the desire to become one of
the leading powers. India’s leadership, political elite,
and expert community openly name China, as well as
Pakistan, among the main sources of threats to
national security. Although the political relations
between India and China improved slightly in 2018,
accompanied by further strengthening of Indo–Chi-
nese economic ties, the Indian nuclear missile pro-
gram, which has reached new frontiers due to the suc-
cessful testing of the Agni 5 strategic carrier, is openly
aimed at simultaneous containment of Pakistan and
China [10, 11].

Globally, active progress continues on nuclear
weapons capable of changing the balance of military
power but not included into the strategic stability
equation, which still remains between Russia and the
United States. Meanwhile, strategic stability itself, a
Cold War concept associated with military politics as
well as ideology and psychology, is eroding rapidly.
More and more factors are contributing to its deterio-
ration: nonnuclear precision weapons, dual-capable
missile planning and hypersonic systems, new types of
intercontinental weapons including nonnuclear ones
(such as Prompt Global Strike, the US military effort),
antisatellite systems, cyber weapons, missile defense
and electronic warfare systems, and early warning
tools. It should be noted that the expanding techno-
logical capabilities of the United States, China, and
Russia associated with indirect and asymmetric influ-
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ence on the traditional tools for maintaining strategic
stability increasingly penetrate into the sphere of
cybersecurity. The US Nuclear Posture Review, pub-
lished in early 2018, put cyberattacks on the list of
grounds for the use of nuclear weapons and paid par-
ticular attention to this issue [12, p. 57].

The main parameters of development of the global
military economic and military technological compe-
tition depend not only, and not so much, on the emer-
gence of new types of weapons and military equipment
as on the transformation of the interactions model
between the leading states and the growing number of
these states. Not without targeted efforts on the part of
the United States was the system of agreements that
had regulated the relations between the leading powers
in this sphere dismantled. During the first decades
after the end of the Cold War, this system continued to
develop under its own inertia. Then, in 2002, the 1972
Anti-Ballistic Missile Treaty was terminated. In 2018,
the United States decided to withdraw from the 1987
Intermediate-Range Nuclear Forces Treaty (INF
Treaty). (Today, Russia and the United States have no
intermediate- and shorter range missiles; they exist
only in China, the United Kingdom, France, India,
Pakistan, Iran, North Korea, and Israel, but poten-
tially the list of these countries might expand as early
as in the medium term.) A threat exists to the potential
five-year extension in 2021 of the New START treaty
between Russia and the United States, without any
possible replacement with a new Russian–American
agreement in the medium term. Beyond all the agree-
ments are the new types of delivery vehicles capable of
carrying nuclear weapons (missile planning systems,
long-range cruise missiles, airborne and underwater
drones, etc.) and those capable of affecting the strate-
gic stability of conventional (high-precision, hyper-
sonic, etc.) weapons.

There are risks of deployment of strike capabilities
in space. The 1967 Outer Space Treaty (formally the
Treaty on Principles Governing the Activities of States
in the Exploration and Use of Outer Space, including
the Moon and Other Celestial Bodies) bans the
deployment of nuclear weapons and other weapons of
mass destruction in outer space, but it does not apply
to nonnuclear strike systems [13]. In 2004, Russia
declared a unilateral refusal to deploy weapons in
space, supported by China, but the United States has
not expressed a willingness to discuss this issue.

After 2021, maintaining strategic stability will come
into a phase of even greater uncertainty. It is highly
likely that only one of its components will endure—the
guaranteed mutual destruction of Russia and the
United States, which acts as a military and political
and psychological mechanism. Meanwhile, the trends
towards a polycentric nuclear deterrence system will
deepen, accompanied by the strengthening of its par-
ticipants’ offensive capabilities. An increasing likeli-
hood exists that the military and strategic relations
 Vol. 89  No. 2  2019
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between the leading powers will increasingly rely on
informal agreements and unilateral obligations with a
high probability of violations and crises. The greatest
potential for such a transition exists in the relations
between India and Pakistan and North Korea and the
United States, but not only between them.

The United States’ agenda for the near future is to
modernize its strategic offensive potential; upgrade all
the components of the nuclear triad; and minimize the
constraints on the development and deployment of
nonstrategic offensive weapons, including ground-
based ones, low-yield nuclear warheads, antiballistic
missile systems (ABM), and satellite systems. To
implement this ambitious program, the US govern-
ment needs to ease restrictions on arms control and to
justify in the public eye and for the US Congress a fur-
ther substantial increase in the US military budget.
The Russian and Chinese “military threats” serve this
purpose excellently.

When modernizing its strategic offensive arms, the
United States will take as a premise that Russia and
China will possibly put their strategic offensive sys-
tems to combat use. Hence, the United States will not
be interested in a quantitative reduction of carriers and
warheads. The US withdrawal from the INF Treaty
will allow it to supplement its arsenal of ballistic and
cruise missiles of sea and air deployment with new
models of both ground-based classes. In addition, the
United States will look for opportunities to deploy
intermediate-range missiles, primarily in the Asia–
Pacific region, i.e., on the territories of Australia,
Japan, and less likely, South Korea, as a counterbal-
ance to China’s offensive potential, more than 50% of
which lies with intermediate- and shorter-range mis-
siles, and to that of North Korea.

Concurrently, the United States might try to
deploy such missiles in Europe, as a means of
deterring Russia and increasing the military and polit-
ical pressure on Iran. The tit-for-tat response from
Russia will allow the United States to justify the imple-
mentation of any missile defense program in Europe
and to convince its European allies to increase military
spending. Such a scenario for the long term will not
only put an end to Moscow’s attempts to pursue a dia-
logue with NATO’s Western European countries on
creating a new European security architecture but will
also allow the United States to create additional barri-
ers to the development of political and economic ties
between Russia and the European Union, including in
the energy sector.

In the medium term, the United States will not be
able, for technological and financial reasons, to
implement a global strategic missile defense project
and seriously constrain the capabilities of Russia’s
strategic nuclear forces. Therefore, Washington puts a
priority on measures to increase considerably the
potential of nonstrategic defensive systems focused on
the interception of not only ballistic but also cruise
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missiles and subsequently to optimize them for inter-
cepting individual strategic ballistic objectives. This
circumstance narrows the field for dialogue. More-
over, while in 2009–2016, the United States insistently
claimed that the missile systems in Europe were aimed
against the Iranian threat and those in the Asia–
Pacific region against the threat to the United States
and its allies from North Korea, today no one denies
that the next phase in the development of US missile
defense systems in Europe and in the Asia–Pacific
region aims to counter the Russian and Chinese
threats. The Missile Defense Review, published at the
beginning of 2019, defines the US priorities in this
area for the coming years and aims to develop nonstra-
tegic missile defense systems that intercept intermedi-
ate- and shorter-range missiles. It involves the deploy-
ment of these systems primarily in the European and
Pacific theaters and the build-up of associated space
facilities [14]. This approach bears close ties to the US
decision to withdraw from the INF Treaty. Russia’s
desire to create its own missile defense system as part
of the aerospace forces development program and to
improve their tactical and technical characteristics will
serve as a factor increasing the likelihood of a dialogue
with the United States on this issue, but much will
depend on the developments in other spheres and on
the political climate between the two countries.

Most of the threats to Russia’s military and non-
military security complement one another, being sys-
temically interrelated. Their development and the
associated risks must be analyzed and prognosticated
as an integral whole because many of them bear links
to economic, scientific, and technological develop-
ment issues. All this requires a review of priorities in
the training of civilian and military specialists in the
military and political sphere and new research efforts
in humanities and social sciences related to military
and nonmilitary security issues, strategic stability, and
arms control. This task requires a new synthesis of the
military and civilian research in the field of forecasting
the development of military technology, weapons, and
military equipment with the study of international
relations and security issues, military economy and
related civilian sectors, political psychology, and
international law. The Russian Academy of Sciences
should act as an organizing and coordinating body in
the development of these areas of research and train-
ing.
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