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To Readers  

 
 

 

Dear readers! 

 

 

Russia is the author of the idea to establish a regime of international information security 

and the initiator of international discussion of problems in the information sphere at the official 

level within the framework of the UN. In 1998 the necessity to consider the potential risk of use of 

achievements in information sphere for purposes, incompatible with the goals of strategic stability 

ensuring, principles of non-use of force, non-interference in the internal affairs of states, respect for 

rights and freedoms of man, was emphasized in the letter of the Russian side to the UN Secretary 

General. Nowadays, such risk is obvious and there is a strong need to take urgent measures. 

Unfortunately, the process of building such a regime is much slower than threats increasing. More 

and more dangerous information operations demand constant monitoring, deep analysis and active 

international cooperation. 

 

Work within the UN to discuss the problems of international information security for several 

years contributed to the promotion of the Russian views of these issues. Russia put forward the 

political resolution entitled "The developments in the field of information and telecommunications 

in the context of international security" which received a consensus approval during the voting 

procedure at the UN General Assembly and a growing number of co-authors. This became possible 

due to the increasing understanding of the reality of threats of information and communication 

technologies use in order to undermine peace, political and economic stability, to interfere in the 

internal affairs of states and incite ethnic and religious hatred. There is no doubt that the questions 

of peace and security are of the top priority for the Russian side. The fact that cyber weapon could 

be used easier than any other weapon should not be allowed. These were questions of ensuring 

international information security in conditions of global challenges in the field of information 

technologies to that the recent special meeting of the Board of the Ministry for Foreign Affairs of 

the Russian Federation was devoted. Nowadays, a special significance has the development of 

universal rules of responsible behavior of states in information space, reinforcing the principles of 

respect for state sovereignty, non-interference into internal affairs of other states, fundamental rights 

and freedoms as well as equal rights for all states to participate in the management of the Internet. 

 

Publication of current monograph is dictated by desire to make one more step in 

development of information security problems. It is prepared by team of experts from authoritative 

scientific organizations and is aimed to characterize main threats of problem and present necessary 

information, including reference. 

Publication could help government officials and society in understanding of main principles 

of information security problem in its national and international dimensions as well as awareness of 

specific risks occurring during use of achievements as weapon in informational area. 

Furthermore, the edition could be used as a source of information in area of international 

information security provision and its specific aspects for politicians, diplomats, soldiers, scientists 

and bank representatives, governmental and social organizations as well as students. 
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With a great pleasure I recommend this publication and hope that research of Russian 

specialists can help readers to better understand threats coming along with application of current 

information technologies for political, military, criminal, terrorist and others illegal purposes. 

 

 

 

 

Special coordinator of Ministry of Foreign Affairs of Russia on problems of political application of 

information and communicatory technologies, 

Candidate of historical sciences, 

 

 
V.A. Lapshin 
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Dear readers! 

 

 

With a great pleasure I recommend you the monograph of Russian scientists called “Threats 

of information security during crises and conflicts of XXI century”. 

Since the time of Clausewitz, it was assumed that war is the continuation of politics by 

other, violent means. Today more and more often the question arises, if it is possible to make full 

use of this understanding of war in the twenty-first century. It is obvious that not all contradictions 

in the world can be resolved by political means, and the use of armed violence in different forms 

continues in the new century. There is still no guarantee that the numerous local wars and conflicts 

would not escalate into larger armed clashes, including those with nuclear weapons using. As 

before, the world is full of various socio-political, economic, ethnic, religious, and other 

contradictions. The rivalry of world powers for energy and, primarily, for oil and gas resources is 

unfolding. However, new threats to international and national security of states play an increasingly 

important role. Among them, undoubtedly, is the misuse of information technologies. 

Is it possible to consider these so-called non-traditional methods as brand-new instruments 

of inter-state warfare? Certainly, not.  At all times and in all places wars were fought not only by 

implements of war but also by means of cunning, deceit and misinformation. Ten centuries ago the 

Ancient Byzantium won many wars, using military operations only as an adjunct or as a threat. And 

as a main weapon was that which nowadays is called non-traditional. Political, diplomatic and 

informational opportunities were used and will be used in struggle between states. Therefore, it is 

impossible to divide wars on traditional and non-traditional. Nevertheless, currently the role and 

importance of non-military methods of warfare has increased significantly. All social scenes are 

now struggling with the harmful effects of information, psychological and cyber-technologies. 

Russia considers the misuse of information technologies as a threat to its national security. 

This is reflected in the new edition of the Military Doctrine, in which the analysis of military and 

political situation in the world is given. In recent years, there have been a series of "color 

revolutions", the civil war in Ukraine, intensification of terrorist activities, "flourishing" of the 

"Islamic State" and other things that make the world community live in anxiety. All these processes 

are developing in the rapidly growing influence of information and communication tools. 

 Today, there are two ways. We can disregard the increasing threats in information sphere 

and consider them as a normal natural process. In this case, there is no need to make their detailed 

and versatile analysis. However, certain phenomena will not disappear due to our non-recognition, 

disapproval or misunderstanding. In order to respond to them properly we need to know their true 

nature. In this connection, it is necessary to choose the second way – search and development of 

responses to the modern information challenges. 

Suggested publication belongs exactly to this type of research. It represents original work 

both in terms of essence of analyzed problem and in terms of chosen professional methodological 

approach. Indeed, monograph reflects current level of political analysis. Perhaps, some chapters can 

be found too complex and not commonly described, but if we want to communicate with 

representatives of international scientific society as equals, one has to exert known efforts. 
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I would like to thank authors for conscientious and very actual work. As military specialist 

in strategic planning with longstanding experience and as president of Academy of military sciences 

I see great practical value of the research not only in terms of analysis of information security 

threats of XXI century based on interesting factor material but also in terms of statement of this 

incredibly important problem, which requires immediate solution, for Russia nowadays. 

Publication will help specialists, whose activity is directly connected with the problem of 

information security provision, and, in the first place, new generation of politicians, scientists, 

soldiers and civil experts and representatives of military-industrial complex. It will be interested for 

wider audience of readers as well, such as all individuals, who are well informed and engaged in 

area of security and stability in Russia and abroad 

 

 

President of Academy of military sciences, 

Laureate of Governmental Award of G.K. Zhukov, 

PhD in military sciences, PhD in historical sciences, professor, 

General of the Army 

                                                                                                                                                                  

M.A. Gareev 
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Introduction 

 
 

By the end of XX century, the process of rapid development and introduction of new 

information technologies, called "information revolution", has become a natural stage of economic, 

scientific and technical progress, a necessary condition for the further development of society. 

Naturally, cases of application of information tools for destructive purposes: against individuals, 

groups, and, finally, against the structures of government, economy and armed forces, have grown 

with the same intensity. As a result, concepts of conflict, war and weapons, as well as the line 

between war and peace have changed; military and civil technology has merged. The attacking side 

has obtained a real opportunity to ravage an enemy without penetration into its territory, to win 

without their own losses. 

Russia has initiated international discussion of the problems in the information sphere. 

However, this process is much slower than the increasing threats. New harmful and dangerous 

information operations require a constant monitoring and a deep versatile analysis in order to ensure 

both national security of Russia and international security. 

Therefore, the overall objective of this publication is to study the security problems of 

national interests of Russia in the global information space on the basis of threat analysis and 

practical examples of violation of information security in crises and conflicts of the twenty-first 

century at an interdisciplinary level. 

Which risks described in the present publication are threatening or are going to threaten 

Russia? Which risks represent the greatest threat? In what area is Russia more vulnerable to such 

information warfare techniques? In what area do sufficient scientific, legal, technical and other 

fundamentals exist to counter these threats, and what measures should be developed as soon as 

possible? What conclusion from this analysis is needed to be done today to ensure information 

security of Russia tomorrow?  

The justification of the future search for answers to these and other questions is the main 

task of the authors. 

In the first chapter of the publication, a factor analysis of the different methods of 

informational influence, used in the crises and conflicts of the end of last and beginning of the 

present century, is carried out. Furthermore, work includes extensive selection of cyber-attacks 

examples implemented in different parts of the world since the beginning of the twenty-first century 

on various information media, ranging from home personal computers to targeted attacks on major 

media outlets, banking and business structures, intelligence, state and government agencies, 

international organizations and industrial critical facilities. All these data prove a comprehensive 

scale of modern threats to information security. 

Such a global rate of development and spread of harmful information impact in modern 

conditions of information revolution has led to the gap between theory (scientific, intellectual, 

political and legal) and practice. This fact has led as well to insufficient development of appropriate 

international mechanisms for control of disruptive information technologies. Thus, development, 

production, expansion and application of information technologies for military purposes are not 

governed by international law. At the present stage, such situation does not allow to talk about the 

possibility of applying well-developed theories to practice. In the Russian Federation, a theoretical 

basis in this area is formed on the basis of precedent: from practice to theory. Thus, there is need for 

constant monitoring and detailed diverse case study of violations of information security to create 

basic theory, put it into practice and improve further. 

An important scientific issue is to analyze the existing theoretical framework and developed 

concepts, which are used by certain states. The study of the reasons for the appearance and 

development of basic terms and their definitions in the field of information security is being held to 

resolve this issue. 
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 The United States of America have conducted first practical and theoretical research in the 

political and information environment. In 1992 in the USA basic strategies of information warfare 

were formulated, analyzed and supplemented by experts from the RAND Corporation
1
. Up to the 

present day, the USA is a recognized leader in creation of technologies of information warfare and 

counteraction to such technologies. Moreover, a significant increase in interest from politicians and 

experts to the problems of information security in recent years is largely connected to the fact that a 

variety of directives and official documents regulating the political and military activities in 

information space were adopted in the USA at the highest level. They include: the "Doctrine of 

Combat Management Systems" of the US Joint Chiefs of Staff (JCS), the "Joint Doctrine for 

Information Operations" of the US Department of Defense, the "Cyber Space Policy Review", the 

"International Strategy for Cyber Space", the "2011 U.S. Department of Defense Strategy for 

Operating in Cyber Space ", the "2014 US JCS Information operations Doctrine", etc. The analysis 

of the causes of appearance and further development of the concepts of "information wars", 

"information operations", "information weapons", "strategic information warfare", "network-centric 

warfare", etc. is being emphasized in several articles of the publication. 

The conclusion is necessary for the improvement of Russian conceptual and theoretical 

framework in the field of information security, its scientific and regulatory development. 

Despite the fact that the conceptual and theoretical apparatus of information security is just 

being formed in most countries of the world, the idea of information component in strategic warfare 

is not new. In fact, it is difficult to find any conflict in which the informational aspect could not be 

found. Even Chinese founder of the world strategic theories Sun Tzu encouraged the use of 

information to achieve strategic goals while avoiding armed clashes. There are many historical 

examples in which innovations in technology have led to fundamental changes in the nature of the 

informational component of war. An example of the use of psychological methods during the 

Second world war, explaining how these and other technologies of the past century have become a 

basis for the constantly developing and improving in the developed world of modern information 

wars concepts, is provided in the second chapter of this publication. 

Examples of application of methods of warfare in XXI century, which by direction of impact 

can be divided into two main types: technical and psychological, are considered in the third and 

fourth chapters of the monograph. 

In the third chapter, the problem of cyber-attacks on critical nuclear infrastructure of Iran in 

2010-2012, being one of the most significant, but not sufficiently studied and described examples of 

applying malicious methods in the information technology field, is presented. According to experts, 

cyber manipulations at several nuclear facilities in Iran, the most significant of which were cyber-

attacks on a nuclear power plant in Bushehr and a plant for uranium enrichment in Natanz, can be 

seen for the first time not just as a cyber-crime but as a cyber war with the use of cyber weapons. 

These precedents became public and led to important consequences influencing the future course of 

events around the Iranian nuclear problem. During the war cyber technologies supplemented, and, 

perhaps, did not yield in impact not only to political and economic sanctions but also to military 

measures. It is obvious that deep interdisciplinary analysis of such examples is highly important for 

prediction of future possible threats for Russia due to many reasons. In particular, this is also 

necessary since such comprehensive cyber influence can be aimed at critical state facilities for 

military purposes, which also would have serious destructive consequences. 

                                                           
1
 DoD Directive TS-3600.1, "Information Warfare," December 21, 1992 

(http://www.dtic.mil/whs/directives/corres/pdf/300003p.pdf) 

Molander, Roger C. Strategic information warfare: a new face of war / Roger C. Molander, Andrew S. Riddile, Peter A. 

Wilson. Library of Congress Cataloging in Publication Data, RAND (Firm) 1996 

(http://www.rand.org/content/dam/rand/pubs/monograph_reports/2005/MR661.pdf) 

Molander, Roger C. Strategic information warfare rising war / Roger C. Molander, Peter A. Wilson, B. David 

Mussington, Richard Mesic. Library of Congress Cataloging in Publication Data, RAND (Firm) 1998 

(http://www.rand.org/content/dam/rand/pubs/monograph_reports/2009/MR964.pdf) 
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The Indian experience was chosen as an example of a modern state being able to resist cyber 

threats. Its study is important for several reasons. First, being in a complicated relationship with 

Pakistan and China, India is one of the countries, against which attacks in cyber space are 

undertaken most often. Second, having one of the most developed information technology sector in 

Asia, India is increasing its offensive and defensive cyber tools. Third, India is one of the states that 

actively support the development of international norms in the field of information technologies at 

world level. Fourth, India is a "strategic partner" of the Russian Federation. However, issues of 

information security there don’t play enough role in agenda of bilateral relations. The study of the 

Indian experience will help Russia not only increase knowledge of possible cyber threats and ways 

to address them, but also find "a common ground" in the approach of India and Russia to ensure a 

secure information environment in order to protect more effectively the interests of the two 

countries at the international level. The transformation of information security into one of the set 

subjects in strategic dialogue between Moscow and New Delhi will help to adapt the "strategic 

partnership" to the realities of the modern world. 

The task of studying the problems of providing information and psychological safety of 

personality and society is listed as one of top priorities for scientific research in field of ensuring 

information security of the Russian Federation in many official documents of the Russian 

Federation, including materials from the scientific council under the Security Council of the 

Russian Federation. This is justified by the fact that nowadays the information and psychological 

operations, which are carried out by violent means of influence on the relevant field of the enemy in 

order to attain the strategic objectives of the assailant, is the most socially dangerous type of 

confrontation. The political and psychological impact of some states on others originated at an early 

stage of human history in the form of separate misinformation operations of the enemy. Such an 

impact underwent the substantial changes in the process of development and became a permanent 

factor in foreign policy, a subversive information and psychological activity conducted not only in 

combat but also in peace phase of crises and conflicts. At the end of XX century as well as in XXI 

century such a new type of warfare became the prevailing policy in many States. In this regard, the 

fourth chapter of the publication is devoted to modern methods of informational and psychological 

warfare, as well as to the problem of information security monitoring in the interests of the Russian 

Federation, uniting all parts of the publication. As the most important for Russian interests 

examples of malicious use of informational and psychological influence, the Georgian-South 

Ossetic conflict of 2008 and the crisis in Ukraine of 2013-2015 were chosen. Covering some 

aspects of the problem, the authors draw attention to the need for further versatile study of 

protection challenges of individual, group and mass consciousness of Russian society from the 

destructive influence of mass media, Internet and other information sources identified as significant 

in the official documents of the Russian Federation. 

Informational and psychological operation during the Georgian-South Ossetic conflict had 

begun long time before the events of August 8, 2008. It was preceded by an extensive preparatory 

work made by Georgia and Western countries. As examples, a spy scandal against two Russian 

military servicemen (September – October 2006), an accusation of Russia in international 

aggression and in bombing of Georgian territory (March – April 2008), an advance preparation of 

media grounds for foreign journalists in Gori and a formed in Western countries public opinion 

about the aggressiveness of Russia can be considered. During the period of armed conflict, it has 

created significant advantages in information confrontation for the Georgian leadership, which 

became a serious lesson for Russia. 

Further developments demonstrated the use in practice of the rich arsenal of different 

information methods: from "labelling", public interpretation, hyperbole and changing videos to 

misinformation and slander. Even in such conditions, Russia was able to form an objective public 

opinion inside the country. However, it could not be done in the global media space, where the 
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position of the Russian Federation was purposefully quelled and did not get proper distribution that 

became an important lesson of information warfare. 

As for other lessons, it should be noted that there is a need for closer cooperation not only 

with domestic but also with foreign journalists, an advisability of forming a favorable image of the 

country for a Western audience, an attainment of a place in the global media and political system, a 

work improvement of domestic journalists abroad. A lot depends on the effectiveness of the 

legislative and executive authorities. Based on this experience, a formation of information security 

system is taking place in Russia. However, there are still many problems. 

Methods of informational warfare used in the Georgian-South Ossetic conflict once again 

became topical during the tragic events in Ukraine in 2013-2015. How useful were the lessons of 

2008 for Russia during the Ukrainian crisis, is yet to be explored in the future. However, it is 

necessary now to conduct a comparative analysis of the methods applied in both cases. Conclusions 

about the mistakes being rectified and demanding for further efforts can be made on the basis of the 

analysis presented in the fourth chapter, comparing the information and psychological technologies 

used in Georgia and Ukraine. However, it is important to consider that lessons have been learnt not 

only by Russia, but also by parties carrying out a destructive informational influence. Obeying a 

common logic, informational and psychological operations are designed by an aggressor for each 

specific case with respect to previous experience. Therefore, experts identify new methods of 

informational and psychological influence implemented during the Ukrainian crisis. Their 

effectiveness increases due to a larger and more integrated application of economic, technical, 

military and political mechanisms. 

Current events in Ukraine lead to the destabilization of international relations, threaten the 

security of Russia and Europe, negatively affect the situation in our state and do not meet the 

interests of Russian citizens. Furthermore, the Security Council of the Russian Federation noted: 

"Advanced technologies of "color revolutions" applied to removal of political regimes unwanted by 

the USA will become more and more widespread and with a high probability will be used against 

Russia"
2
. Consequently, it is necessary to conduct a constant work to stabilize the situation in the 

interests of the Russian Federation at all levels, including the level of research on the basis of state 

scientific organizations and institutions. Therefore, an important part of the publication is the 

section devoted to the analysis of informational and psychological influence during the crisis in 

Ukraine of 2013-2015. 

Based on the urgent need to develop methods of countering modern threats and technologies 

for the prevention of these threats, which is impossible within only one branch of science and only 

one science, a problem of scientific planning and forecasting in the field of information and 

communication technologies is of a great importance. The solution to this problem in the interests 

of Russian security requires a separate study. Examples of the application of a wide range of 

scientific methods given in the publication including: different types of analysis (from factor and 

content analysis to statistical and systematic), elements of mathematical modeling of political 

processes, etc., are designed to demonstrate the potential of such an interdisciplinary approach. 

Thus, in the second chapter of the monograph an example of the use of some components of 

mathematical modeling method to study the information and psychological parameters of war is 

given. And in the fourth chapter, for the purpose of studying the informational and psychological 

influence during the crisis in Ukraine, method of content analysis, which not only allows to make 

important conclusions, but also to scientifically confirm assumptions and hypotheses regarding the 

effectiveness of application of methods of such influence, is applied. 

During the content analysis authors studied media of: 

 Ukraine, as the main subject of the crisis, 

 Russia, as a state, for which the crisis is a threat to the national security, 

                                                           
2
 On the National Security Strategy of the United States of America 25.03.2015 The Website of the Security Council of 

the Russian Federation (http://www.scrf.gov.ru/news/865.html) 
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 The United States of America, as a state interested in its influence on the post-Soviet 

space, 

 Great Britain as a main ally of the United States in Europe and one of the leaders of 

the European Union, association with which was the slogan of the protest movement 

on Maidan during the escalation of the crisis in Ukraine, 

 Kazakhstan as an ally of Russia and a state, to which such methods of informational 

influence can also pose a threat in the future. 

A list of interested countries and their media, undoubtedly, can be extended. However, a 

given example of application of this scientific method to analyze information and psychological 

impact on the citizens of different countries can become a basis for a further research.  

The fifth chapter of the publication is devoted to solving the problems of international 

cooperation mechanisms use for prevention of an arms race outbreak in the area of informational 

warfare and formation of international information security. These tasks are identified as priorities 

in documents of the Security Council of the Russian Federation.  

Having become the initiator of discussion of ensuring international information security 

problems at the UN level, Russia consistently calls for the demilitarization of the international 

informational space and for the necessity to revise and adapt mechanisms of international law in 

relation to information and communication technologies. Besides, Russia emphasizes that the 

information arms race could destabilize the existing agreements on disarmament and international 

security in other fields as well. Development of an appropriate theoretical framework and 

elaboration of practical measures to ensure the security of the information environment are vital and 

urgent challenges of our time, indispensable conditions of international political and legal 

mechanisms development for global governance and regulation in this area. 
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Chapter 1  

Modern Information Security Threats:  

from Practice to Theory 
 

 

Information Action in Practice 

 

Back in the ancient times influencing the opponent’s psychology was often considered more 

important than its physical destruction. Two millennia ago the great Chinese strategist Sun Tzu 

wrote, “All warfare is based on deception. Hence, when we are able to attack, we must seem 

unable; when using our forces, we must appear inactive; when we are close, we must make the 

enemy believe we are far away; when far away, we must make him believe we are close.”
3
 

Today's global information revolution has indeed provided endless possibilities for such 

activity. Information and communication technologies (ITs) have become a key factor in the global 

politics, economics and security systems. Information weapons (IO) is becoming an increasingly 

important element of the military capacity of nation-states as an addition to conventional military 

means. In cyber space information sabotage has become the new weapon for non-governmental 

collective and individual actors while cyber wars of certain powers against each other can be no less 

destructive and violent than the traditional ones. 

In the course of combat IT including the prolonged stage of the information and 

psychological pressure and comprehensive application of the reconnaissance assets, control, 

communication, navigation and electronic warfare, have been first used by the United States in the 

operation “Desert Storm” in Iraq (1991). Then information influence (and blockade) was applied 

increasingly in the operations in Yugoslavia (1999), Afghanistan (2001), Iraq (2003), and Libya 

(2011). 

In terms of efficiency a sufficiently high destructive information and psychological influence 

was carried out by Western countries during the Georgian-Ossetic conflict in 2008. Currently we are 

observing the application of almost entire spectrum of modern information influence methods 

within the crisis in Ukraine and Syria. 

The XXI century has witnessed a global increase in the number of successful attacks on 

information resources targeting even government departments and critical infrastructure beside the 

personal computers of citizens and organizations which could be transformed into an instrument of 

political and economic pressure.  

Examples of cyber-attacks implemented since the beginning of the XXI century (see 

Appendix a), detected in all regions of the world on various information carriers ranging from home 

computers to targeted attacks on major media agencies, banking and business authorities, 

intelligence, state and governmental agencies, international organizations, and at last large critical 

infrastructure industrial facilities prove the global threat level, demonstrate increased rates of 

expansion scale-wise, geography-wise and targeted objects-wise. 

One of the first examples of the influence on information-control systems of the critical 

infrastructures is the usage of computer malware (CM) such as Stuxnet, Duqu, Flame, and Wiper in 

2010-2012, aimed at inflicting physical damage to the Iranian uranium enrichment plant in Natanz 

and the NPP in Bushehr and to hinder Iran's nuclear program. One of the probable causes of the 

damage (which was reported by the official representatives of Iran only a few months later) is a 

large number of centrifuges being simultaneously input into a resonant frequency due to the CM 

Stuxnet. Moreover, experts came to the conclusion that the program was created with the support of 

the state structures by a team of highly qualified professionals with access to extensive resources 

and significant financial support. Therefore, an act of cyber war – not a cyber-crime – took place. In 
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2013 the General Director of the Russian company "Kaspersky Lab" E. Kaspersky reported Stuxnet 

infecting nuclear sites computer network not only in Iran but also in Russia.
4
  

Another similar incident occurred in the energy sector in 2013 and is associated with 

malware Shamoon – a virus that has infected almost 30 thousand network computers of the Saudi 

oil producer Aramco. According to experts, oil and gas companies in the Persian Gulf countries are 

very vulnerable to cyber-attacks due to the high probability of malicious technologies infecting 

critical processes infrastructure. Experts believe that Shamoon was designed by Iran to destroy the 

energy industry. It should be pointed out that the case of the Saudi company Aramco is not 

exceptional; RasGas Company Limited, the largest supplier of liquefied natural gas, was also 

subject to cyber-attacks by hackers in Qatar and the UAE. 

One of the recent examples of cyber influence is a malicious Trojan Duqu 2.0 traced in 2014 

and still active until the present time. This is extremely sophisticated software surpassing all known 

threats by times. In particular, it infected the “Group 5+1” venues devoted to the resolution of the 

Iranian nuclear problem alongside the world leaders meetings held within it. In 2015 cyber 

subdivision of the terrorist group “Islamic state” (ISIS) banned in Russia managed to gain access to 

personal data of about 1,400 U.S. military personnel with a further appeal to organize attacks on 

them. The published data contained the following: departments and divisions to which the military 

personnel was assigned, email addresses, postal codes and telephone numbers and other data.  

Currently the threat from malicious cyber-attacks can be assessed as global. 

Thus, the global information space in the XXI century is becoming the most important arena 

of confrontation.  

In this regard there’s presently a strong challenge of ensuring information security as an 

essential component of national and international security. Various projects of the national 

information security concepts that appeared at the end of the previous century faced the lack of 

internationally unified conceptual framework and common methodologies to assess threats, and 

even occasional inconsistency of the variants in relation to existing legal national as well as 

international bases. The formation of the respective intellectual and policy framework is an urgent 

task and a precondition for the development of the international political and legal norms and 

mechanisms of global governance and regulation in this area. 

 

Information Security Theory: Basic Concepts and Definitions 

  

Terms “information war”, “information warfare”, “information influence”, “information 

weapon”, etc. are often used in the media, journalistic and scientific papers, and national documents 

of numerous countries. However, until recently universally accepted international definitions of 

these terms have not been fixed. Currently the efforts to legally register these and related concepts at 

the international level is being carried out, but it is a difficult and contradictions-wise complicated 

process. Therefore, it is important to investigate their origins and evolution in the national 

documents. The range of concepts related to the information security problem is very broad; thus 

only the most relevant ones to this paper will be considered.  

A special place in the research of modern information security problems is the term 

“information war”. It was first used in the United States of America by a scientific adviser to the 

Ministry of Defense Thomas Rona in the report “Weapon Systems and Information War” prepared 

for the Boeing in 1976
5
 stating that the information infrastructure becomes a key component of the 

U.S. economy while being a vulnerable target during times of war and peace at the same time. It 

officially appeared in the Directive of the Minister of Defense “Information Warfare” on December 
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21, 1992.
6
 Thus, the United States is the world's first country to have officially formulated the basic 

strategies of information warfare immediately after the Gulf war (1991), in which the American 

Armed Forces were the first to apply the latest information technologies. 

In August 1995 the National Defense University (USA) published an article “What is 

information warfare?” of one of the major American scientists in information field, a specialist of 

RAND Corporation Professor Martin Libicki whose scientific activities formed the basis of the 

relevant concepts and strategies of the U.S. Armed Forces, the provisions of the Ministry of Justice 

and until the present time are associated with the problems of IT application in the national security 

system.
7
 The author has developed one of the first classifications of the information war components 

of the XXI century and considered it a mosaic of seven different elements.
8
 

1. Command-and-control warfare is conducted on a real battlefield, not being something new 

for the U.S. Armed Forces. It targets the channels of communication between commanders 

and performers. Cutting these channels, the attacker aims to achieve a failure in the command 

and control systems, communication lines and control systems of the enemy in general at the 

strategic, operational or tactical levels. Thus, the attacker isolates the command from the 

performers. 

2. Intelligence-based warfare – the collection of militarily significant information and the 

protection of national one due to the development of information technologies allows you to 

gain additional knowledge about the enemy.  

3. Electronic warfare involves actions against electronic communications: radio traffic, radars, 

computer networks, etc. Cryptography is an important element in this regard. 

4. Psychological operations – the use of information possibilities and resources against human 

consciousness (there are four forms of such warfare: cultural conflict, operations to eliminate 

the national idea, the military leadership and troops of the enemy). As an important means of 

implementation for this warfare M. Libicki points out mass media. 

5. The main means of destruction in the “hacker war” is CM (including viruses); the targeted 

object is computer networks (CN). Its breach can occur during times of peace as well as war 

in terms of military, public, private CN and information resources. From a military point of 

view, depending on the purposes and objects, operations can be defensive or offensive. 

6. Information economic warfare is aimed at commercial information and may take one of the 

two basic forms – the information blockade and information imperialism.
9
 It is based on the 

assumption that in the future states will depend on information flows just as today they are 

dependent on financial support and exchange.  

7. M. Libicki called cyber war an information war of the future and believed that it was too 

ahead of time to talk about it. However, as stated above, even today some computer attacks, 

for example, using CM on nuclear objects of Iran in 2010-2012, are classified as cyber warfare 

by specialists.  

Published 20 years ago, the work noted: although the information and psychological 

operations were common in warfare since ancient times, still in the XXI century wars both technical 

and psychological information methods have an equal and great importance, especially taken as a 

whole. The author of the theory of information warfare indicates that successful conduct of 
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information warfare is impossible without reliable accurate and specific knowledge about the 

opponent, starting with the analysis of its mass media and evaluation of its influence on 

governmental decisions to a detailed study of the bureaucratic structure of the country's leadership, 

national communications infrastructure, software systems aspects, etc. Therefore, the special 

process of training professionals involved in the different stages of modern information operations 

bears the utmost importance. Furthermore, their main goal must be to achieve its national interests, 

not the suppression of the enemy. 

Based on this and other studies new doctrines were developed in the United States. In 

February 1996 the Joint Chiefs of Staff (JCS) implemented the “Joint Doctrine for Command and 

Control Warfare”
10

, and in October 1998 the US DoD issued the “Joint Doctrine for Information 

Operations” which explained the two basic concepts:  

Information warfare – information operations conducted during time of crisis or conflict 

(including war) to achieve or promote specific objectives over a specific adversary or adversaries; 

Information operation – actions taken to affect adversary information and information 

systems while defending one’s own information and information systems.
11

  

In the NATO governing documents adopted in 1999 an information operation is defined as 

actions taken to influence decision making by affecting the information, information processes and 

control systems of the enemy, while protecting one’s own information and information systems to 

achieve political and military objectives. 

In 2010 the definition of the term “information operation” was expanded in the U.S. DoD 

official dictionary of military terms.  

Information operation – the integrated employment of the core capabilities of electronic 

warfare, computer network operations, military information support operations, military deception, 

and operations security, in concert with specified supporting and related capabilities, to influence, 

disrupt, corrupt or usurp adversarial human and automated decision making while protecting our 

own.
12

  

It is interesting to see further development of this concept in the doctrine of the U.S. Joint 

Chiefs of Staff  “Information operations” (2014) for the planning, preparation, execution, and 

assessment of information operations as part of military operations. In the situation of constantly 

changing strategic environment and the information environment currently the information 

operations refers to the integrated employment, during military operations, of IRCs in concert with 

other lines of operation to influence, disrupt, corrupt, or usurp the decision making of adversaries 

and potential adversaries while protecting our own.
13

 

According to the Chairman of the Joint Chiefs of Staff, this revised description of the concept 

of information operations reflects the current importance of the information sector and the ability to 

effectively integrate all information-related capabilities into joint operations to create favorable 

conditions for achieving objectives of the U.S. joint command. 

Military information support operations according to the dictionary of the U.S. DOD refers 

to the planned operations to convey selected information and indicators to foreign audiences to 

influence their emotions, motives, objective reasoning, and ultimately the behavior of foreign 

governments, organizations, groups, and individuals. The purpose of military information support 

operations is to induce or reinforce foreign attitudes and behavior favorable to the originator’s 

objectives.
14
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This interpretation of these two concepts in the modern terminology of the U.S. Armed Forces 

once more underscores the relationship between technical and psychological information methods, 

and also points out the importance of the official adoption of the appropriate terminology in 

international legal documents and the recognition of the use of these methods in the crises and 

conflicts of the XXI century. 

The achievements of the United States in the IT-technologies, in the development of the 

theory of information warfare and its practical application has led to the need or incentive for other 

countries, including Western Europe, Japan, the Russian Federation, the Middle East, China, India, 

etc. In this situation it is logical to draw an analogy with the emergence of nuclear weapons: Russia 

found itself in the position of necessity to adequately respond to threats to its national security. 

The ambiguity of the term “information warfare” defined and developed in the doctrines of 

the USA, gave a rise to a discrepancy in its translation, resulting in the emergence of a large number 

of other definitions existing nowadays in the Russian journalistic and scientific sources.  

In documents developed by the Russian Foreign Ministry the information war is defined as  a 

warfare between states in the information space with the objective to damage information systems, 

processes and resources, critical structures, undermine political, economic and social systems, to 

implement massive psychological treatment towards population to destabilize society and the state”, 

while stressing the violent connotation of the actions in the course of IW, which is an essential and 

mandatory feature of the war in the period of absence of an overt armed conflict.
15

  

In the materials of the Russian Foreign Ministry information weapon refers to the means and 

methods used for the purpose of damaging the information resources, processes and systems of the 

state, adverse information influence on the defense, administrative, political, social, economic and 

other critical systems of the state as well as the massive psychological treatment of population to 

destabilize society and state.
16

  

Representatives of the Ministry of Internal Affairs of the Russian Federation consider that the 

information war is a large-scale confrontation in the information sphere performed by explicit or 

covert information influence on the enemy to impose the required decision.
17

  

Power, management, information systems, armed forces, decision making processes, the 

consciousness of the population, public opinion, critical infrastructure are pointed out as objects of 

influence. The purpose of information influence is interpreted by the authors as the establishment of 

control over the actions of the enemy and imposition of required for influencing party decisions; 

purposeful influence on the opponent through its or one’s own information infrastructure; the 

imposition of one’s own moral and cultural values to substitute military actions; humanitarian 

enslavement. 

According to the Russian special services the concept of “information warfare” ensures: 

1) suppression (during the war time) of the infrastructure elements of state and military 

control (destruction of the command and control centers); 

2) electromagnetic influence on the elements of the information and telecommunications 

system (electronic warfare); 

3) obtaining intelligence data through interception and decryption of information flows 

transmitted via communication channels, and through specifically in-built-into-premises 

and technical means, electronic devices of interception (signals intelligence); 

4) unauthorized access to information resources (through the use of software and hardware 

to breach protection systems of the information and telecommunication systems of the 
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enemy) with subsequent distortion, destruction, theft or the violation of the normal 

functioning of these systems (hacker warfare); 

5) the formation and mass distribution of disinformation or tendentious information via 

information channels of the enemy or global interaction networks to affect the 

assessment, intentions and orientation of the population and decision makers 

(psychological warfare); 

6) receiving the desired information through intercepting and processing public information, 

transmitted over unsecured communication channels, circulating in the information 

systems and published in the mass media.
18

  

Russian military experts define information war as a new form of combat between two or 

more parties which focuses on the use of special means and methods of influence on the information 

resources of the enemy and protection of one’s own information resource to achieve assigned goals.  

During peacetime these actions bear a predominantly hidden character – intelligence, 

political and psychological actions against the enemy, as well as implementation of one’s own 

information security.  

In the so-called period of threat there are additional tasks to ensure the effectiveness of 

planned combat actions: the ultimate limit in the use of forces and means of information war; 

compliance with the existing international law (e.g. the prohibition of jamming certain frequencies 

and systems provided by the Charter of the International Telecommunication Union and the Radio 

Regulations), etc.  

With the military actions outbreak certain tasks are tackled such as massive influence on the 

information resources of the enemy; preventing the reduction of the combat capabilities of one’s 

own forces; implementing activities to reduce the level of moral-psychological stability of the 

enemy and ensuring the neutralization of the information affecting the morale of its personnel; 

conducting intelligence activities and ensuring the secrecy of the most important events of the 

troops, etc.
19

 

In 2011 the Russian Ministry of Defense presented the “Conceptual views on the activities of 

the Armed Forces of the Russian Federation in the information space” paper. However, this 

information sphere-dedicated concept paper of the Ministry of Defense contains only general terms 

and lacks the theoretical basis of the Russian military and civil science. In addition, the experience 

of the United States in conducting effective information operations shows that it is necessary to 

develop a package of such documents, which should include theoretical basis and describe practical 

measures on how to implement the policy. This work delivers the definitions from the 

Intergovernmental Agreement of the SCO member states on cooperation in providing international 

information security (IIS) from 2009:
20

 

information war – confrontation between two or more states in the information space aimed 

at damaging information systems, processes and resources, critical and other structures, 

undermining political, economic and social systems, massive psychological treatment towards 

population to destabilize society and state as well as coercion of the state to take decisions imposed 

by the opposing side;  

Information weapon – information technologies, means and methods for conducting 

information war.
21

  

Some other definitions related to ensuring international information security are also present 

in the Agreement of the SCO member states. (See Appendix B).  
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Thus, currently the defining factor is ensuring reliable and safe functioning of information 

systems, countering various forms of informational influence. The developed countries have 

established authorities and special committees that are responsible for providing information 

technology and information-psychological security, as well as for conducting information 

operations. 

Therefore, information security is an integral and increasingly important part of the process 

of ensuring strategic stability.  

Category “information security” (IS) has emerged with the advent of information 

communication between people as well as with awareness of the fact that people and their 

communities pursue certain interests that may be harmed by affecting the means of communication 

technologies.  

Today the concept of information security involves all spheres of society. Information 

protection can be regarded as a set of closely related tasks in the field of international ethics, law, 

and management organization, development of technical equipment, programming and 

mathematics.  

Legal ensuring of information security implies the need for a legal definition of the term 

“information security”.  

In American and European legislation this concept is revealed through the definition of some 

principles: 

 accessibility – access to the information and the functioning of the system despite possible 

power outages, natural disasters, accidents or attacks; 

 authenticity – authentication of the identity of the user (including the possibility of 

anonymity); 

 integrity of information – sending, receiving, or storing data in a complete and unmodified 

form; 

 confidentiality – protection of communications and stored in those information against 

interception and reading by individuals who have no right to do so.  

This understanding of information security through these principles allows determining the 

content of the legislation in this sphere and the main directions of its development. These concepts 

are further disclosed in a number of laws. As a result they provide an opportunity to establish a 

consistent approach to information security in modern legislation. For example, privacy is revealed in 

the laws on personal data, telecommunications, electronic document management, on consumer 

rights in certain fields (financial, medical).  

In Russia as well as in foreign countries the development of legislation in the area is preceded 

by the adoption of politico-doctrinal documents formulating the main tasks and ways of their 

solution. 

Information security is defined by the Information Security Doctrine of the Russian 

Federation as the state of the protection of its national interests in the information sphere, as 

determined by the overall balanced interests at the level of the individual, society and the state.
22

 

Today this term is interpreted in a broad and narrow sense. In the narrow sense it refers to the 

security of the information itself and the reception (transmission) as well as protection organization 

against the use by the enemy of information weapons during the combat. In the wide sense it means 

information security of the individual, society and the state.  

IS of the individual and society is a state of society which grants reliable and comprehensive 

protection of the individual, society and the state against particular types of threats in the form of 

organized information flows and directed to the deformation of the public and individual 

consciousness.
23
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IS of the state is a state of preservation of information resources of the state as well as 

protection of the individual and society in the information sphere.
24

  

Considering that the modern society information sphere has two components – information-

technical and information-psychological aspects, information security also consists of two parts – 

information-technical and information-psychological ones.
25

  

 

Information Security Threats in the XXI Century 

 

Information threat is defined as a potential information security breach or potential event, 

action that carries certain information phenomenon that can cause damage to anyone's interests.  

Information security threat is defined as factors that create a threat to the individual, 

society and the state and their interests in the information space.
26

  

An attempt of implementing the information threat is called an information attack.  

Within the information security threats matter there is an important factor of information 

vulnerability that is any characteristic of an information system the use of which by a violator can 

lead to the realization of the threat.  

The main types of IS threats are aimed at violation of: 

• availability of information resources (blocking access); 

• confidentiality (unauthorized access to information); 

• integrity (distort of information). 

Currently there are different classifications of IS threats, but in general it is reasonable to 

distinguish three main types.  

1. The emergence and rapid spread of “met technologies” (i.e. technologies that create the 

possibility of control over the consumer and collecting information about them from the 

developer through the various gadgets).  

2. “Digital divide”, i.e. the emergence of the so-called elite with unlimited access to IT both at 

national and international levels. As a result there is a great increase of the chance to 

manipulate opinions of individual persons, social groups and states. 

3. The computer militarization, information terrorism and criminality, i.e. the use of the 

enormous potential of IT to achieve military and political supremacy, for  power 

conformation and blackmailing, changing the perception of crises and conflicts, tactics and 

strategy of warfare and giving access to qualitatively new areas of arms race through the 

convergence of civil and military technologies. 

The main targets of information threats are information resources – information 

infrastructure as well as the actual information and its flows
27

 (e.g. document collections, 

databases, archives, libraries, museum funds, etc., containing information on a variety information 

carriers); 

Information infrastructure as a complex of information systems that includes:  

 information and telecommunication structures – government and corporate computer 

networks, telecommunication networks and systems of special and general use, 

network and data links, information flows controls;  

 information, communication and computer technologies (cyber space
28

); 
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 mass media; 

 organizational structures ensuring functioning and development of a single 

information space, in particular, the collection, processing, storage, dissemination, 

search and transition of information. 

Thus, there is a fundamentally a new environment for warfare – information space (ISP) 

that is a field of activity related to the formation, creation, transformation, transfer, use, storage of 

information exerting certain influence, in particular that on individual and social consciousness, 

information infrastructure and information itself
29

. 

It is possible to ascertain not only the existence of the information space as part of the 

overall geostrategic landscape, but also the existence of preconditions for the development and 

dissemination of information weapons. In this regard armed conflicts more and more bear the 

multidimensional information wars connotation that can be waged simultaneously on different 

battlefields and levels. 
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Chapter 2  

Information Factor of Military Warfare:  from Historical Background to 

New Methods of Warfare in XXI Century
*
 

 

 
Historical Reference: Psychological Technologies of the World War II 

 

In 1942 the Oxford Professor Frederick Lindemann, the chief scientific adviser and personal 

friend of W. Churchill, wrote a letter to the head of the group of military advisers of F. Roosevelt 

Vannevar Bush in which he pointed out two problems. First, large losses of aircrafts during the U.S. 

bombing of Germany targeting industrial facilities, and their low efficiency were mentioned. 

Secondly, the inefficiency of the Anglo-American propaganda towards Germany was specified.  

In a letter F. Lindeman complained about Edward Bernays, a major American specialist in 

the field of PR, who was commissioned by the Americans to help British propaganda since the war 

began. He acted according to his usual recipes, which, as F. Linderman wrote, were useless in the 

case of national socialist Germany. 

Having received this letter, V. Bush sent it to the commander of the American troops J. 

Marshall, the future author of the famous “Marshall Plan” and General G. Arnold, commander of 

American Air Forces – the most “advanced” and technological Armed Forces service of the time, 

which operated several laboratories, where he worked with distinguished American scientists (after 

the war the first factory of thought was established in the structure of the air forces, the famous 

RAND Corporation). The letter reached two such research groups.  

The first one functioned on the basis of the most elite University in the United States – 

Harvard. This group was responsible for reviewing purposes for the bombing in Germany and their 

selection from the military doctrine perspective. The economic part of the group was headed by the 

biggest American specialist in the field of econometrics, the future Nobel Prize winner, a graduate 

of Leningrad University W. Leontief.  

The commander of American Air Forces proceeded from the fact that after the war and the 

victory over Hitler, Germany should become the ally of the USA, and thus he put the problem of 

causing maximum damage while maintaining the backbone enterprises of Germany in front 

Leontief’s group. It was also important to preserve the property of American corporations that 

owned many of the leading German companies which worked throughout the war.  

After receiving the letter, W. Leontyev sought advice from his colleague at Harvard, the 

Dean of the first faculty of sociology in America and, as they claim in the USA, “the father of 

American sociology”, Pitirim Sorokin who informed General G. Arnold that the propaganda against 

the regimes built on ideologies (P. Sorokin called them idiocrasies) which is shared by most of the 

population is meaningless. Moreover, military trials and the bombing of industrial objects only 

increase loyalty to the regime. According to P. Sorokin, there are two ways to cope with idiocrasy. 

It is either revolution or social chaos amid a sharp increase in suffering and deprivation. In these 

circumstances the primary need for survival becomes stronger than higher needs related to identity, 

cultural values, etc. So the target of the bombing, according to P. Sorokin, should not be enterprises 

as much as people in the cities.  

As a result in January 1943, the leaders of the US and the UK took the decision to start the 

“carpet” bombings of German cities. The question arose about the choice of goals and enhancing the 

effectiveness of the bombings. 

In this regard a second research group of the air forces was involved, headed by the famous 

American mathematician, the future father of Cybernetics and author of artificial intelligence theory 
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Norbert Wiener. Officially, the group was engaged in air defense simulation and testing its 

countermeasures. However, N. Wiener, using the funding from the Pentagon, gathered a large group 

of specialists from various fields, in which a prominent role was played by psychologists and 

neuroscientists. It is interesting that, although the first public edition of the book “Cybernetics” 

dates back to 1947, this book actually was marked “secret” and was published in the middle of the 

war and for its yellow cover it was known to the intelligence services of the battling countries as a 

“secret yellow book”.  

A young Hans Selye was also a part of the Wiener’s group and became famous soon after 

the war for his theory of stress. In his numerous works he admitted that a great influence was 

exerted on him by the works of I. P. Pavlov and V. M. Bekhterev.  

H. Selye recommended N. The Wiener to refer to the famous German psychologist and 

sociologist Kurt Lewin who was teaching at the University of Iowa
30

 after emigrating from 

Germany. Taking orders from the air forces, in 1942 K. Lewin wrote “Time Perspective and 

Morale”. He stated, “One of the main techniques for breaking morale through a `strategy of terror' 

consists in exactly this tactic--keep the person hazy as to where he stands and what just he may 

expect.”
31

 

K. Lewin proposed to create special groups of people within the land subdivisions of the 

U.S. army that would not only interview the captives, but also read the letters of soldiers and 

officers to their relatives seized in the course of military actions. The analysis of the letters was to be 

used for determining the moral effect caused by the bombing.  

With the use of the main provisions of the Lewin’s dynamic psychology and psychology of 

field theories
32

, who had been designing them for 14 years, there was established a special scale 

matching the scale of destruction and casualties of the civilian population with a decreasing morale 

in the rear area and at the front line. The scientist formulated a hypothesis that sets the threshold for 

destruction and victims, starting from which the majority of the population in the rear area and at 

the front lines stops believing in the victory of their country and leaves their own ideological 

beliefs. Since 1943 the joint command of the U.S. and the UK Air forces produced lists of objectives 

based on the “Kurt Lewin’s curves”. 

It is common knowledge that all settlers on the battlefield in this period took place in the 

East. The fate of the war was determined by the confrontation between Germany and the Soviet 

Union. While the red Army was approaching Germany, the Soviet propaganda was dramatically 

changing, the USSR adopted quite severe state solutions for prevention of mass violence, looting 

and other acts against the civilian population, which, according to the Soviet military, was 

extremely effective and has minimized such phenomena. Besides, it is well known that Soviet Air 

Forces had never held “carpet" bombings” of German cities. 

Later at the discussion of the post-war Germany, two points of view were considered in the 

military-political leadership of the USA: one was presented by the Minister of Finance Henry 

Morgenthau, the second was advocated by George Marshall. G. Morgenthau suggested crushing 

Germany, turning it into an agrarian country, to dismantle and eliminate the industry. J. Marshall 

stuck to the view that in the postwar world Germany should be preserved as an industrial power and 

full-fledged state. Roosevelt and Stalin adhered to a similar point of view. Obviously, each of the 

allied countries had their own reasons and their calculations.  
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J. Marshall has given the scientific groups a task to develop a plan for converting Germany, 

and most importantly, the German population in the U.S. friends and enemies of the USSR. To 

achieve this, Marshall held special meetings on the ways of using the bombings for post-war 

dominance of America in Germany. Furthermore, a three-stage theory of change by K. Lewin was 

used. 

The essence of the theory is that in any current conditions that allow desirable change, the 

first stage comes down to “unfreezing” the situation. “Unfreezing” of conduct or habits is 

particularly difficult if they have existed for a long time and were reinforced by expressions of 

approval or success. However, this process is facilitated in times of crisis or catharsis, breaking 

barriers within which the existing systems of beliefs, values and actions are functioning. If the 

existing limitations are eliminated, then follows the next stage called “movement”. 

In the second stage, the individual or group are encouraged to break away from old beliefs, 

values or behaviors for the sake of more perfect or more desirable from the point of view of a 

manager. Finally, if the transition was successful, then at the third stage, the results should be 

“frozen”, i.e. it is necessary to ensure the balance of development and stabilization which 

guarantees the preservation of newly acquired beliefs, values, etc.  

The Air forces were tasked with bombing" Germany into a catastrophe, i.e. not simply to 

forfeit the population of its last illusions about the Nazi regime, but also to introduce it into a state 

of genuine horror. To this end such cities as Berlin, Nuremberg, Stuttgart, Freiburg were being 

bombed including the famous February 1945 destruction of Dresden, during which, according to the 

official data of the current German historians, about 25-30 thousand people were killed. However, 

according to the historian of the Dresden bombing David Irving, about 130 thousand people were 

killed which surpasses the bombing of Hiroshima in this matter. The total losses of the German 

population from bombing by Anglo-American Air Forces are estimated to be about 600 thousand 

people.  

The third phase pf implementation K. Levin’s approach followed after the war; J. Marshall 

initiated the development and then the implementation of the “Marshall Plan” for Europe's 

recovery. 

 

Theoretical Basis of the Modern Information Warfare Means 

 

As a social and political phenomenon war has not disappeared from the life of mankind in 

the XXI century; it is transforming, losing old and gaining new features. War still remains “the 

father of all” (Heraclitus), and for the government – “a matter of life and death” (Sun Tzu). 

From century to century the development of military technology went towards the creation 

and improvement of military platforms, which in ancient times were the chariot and war elephants, 

now represented by tanks, armored vehicles, aircraft, ships, submarines and missiles of various 

types. But the development of weapons went in the direction from the means of individual 

elimination to the means of a group elimination and then to the mass destruction. Heavy 

bombardments during the World War II, the atomic bombings of the Japanese cities of Hiroshima 

and Nagasaki in August 1945 and later the “carpet” bombings in Vietnam showed that war may be 

remote and non-contact under certain conditions.  

Further qualitative and quantitative changes of arms and military equipment, intelligence 

and observation of the enemy, the improvement of means of control automation, communication 

and data transmission, the rapid development of information technologies at last led at the turn of 

XX and XXI centuries to comprehension of the necessity to change the forms and methods of 

military struggle management. Success in battle was to be addressed by coherent interaction of all 

branches and services of Armed Forces such as fleet, air forces, intermediate-range missiles, 

artillery, tanks and infantry. Thus, the simultaneous action of various combat platforms on the 

battlefield led to a kind of synergy effect. 
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In the late 90s the idea of combining all three components, intelligence and surveillance 

means, combat platforms, automation control and communication means into a single system to 

achieve set objectives started to materialize in the U.S. Armed Forces.
33

 The telecommunications 

network of data exchange became core of such a system, a new “center of power” which in fact 

formed a single information space for the consumers; the access to its information which was 

regulated by the relevant authority. Thus, the need for maximum use of all available resources led to 

the transition from “platform centric” model of troops and weapons control to the “network-centric” 

one which was named the Network Centric Warfare (NCW).
34

  

The term “network centrism” first appeared in the American computer industry and is the 

result of breakthroughs in information technologies that made it possible to organize interaction 

between computers even using different operating systems. Later the idea of network centrism was 

adopted by the U.S. army. Thus, the ideologists of the new concept, Vice Admiral Arthur 

Cebrowski and the U.S. DoD expert John Garstka, noted that the concept of “network-centric 

warfare” does not reside only in deployment of digital networks to ensure both vertical and 

horizontal integration of all participants of combat operations. It is also a change of tactics of 

dispersed disposition forces, optimization of intelligence, simplification of approval procedures and 

coordination of fire damage as well as leveling of the means distinction by control elements. 

In fact, “network-centric warfare” is information superiority-focused set of measures for 

the management of the troops (forces) grouping activities which increase their combat power by 

creating a unified information-switching network connecting the sources of the data, decision-

makers and performers. This ensures the transition of the necessary information about the situation 

to the participants, acceleration of the process of management of forces and resources, and, as a 

consequence, an increase in the pace of operations and the effectiveness of opponent destruction. 

An analysis of combat actions of the U.S. in the last 15 years shows that the concept of 

“network-centric” war fits the low and medium intensity military conflicts, confrontation between 

strong and weak opponents well. Furthermore, the rear area of the strong opponent, unlike the one 

of the weak opponent, is not subjected to any destructive influences while the means of 

reconnaissance, communication and control systems do not face any serious resistance (the U.S. 

actions in Afghanistan and Iraq). This concept is also well suited for blitzkrieg (the occupation of 

Iraq by the United States and Britain in 2003). 

But despite the visible successes achieved in the military operation against Iraq in 2003, 

many military experts, primarily from the United States, critically assess the practice of the 

“network-centric” warfare concept application. 

However, the cognitive component of the Russian target audience (which includes the basic 

elements and systems of making military-political decisions) is being actively introduced the 

provision that future war will be, generally, “network-centric”, “remote” and “non-contact”, using 

mainly non-nuclear high-precision weapons. And if this view on the wars of future will turn to a 

behavioral archetype in our society, then we will prepare for a war, in which, obviously, within the 

short and medium terms we simply stand no chance (so-called programmed defeat).
35

  

But if we pose the question, “Why has war in the future to be exactly like this?” and as an 

“asymmetric response” to any aggressor will prepare the contact war with the use of the whole 

arsenal of means of directional targeting, which we may possess, then such a future war will bear a 

different connotation, and its final will be unpredictable. Thus it’s hard to predict how the situation 

                                                           
33

 Network Centric Warfare. The RMA Debate (http://www.comw.org/rma/fulltext/netcentwar.html) 

“Network-Centric War. Open Publication and Mass Media Materials Digest”. – М. GSA of the Russian Armed Forces, 

2010. 
34

 Kondratyev A. “Network-Centric Battlefield. Military Actions within a Single Information Space”, “National 

Defense” Journal № 2 / 2011. 
35

 Kovalev V.I “The problem of managing the modernization processes in the military sphere in the conditions of 

uncertain considerations on the military conflicts of the future”. “Information Warfare” Journal № 4 (24), 2012. 

http://www.comw.org/rma/fulltext/netcentwar.html


28 

 

will develop in that case, if the concept of the “network-centric” war will be used in the clash of 

powerful armies that have a solid historical experience of the major wars and bloody battles. 

With regard specifically to the Russian army, while projecting the “network-centric” war 

concept on its Armed Forces, it is necessary to take into account the existing provisions of the 

governing documents in the field of defense and security, especially the Military Doctrine of the 

Russian Federation, the foreign policy course of the country’s leadership. It should be borne in 

mind that “the tasks of the U.S. armed forces and our army is radically not the same. The U.S. and 

its NATO allies for decades are, as a rule, offensive military action outside its territory, always have 

the initiative in the war, fighting with a weak opponent. Therefore, their experience is not typical for 

us. First and foremost, we need to ensure the protection of its territory and therefore, in the 

beginning of the war will have to conduct defensive actions against a stronger, fundamentally 

different at each theatre of the enemy”.
36

  

Accordingly, for emergence of opportunities and preconditions for an implementation of the 

“network-centric” concept in the Russian army it is necessary to solve a complex task, not only 

within the Armed Forces, but within the country as a whole. To this end there has to be a special 

economic strategy developed (like “nuclear” project or space exploration programme), which would 

include the search for new technological solutions with the participation of the Russian Academy of 

Sciences, transition of the military-industrial complex to an innovative way of development, and 

preparation of the qualified personnel for the military-industrial complex. 

Within the Russian Armed Forces it is expedient to intensify the efforts on the creation of a 

truly integrated management bodies, the development of modern algorithms of their activities in 

solving various combat tasks, making a list of systems and tools that are planned to be linked in the 

network at different levels of administration with justification as to why and, most importantly, for 

what. It is necessary to create new forms and ways of application of forces in different situations, to 

carry out clarification of military documents, regulations and manuals, to practice the obtained skills 

within military exercises and trainings as well as ensure a more active introduction of information 

technology into everyday activities of the Russian army.  

Only in this case the concept of the “network-centric” war will not turn into another mental 

trap for the Russian Armed Forces, but will indeed become a “force multiplier”.  

The concept of the “network-centric” warfare was included into a form of warfare and 

actively practiced by the United States and its allies in the XXI century – “Effects-Based Approach 

to Joint Operations” (2006)
37

. It is based on viewing the adversary as a multi-level system, a model 

which for the sake of simplicity is shown as a series of concentric circles with national leaders in 

the center. In the model named “enemy as a system” by the authors, the country's armed forces are 

external, the very last ring designed to protect the entire system from the influence of the enemy 

army. Each circle is a kind of gravity (force) center. The strength of the “enemy as a system” is 

determined by the balance of appropriate governmental policies. 

According to the strategists of the USA, having this approach and applying pressure in a 

variety of ways not only on the outer ring (the army), as practiced previously, but also on other 

centers of power you can force the enemy to act as intended, which ultimately will lead to the 

desired effect – its defeat. Furthermore, the effect itself refers to “physical, functional or 

psychological outcome, event, or something that is the result of specific military and non-military 

actions”
38

. In this case an “effects-based operation” is a process aimed at obtaining a desired 

strategic outcome or effect on the enemy through the synergistic, multiplicative and cumulative 
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application of the full range of military and nonmilitary capabilities at all levels, from tactical to 

strategic. The effects can fall into several levels: the first level effects take place immediately upon 

the occurrence of a particular event; the effects of higher levels can be delayed for a considerable 

time and may occur in a completely different area. 

A great contribution to the development of new concepts of warfare using information 

influence was made by the American RAND Corporation. One of the important results of its 

research conducted in the 90s was the awareness of the information weapons power which resulted 

in one of the reports of this analytical center mentioning the term “strategic information warfare”. 

This concept was defined as “…nations utilizing cyber space to affect strategic military operations 

and inflict damage on national information infrastructures....”.
39

 

The key concept introduced in the researches of RAND was “strategic information warfare”. 

First-generation strategic information warfare was considered alongside the traditional means of 

warfare (nuclear, chemical, biological, etc.) and was defined as “one of several components of 

future strategic warfare, broadly conceptualized as being orchestrated through a number of strategic 

warfare instruments”. Second-generation strategic information warfare was defined as "...a 

fundamentally new type of strategic warfare spawned by the Information Revolution, possibly 

being carried out in newly prominent strategic warfare arenas (for example, economic) and on time 

lines far longer (years versus days, weeks or months)…”
40

. It is noted that the development and 

improvement of approaches to the second-generation strategic information warfare might lead to a 

complete rejection of the use of military force since coordinated information actions will simply not 

allow its use. 

Further development of understanding of the role and place of the information warfare 

means and methods has lead the Pentagon analysts to comprehend the necessity of transformation 

of an existing theoretical framework, techniques and methods of information warfare. Thus, the 

development of globalization processes has led to increased intertwinement of the modern world: 

today almost any regional conflict affects the stock quotes at any point of the globe. According to 

RAND experts, in such a situation the best solution may be found by using theoretical and 

methodological groundwork in the military, accumulated by science in the field of complex 

adaptive systems control theory, chaos theory and catastrophe theory. In most cases the military are 

attracted by the so-called “butterfly effect” when even minor changes of initial conditions can in 

foreseeable future result into grandiose consequences in the system. The use of this effect would 

allow solving the most complex geo-strategic objectives with minimal cost without large-scale use 

of military force. 

 The actions ensuring the execution of information operations include the arrangements for 

civil administration and the population, conducted by the respective services of the U.S. Armed 

Forces. The subdivisions of this service focus directly on actions that ensure mutual support in the 

conduct of psychological operations. The declarative objectives of the service are as follows: 

prompt delivery of accurate and timely information about the campaign (operations) to interested 

organizations and the public; clarification of tasks of the Armed Forces; providing the command 

with channels of mass media for informing of the enemy (the potential enemy) about intentions and 

possible actions of the allied forces. Furthermore, it is claimed that these steps may not be used to 

mislead the enemy or to misinform the public. However, in practice the possibilities of this service 

are widely used for the formation of the world public opinion in a way favorable for the US through 

the selective and portioned supply of information. 
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In general, the concept of information warfare in the form in which it is implemented in the 

United States Armed Forces is not new to the Russian military art. The theoretical foundations of 

information warfare are adequately disclosed in the Russian military science through the concepts 

of “struggle with the enemy control systems”, “electronic warfare”, “achieving domination in the 

air”, “psychological warfare”, “disinformation”, “stratagem” etc. The novelty of the American 

approach to the information warfare theory resides in the integrated use of a wide range of 

scientific, military theoretical and technological achievements in the information sphere. 

Currently the U.S., having a significant advantage in the development and use of the latest 

electronic systems and computer technologies and basing on the postulates of the new concept, 

strive to secure itself a dominant role not only in the political, economic and military spheres, but 

also in the global information infrastructure. 

 

Information-Technical Warfare Support Processes Simulation 

 

War is not so much the material and physical as it is psychological phenomenon where 

physical violence is usually not an actual objective but a means to compel the enemy to obey one’s 

will.  

The analysis of the U.S. experience shows the growing importance of interdisciplinary and 

multidisciplinary research of the information space with the aim of solving scientific prediction and 

planning problems in IT. The development of applied mathematical methods is a part of such 

activities. Due to the material and physical parameters of information warfare and war as its 

extreme form being largely studied and amenable to calculation, here is an example of 

implementing such methods, namely the method of mathematical modeling to the psychological 

(irrational) component.  

According to Clausewitz, the basic psychological laws of war can be defined: 1) the 

dominance of hostile feelings in the war; 2) the achievement of a political objective through 

psychological coercion; 3) selected military target (psychological costs) has to match the political 

objectives of the war (psychic income). 

The conditions determining the possibility of defeating the enemy are as follows: the size of 

the armed struggle funds collected by the parties, including the amount of financial resources; the 

quality of military organization – the level of “social tensions”; the will to win – the level of “social 

temperature”.  

The main measure of war is the degree of achievement of political objectives. 

Subjectively experienced and motivating force of the political goals of war represents the 

difference between the following components: “excitatory” component (the psychological level of 

income that the party expects to receive as a result of victory over the enemy) and “inhibitory” 

component (the mental costs that the population is ready to pay for the victory). 

On the basis of the main psychophysical law of Weber-Fechner it is proposed to formulate a 

mathematical model of emotions in the form of: 

 

 (t) = [S (t), Smax (t), Smin (t)], 

 

where  (t) – a motivating power of emotional experiences; 

 S (t) – the current state of exciter image; 

 Smax (t) – the upper threshold (standard) value associated with the desirable “level of 

 benefits” (level of claims) of the entity; 

 Smin (t) – the lower threshold (standard) value associated with a status of “unacceptable 

levels of damage”; 

  [*] – is the logarithmic function.  

The model of motivation is based on the following conceptual provisions. 
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The ontological element motivates two forces to act:  

a) the force of attraction or motive: 

 

Sм (t) = [Smax (t)-S (t)]/[Smax (t) - Smin (t)]; 

 

b) the repulsion force or stimulus: 

 

Sс (t)= [S (t )- Smin (t)]/[Smax (t) – Smin (t)]. 

The resulting emotional response to a stimulus in the law of Weber-Fechner is given by the 

equation: 

 

 (t) = {м (t) logSм (t)+ с (t) logSс (t)}, 

 

where м (t) и с (t) (м (t) + с (t) = 1) are the factors of motivation and stimulation, 

showing respectively the significance of excitement for the entity associated with the desire to 

approach the state bringing it joy, and excitement associated with the desire to move away from the 

state that brings him pain. 

The emotional response in all components of Э (t) (psycho-physical, psychosocial and 

spiritual with coefficients ф (t) +п (t) +д (t) =1) equals: 

 

Э (t)=а [ф (t)]ф (t). [П (t) ]п (t). [Д (t)] д (t). 

 

Based on the above-stated, it is possible to make a generalized mathematical model of war 

as a political instrument of psychological coercion. 

A threat δ
у
 will force to give away δ

ж
, If  

 

с
ж 

+ м
ж 

< с
у
 + м

у
, 

 

which is used to build the model reflecting changes in psychosocial state of society in the course of 

conflict (warfare).  

The authors propose to use the invariant model of the military organization of the 

ontological elements involved in the power struggle, and the psychological situation change 

dynamics model in the operational space. They are designed on the basis of the methodology of 

formation of the operational space of models of information-technical interaction (confrontation) 

and an interdisciplinary, synthetic approach with multilateral, multi-level strategic business 

computer games as well as analysis of the political governmental decisions adopted within the 

national security area. Furthermore, the necessity of considering the processes occurring in 

individual and mass psychological consciousness is taken into account. 

The solution of the developing information processes models task has a practical application 

in special decision-making support systems and allows to improve management efficiency, 

justification and efficiency of the decisions made, reduce potential risks, achieve productivity, and 

significantly reduce the moral and psychological costs. 
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Chapter 3  

Examples of Information-Technology Methods of Warfare  

in XXI Century 
 

 

Within this research, the information warfare means a set of relationships among actors of 

the global community or political system of the society, in which some subjects actively influencing 

the information sphere of other actors seek to gain supremacy over the opposing party in the 

economic, political, military and/or another particular field.
41

 

The control and communication systems, telecommunication systems, various radio-

electronic equipment and information resources of the state, such as information on tangible media 

or information existing in any other form, are the main objects of attack and defense in the 

information technology warfare. 

Therefore, the concept of «information weapons» was formed in this particular field. It 

became widespread after the military operation called «Desert Storm» in 1991, when a decisive 

contribution to the defeat of Iraq was made by means of comprehensive using of means of 

intelligence service, control, communication, navigation means and electronic warfare, and the 

totality of these means was identified as information weapons.  

Special software and mathematical or cybernetic influence (cyber influence) is the means 

of destruction, distortion or theft of data, extraction of necessary information after passing defense 

systems, limitation or prevention of access to legitimate users of data, disruption of the technical 

equipment operation, and decommissioning of telecommunication networks and computer systems.  

Cyber influence takes place in cybernetic space (cyber space), which is a sphere of activity 

in the information space formed by the set of communication channels of the Internet and other 

communication networks, technological infrastructure ensuring their functioning, and by any forms 

of human activity (individuals, organizations, States).
42

 

Cyber threats (information technology threats) are a relatively new, rapidly evolving and 

dangerous kind of information threat. Pursuant to «Kaspersky Lab», cyber threats are divided into 

two groups according to the spheres of influence. The first group is the attack on business meaning 

commercial espionage, databases thefts, information actions aimed at undermining the reputation, 

etc. There are hackers and computer experts from corporations who are opposing them and cyber 

security services. The purpose of the second group is devices that can control the vital functions of 

society, the movement and activities of a large number of service agencies meaning theft and 

hacking of systems, illegal acquisition of opportunities to use of various services free of charge, 

deleting and changing of user information, the customer’s or own activity, etc.
43

 

According to the European Convention on Cybercrime, cybercrimes are actions directed 

against the confidentiality, integrity and availability of computer systems, networks and computer 

data as well as the misuse of such systems.
44

 

Some types of cybercrimes are being the subjects of discussions of the specialists in the 

information sphere for many years. Some researchers believe that these crimes are nothing more 

than illegal acts committed with using of modern means, and they are covered by components in 

national criminal codes and do not constitute new categories of crimes.
45

 Other researchers think 
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that cyber-crimes are a completely new kind of crime that requires adoption of new standards, 

development of new investigation methods, with international cooperation against this 

phenomenon. Indeed, computer fraud, theft, blackmail and other similar crimes are not new types of 

illegal acts. However, the means by which they are undertaken require the development of new 

norms of law and new methods of investigation because cyber-crimes often are committed beyond 

conventional crime components and besides their «virtual» nature allows a criminal to quickly 

obliterate traces that makes it complicate to search the criminal. 
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3.1. Cyber Warfare against Iran's Nuclear Program 
 

 

Integrated massive cyber-attacks on Bushehr and Natanz nuclear facilities of the Islamic 

Republic of Iran in 2010-2012 have become one of the first effective cyber influence cases on 

physical objects of critically important structures. Cyber technologies have become an extremely 

important tool of influence on the Iranian nuclear issue, that was complementing and, perhaps, not 

inferior to political and economic sanctions and even military measures. The computer «worm» 

called Stuxnet, that was used during these attacks, currently is considered a unique tool for a 

targeted attack and is ranked as the first and yet the only case of the use of cyber weapons that can 

cause physical damage and that was specially designed to sabotage uranium enrichment process on 

certain facilities. 

In 2013, the CEO of the Russian company «Kaspersky Lab» (KL) E. Kaspersky reported 

that Stuxnet program has infected computer network of nuclear sites not only in Iran but also in 

Russia. Whereas Russian experts built the Bushehr NPP, that threat appeared to be for a reason. 

However, according to Russian nuclear scientists, the cyber security of critically important 

infrastructures of the Russian Federation is at a high level, and such risks are provided by the 

relevant services. In any case, in order to predict future possible threats it is necessary to carry out a 

deep analysis and interdisciplinary research of this example. 

Specialists from different countries discovered malicious software (malware) such as 

Stuxnet, Duqu, Wiper and Flame in 2010-2012. These programs share a number of common 

technical parameters, high complexity of the code and the target of attack. Programmers note that 

the functionalities of these malware differ from the usual functionalities in the field of cyber-crime 

because they «were not created to steal money and personal data of the user, or to send spam, but in 

order to sabotage the plants and decommission industrial systems».
46

 In September 2010 E. 

Kaspersky has compared this fact with the opening of «Pandora's box». Such systems are used in oil 

pipelines, electrical and nuclear power plants, communication systems, ports, airports, and even on 

military facilities.  

Stuxnet is a unique computer «worm» or Trojan horse malware designed to attack 

computers using the visualization system of operations Siemens WinCC for the purpose of cyber 

sabotage. Target platforms: SCADA production systems. Distribution methods: USB storage 

devices via LAN and file infection. The program is named after two drivers (mrxnet.sys and 

mrxcls.sys), which it embeds in Windows system. The driver files in Stuxnet were using valid 

signatures of Realtek and JMicron as proof that the app is legit. It helped to hide malware in the 

system and in infected USB devices and it ensured the rootkits functioning.
47

   

In June 2010, S. Ulasen, specialist from Belarusian «VirusBlokAda» Company, found 

Stuxnet malware.
48

 Messages that subsequently led to the discovery of Stuxnet had come from Iran. 

After a code analysis of Stuxnet it was revealed that for the first time its tracks were recorded in 

2005, and in 2007 the first samples appeared in the databases of antivirus companies. In July 2010, 

Symantec Company has launched a system of traffic monitoring of the Stuxnet virus, which allowed 

it to track the number of infected computers in certain regions. The malware is not active since 

2012. 

Immediately after Stuxnet was discovered and its detection was added several companies 

have recorded tens of thousands of infected systems, with epicenter in Iran. This gave the clear idea 

about a likely target of the attack, and subsequent studies only confirmed this version. During the 
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period of the virus activity it caused from 100 thousand to 300 thousand infections. The statistics 

showed that most infected computers — almost 60% — are located in Iran (see Fig. 1): more than 

60 thousand computers had been infected by September 2010. Furthermore, it appeared that most of 

the affected computers used Sematic Step 7 software, developed by Siemens AG.
49

  

Experts from Symantec have revealed that originally the malware was aimed at attacking 

five organizations; each of them had a representative office in Iran.
50

 Incidents at Bushehr NPP 

have become widely known, and this fact, in their opinion, led to a failure in the station control 

system. As well as at Natanz uranium enrichment plant, when a large number of centrifuges were 

launched simultaneously in resonance frequency (normally centrifuges are launched in resonance 

frequency in series). According to physicists, in restrained terms this could lead to a serious 

accident. 

 

Figure 1 

The Share of Infected Computers by Stuxnet Malware in Different Countries 

 

 
 

Source: N. Falliere, L. O Murchu, Er. Chien. W32.Stuxnet Dossier (Version 1.4) // 

Symantec Corporation. — 2011. February. P. 6. 

 

Duqu is a computer network «worm» or Trojan horse malware that attacked Windows 

platforms and that was designed for cyber espionage. It collects information about the system, takes 

screenshots, looks for files, and intercepts passwords. It is spread by email and through social 

engineering. Its name derives from the prefix «~DQ» that was used in the names of all files created 

by this malware.
51

 

The Duqu malware was registered by “Kaspersky Lab” in mid-April, 2011
52

, however, 

according to specialists, it first had appeared in 2008. The malware is not active since 2012. The 
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code analysis of Duqu was engaged by the Laboratory of Cryptography and System Security 

(CrySyS Lab) of the Budapest University of Technology and Economics, «Kaspersky Lab», 

Symantec and other specialist companies. The experts noted the connection between Duqu and 

Stuxnet’s codes, structure and philosophy. Moreover, the programs were written using a platform 

called «Tilde» (because the majority of files started with a tilde “~”). An employee of «Kaspersky 

Lab» Ryan Naraine noted that Duqu was probably created to spy on Iran's nuclear program.
53

 Iran, 

Sudan, France, Hungary, Austria, Indonesia, the United Kingdom were among the attacked 

countries, however, the majority of Duqu targeted infections was also registered in Iran (see Fig. 2), 

and the main purpose of the attack were information and data concerning production management 

systems in various industries and trade relations of several Iranian organizations. 

In addition, unlike Stuxnet, which struck many systems, but was aimed to find one exact 

target, Duqu infected few very specific facilities around the world, but may use completely different 

modules for each of them. 

In March 2012 in mass-media there were messages about a certain malware, which 

supposedly erased data from the hard drives of the computers of the Iranian Ministry of Petroleum. 

This malware was called the Wiper. After the mass attack on April 22, 2012, the Iranian authorities 

took the decision to disable all tank farms from the Internet.
54

 At the same time, it was noted that 

the oil industry was not affected by this cyber-attack, because it remains mainly mechanical. 

Experts from «Kaspersky lab» believe that the Wiper may be associated with Israeli 

developers. It created and deleted the registry key that referred to the Rahdaud64 service module; 

its name derives from the great biblical king David (ִדוָּד, in the Arab tradition — Daud) with 

Ancient Israel annexing the greatest number of territories, and the Hebrew adjective Rah (ִער) 

meaning «evil, bad and malicious». 

During the analysis of Wiper code experts from KL concluded that this malware was 

responsible for deleting sensitive data from computers of the Iranian government and that it was 

functioning using the platform «Tilde», just as Stuxnet and Duqu. Another malware called Flame 

was found during the investigation of the incident. In April and May 2012 a variety of sources 

reported on the discovery of this malware; the first appearance of the program is referred to 2007 by 

specialists. Immediately there have been noted some details concerning similarities of Flame in 

comparison to renowned Stuxnet and Duqu such as the geography of attacks, narrow target 

orientation together with the use of specific software vulnerabilities.  
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Figure 2 

The Geographical Distribution of Incidents of Duqu Malware Infections Worldwide 

 

 

Source: Romashkina N. Makhukova А. Computer Malware Attack on Iran's Nuclear 

Programme// “Information Warfare”. 2013. № 4. 

 

Flame is a Trojan program and backdoor with features common to worms created for cyber 

espionage. It can record audio using a microphone connected to the computer, takes screenshots, 

and monitors the keyboard and network traffic. It can be controlled by the operator and spreads 

through local networks or through removable media. The name of the malware derives from the 

name of the module responsible for carrying out attacks on new computers infecting them. Flame is 

also known as Flamer.
55

 The program is not active since 2012. 

The Flame’s functionality varies but comes down to data theft and mass surveillance. The 

malware was designed to automatically collect all kinds of data from infected computers, from 

documents to screenshots, and intercept keystrokes and capture audio information that allowed 

getting access to emails, documents, messages, or conversations anywhere, including the territory of 

the secret objects. Experts classify the Flame as a comprehensive platform for cyber-attacks. 

Flame is one of the first malware, where was implemented the mechanism of infection of 

non-networked computers via USB drives («flash drives»). When a «flash drive» was connected to 

a non-networked infected computer, the malware saved the stolen information to the «flash drive» 

in a hidden file. It was invisible for most of the file managers and contained up to 16 MB of stolen 

documents and other data from the victim's computer. When such «flash drive» was connected to 

the infected by Flame computer with Internet access, the stolen information was forwarded to the 

command servers of the malware. 
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The spread of Flame occurred in the Middle East: Iran, Israel, Palestine, Sudan, Syria, 

Lebanon, Saudi Arabia and Egypt, however, Iran suffered from the most of attacks (see Fig. 3). The 

Flame’s activity has been also seen in Europe and North America.  

 

Figure 3 

The Geographical Distribution of Incidents of Flame Malware Infection Worldwide 

 
Source: Romashkina N. Makhukova А. Computer Malware Attack on Iran's Nuclear 

Programme// “Information Warfare”, 2013, № 4. 

The KL specialists believe that the Flame malware will remain a particular threat even 3 

years later as one of the most complex, unexpected and advanced among other renowned malicious 

campaigns.
56

 

Having discovered the Flame, «Kaspersky Lab» found other two complicated malwares 

from the same family in the Middle East in 2012 – Gauss and miniFlame. Some similarities can be 

traced in architecture, modular structure, as well as means of communication with the management 

server. Once again, this fact has proved that there are many unknown malicious software and it will 

take many years to detect them. 

Gauss Trojan program was discovered during a large-scale campaign initiated by the 

International Telecommunication Union (ITU) after the detection of Flame. Experts have declared 

it a class of cyber weapons. In addition to spyware functions, Gauss, named after German 

mathematician Johann Carl Friedrich Gauss, was designed to steal financial information of users of 

infected computers that has become a feature of the new malware. The malware covertly sends to 

the management server passwords entered or stored in the browser, cookies as well as details of the 

configuration of infected systems. The presence of a functional banking Trojan is a unique case, 

which has never been seen among other malicious programs. The undertaken study showed that the 

first Gauss infection relates to September 2011. However, the command and control server of the 

malware stopped only in July, 2012. Gauss stole sensitive information from clients of several 

Lebanese banks such as Bank of Beirut, EBLF, BlomBank, ByblosBank, FransaBank and Credit 

Libanais. In addition, it targeted clients of Citibank and users of electronic payment system PayPal. 
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Having studied the Flame malware code and versions, the experts from «Kaspersky lab» 

have found the program, which initially they considered a Flame’s module. The analysis showed 

that this is a separate malware – backdoor called miniFlame.
57

 The program was based on the 

Flame platform and was aimed at data theft; however, according to the researchers from 

«Kaspersky Lab», it was a «tool for surgically-precise attacks», because it was deployed only on a 

very small number of computers – victims of «high rank».
58

 MiniFlame was discovered in Iran, 

Kuwait, Qatar, Lebanon and Palestine; however, it does not have a clear geographical reference.
59

  

«Kaspersky lab» compares Stuxnet with a rocket. Body of a computer «worm» appeared to 

be a booster module and was used in Duqu, and «warhead» could be equipped additionally to have 

an impact on a specific target (in the case of Stuxnet, it is a block, simultaneously launching a large 

number of centrifuges into a resonance frequency). Symantec believe that Duqu was prepared to 

implement the Stuxnet type attacks. On this basis, it was concluded that Duqu and Stuxnet were two 

parallel projects, created by either one group or cooperating teams of highly trained professionals 

with extensive resources and significant financial support. In «Kaspersky lab» concluded that the 

program was created with the support of the government entity.
60

  

In addition, all the applicable malware in Iran are connected to each other and can be 

divided into two groups: Stuxnet, Duqu and Wiper work on a «Tilde» platform and Flame, Gauss, 

miniFlame and Narilam work on the Flame platform. Moreover, the developers of the two 

platforms worked together. At the same time, these malware are divided by functionality – some of 

them spying on the infected users, some erase information from the infected computer, and Stuxnet 

causes failure of industrial equipment. While the attacks of Stuxnet, Gauss and Flame were 

extensive, Duqu and miniFlame were tuned to a specific victim. It can be proved by data on the 

total number of reported incidents caused by indicated programs that are presented in table 1 

(opinions of specialists on this controversial issue vary, so the figures are approximate). It allows 

speaking about the application of these comprehensive malware not just as an example of cyber 

rime, but as cyber weapons and cyber warfare. 

In 2011, the mass media named specific state-customers such as Israel and the United States. 

The New York Times published evidence that in Israel's Negev desert, where, presumably, is located 

a nuclear research center, was built an exact copy of the Natanz enrichment plant in order to test 

Stuxnet cyber weapons.
61

 It was also mentioned that the work involved not only Israeli, but also 

American professionals. It is noteworthy that one of the authors of the article was the chief of the 

Washington correspondent David Sanger, the author of «Confront and Conceal: Obama's Secret 

Wars and Surprising Use of American Power» published in June 2012. It reveals the existence of a 

plan, including cyber-attacks on Iranian industrial systems, developed in the USA during the 

presidency of G.W. Bush.
62
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Table 1  

Approximate total Number of Cases Infected with the Malware Stuxnet, Gauss, Flame, Duqu and 

miniFlame Worldwide 

 

Name of the EAP Number of Incidents 

Stuxnet 100001- 300000 

Gauss approximately 10000 

Flame 500-1000 

Duqu 11-100 

miniFlame 50-60 

 

Source: Targeted Cyberattacks Chronicle. Kaspersky Lab ZAO/ 

(https://apt.securelist.com/ru/#secondPage/attack=26). 

miniFlame aka SPE: «Elvis and his friends» / SecureList. — 2012. October, 15 

(http://www.securelist.com/ru/blog/207764257/miniFlame_on_zhe_SPE_Elvis_i_ego_druzya) 

 

Suspicions that Israel may start cyber warfare against Iran appeared in 2009, when an expert 

from the U.S. research Institute Cyber Consequences Unit S. Borg said that Iranian companies 

sensitive to the intervention such as uranium enrichment plant can be attacked by any malware.
63

 

After the disclosure of the Stuxnet existence S. Borg confirmed that Israel has the capacity to create 

such programs.
64

 In addition, at the ceremony celebrating the outgoing head of the Israel Defense 

Forces (IDF) Gabi Ashkenazi in February, 2011, there was shown the video demonstrating 

operational success of the general and mentioning Stuxnet.
65

 In December, 2011 being interviewed 

by «IEEE Spectrum» magazine a famous programmer Larry Constantine confirmed that the main 

virus development suspect is still considered to be Israel.
66

 In July, 2013 a former employee of the 

National Security Agency (NSA) USA Edward Snowden said that Stuxnet is a joint development 

performed by the U.S. and Israel.
67

 

Official Iran has not confirmed the contamination of computers in the country immediately. 

In September, 2010 the head of the Information Technology Council of the Ministry for Industry of 

Iran Mahmoud Liayi claimed that about 30 thousand computers were infected in Iran. The official 

News Agency IRNA quoted the Bushehr NPP Project Manager Mahmoud Jafari that Stuxnet has hit 

several personal computers on the power plant. However, the Arabic channel Al-Alam showed his 

interview with the opposite information: «the Virus has not caused any harm to the main systems of 

the Bushehr NPP. All computer programs on the station are operating normally».
68

 This information 
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was confirmed by the Deputy Head for protection and security of AEOI Asghar Zarian: «We have 

made own investigation and found no traces of virus infiltration in our system»
69

. In late September, 

2010 the Head of OAIE Ali Akbar Salehi said that the personal computers of staff at the station had 

been cleared from the Stuxnet malware.
70

 In early October of the same year the Minister of 

Intelligence of the Islamic Republic of Iran Heydar Moslehi announced the arrest of «several» spies 

watching over nuclear facilities. He also said that «enemies have developed and launched over the 

Internet computer “worms” that could undermine Iran's nuclear program»
71

. But he did name the 

facilities. And at the end of November, 2010 Iran's President Mahmoud Ahmadinejad 

acknowledged that the uranium enrichment plant had been hacked
72

, without specifying neither the 

facility nor the weapon. 

In the summer of 2012 the Iranian authorities announced plans to establish its own national 

Internet.
73

 The computers at Ministries and state enterprises were disconnected from the usual 

Internet. Following The Minister of Information and communications technology Reza Taghipour 

such national network will help to solve the security problems. According to Freedom House non-

governmental organization representatives these measures are the result of Iranian policy tightening 

in relation to the global network
74

, however, it is assumed that cyber-attacks of such malware as 

Wiper, which wiped the data from computers of the Iranian government, forced the Iranian 

authorities to take these measures. 

According to the German IT-specialist Ralph Langer the use of malware was as efficient as 

the full-fledged military operation, but without human victims. In particular, all the Iranian 

computers that were infected by Stuxnet were destructed, because it was extremely difficult to get 

rid of the virus; it was necessary to repair the centrifuges at the Natanz facility and probably buy a 

new turbine for Bushehr NPP. 

However, there is no accurate information about physical damage to Iran's nuclear facilities 

caused by malware by now.  

The IAEA data analysis shows that the amount of uranium enriched at the Natanz facility 

during the period of 2007-2013 has been steadily increasing. Moreover, the 20 percent uranium 

enrichment began right after the cyber-attacks in July 2010 (see Fig. 3 and 4). Therefore, it is 

possible that the real physical damage was not so significant. Then it is possible that the statement 

by the Iranian authorities that a virus damaged the uranium enrichment facility was made to distract 

the attention, thus Iran could mitigate the attitude of Western countries (P5+1) in the negotiation 

process on the Iranian nuclear program.  

On the other hand, Iran could conceal the real damage and hide in order to create their own 

cyber army. Currently there is enough information proving this version. It was confirmed by Iran: in 

December, 2011 the Deputy Head of the General staff of Armed Forces of Iran on culture and 

public relations issues Massoud Jazayeri announced the creation of the headquarters for waging a 

«soft war».
75

 And in February 2012 the head of the Iranian Passive Defense Organization General 
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Gholam-Reza Jalali announced the formation of a staff aimed to fight against cyber threats and the 

intentions to create the first in Iran cyber army
76

; it was planned to spend about $1 billion.
77

 

 

Figure 3  

Amount of UF6 Enriched at Natanz Facility (2006 – 2013) 

 

 

Source: IAEA Reports // 

(http://www.iaea.org/newscenter/focus/iaeairan/iaea_reports.shtml) 

 

It is necessary to note that the unofficial «Iranian cyber army» consisting of so-called 

hacktivists
78

 existed in 2009, when hackers managed to hack the Twitter micro-blogging service
79

: 

for a few hours on the home page of the service there was a picture of a green flag with an 

inscription in Farsi and a statement about the U.S. interference in the Affairs of Iran with the 

following e-mail address – Iranian.Cyber.Army@gmail.com. In January 2010, the same group 

attacked the Chinese search engine called Baidu but this time on the home page there appeared the 
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Iranian flag on black background with the inscription in Farsi and English saying that the site was 

attacked by the «Iranian Cyber Army».
80

 

 

Figure 4 

Amount of 20% Enriched Uranium at Natanz Facility (kg) (2010 – 2013) 

 

 
 

Source: IAEA Reports // 

(http://www.iaea.org/newscenter/focus/iaeairan/iaea_reports.shtml) 

 

In any case, the Iranian incident is a good example of cyber warfare, when the full-fledged 

cyber weapons have been applied. This practice was certainly take into account by the aggressor in 

relation to other operations of the same kind, and by Iran, which since 2013 has been evidenced by 

the changes in the development of the Iranian nuclear issue.  

Currently the sources of malware exist in almost every country, but more than 80% of all the 

venues used to disseminate them, for a long period of time are situated in just few countries: USA, 

Russia, Netherlands, Germany, UK, Ukraine, France, China, Spain, Switzerland, Latvia, Sweden.
81

 

Nowadays there is a class of software that is assessed as «cyber weapons» by specialists. It 

includes malware created and financed by the state structures that can be used against citizens, 

important strategic assets of organizations and government departments and capable to lead to the 

real war. There are three main groups of threats in this category. 

«Malware Destructors» are programs designed to destroy data bases and information in 

general; they can be implemented in form of Logic Bomb or pre-embedded in the system and 

triggered at a specific period of time or during a targeted attack with instantaneous execution 

programs. The best example of these programs is the Wiper malware.  
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Spyware is a malware (such as Flame, Gauss, Duqu, miniFlame) aimed at gathering 

information (e.g., Autocad, SCADA systems project data, etc.), which subsequently can be used to 

create other groups of threats.  

Cyber diversion tools are the highest form of cyber weapons that causes physical damage to 

an object. The Stuxnet “worm” falls into this category. This type of threat is unique and it is rarely 

used but year by year different countries make more and more efforts aimed at developing of such 

weapons as well as creating protection.  
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3.2. Indian Policy against Cyber Threats 

 
 

Although India has been facing threats in cyber space since the end of the XX century, for a 

long time it has not paid much attention to this issue. Only in 2012, when series of large-scale 

cyber-attacks were undertaken against civilian and military targets in India, the authorities have 

taken major steps to ensure cyber security. 

The main directions of the Indian policy in cyber space were defined in “National Cyber 

Security Policy” adopted in 2013. However, the implementation of this policy still does not match 

the level of threats faced by India. It causes acute concernments both in India and in the partner 

states, primarily in Russia. 

India is trying to develop an information security policy in accordance with the threats that it 

faces at the present time. These threats can be divided into cyber attacks and hostile actions in the 

information environment. In the first case, the main weapons of the attackers are malware. In the 

second case attackers use information aimed at getting a particular response in the society. The 

attacks in both cases are realized by foreign hacking groups, which are generally associated with 

state intelligence services. The Indian response to the emerging threats in cyber space is not 

complex and is not adequate to the scale of threats. Obviously, in the near future India will be 

forced to pay much more attention to the information security. 

 

Main Threats in Cyber Space 

 

In recent years India pays more and more attention to threats of crime, terrorism and 

espionage in the cyber space, i.e. to whatever that can be part of «threats in cyber space». These 

threats can harm the Indian national security, undermine the political and economic system, and 

influence the political situation in the country. A potential enemy can take steps in cyber space, 

which may be perceived as an act of aggression. 

Even at the official level it is recognized that there is a lack of development of offensive and 

defensive resources in cyber space in India.
82

 This is confirmed by several facts. 

For example, in the summer of 2012 it has transpired that hackers managed to gain access to 

data on computers at the Navy’s facilities in Visakhapatnam; there are the Eastern naval command’s 

headquarters that is responsible for an area of focus where the Indian interests intersect most clearly 

with the interests of China. In addition, the Eastern command is testing India's first nuclear 

submarine «Arihant». There are shipyards in Visakhapatnam, where the second («Aridhaman»), the 

third (S-4) and the fourth (S-5) submarine are being built.
83

 There are also plans to build an 

underground base for nuclear submarines. 

Classified data were gathered and then sent to Chinese IP addresses as a result of virus 

infection. The investigation revealed that the leak of classified information became possible due to 

the violations committed by a number of officers. They used virus-infected «flash drive» to transfer 

files to and from computers with sensitive information, which, in accordance with the safety rules, 

had no access to the Internet. As soon as a «flash drive» was inserted, the virus found necessary 

files by specified key words and copied them to a hidden folder on the media and then these files 
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were sent to an address to another country right after «flash drive» being connected to the 

networked computer.
84

 

In mid-July 2012, approximately two weeks after data loss from Visakhapatnam, it has 

transpired that e-mails of several high-ranking members of the Indian government have been 

hacked. Further investigation showed that about 12 thousand e-mail accounts had been hacked. This 

attack has touched the ministries of Foreign Affairs, Interior, Defence and Defense Research and 

Development Organization, Indo-Tibetan border police and affected the servers of National 

Informatics Centre, which serves all government departments. According to estimates made by 

National Technical Research Organization (further NTRE) of the Indian National Security Council, 

this large-scale attack was directed against state infrastructure for the purpose of obtaining 

classified information.
85

 Besides, NTRE is an Indian scientific and technical intelligence service, 

which is responsible for cyber issues. 

India's vulnerability in cyber space may not be caused only by non-observance of safety 

rules, underdevelopment of monitoring systems and defensive tools, but also by problems related to 

import and use of software and telecommunication equipment of foreign manufacturer. 

In 2011 it was revealed that NTRE purchased from an Indian company called Bharat 

Electronics, Ltd. (BEL) encrypting system, without submitting them to a preliminary consideration 

by Encryption policy committee, that approves the acquisition of all hardware and software 

associated with providing communications in government institutions. In 2009 NTRE and BEL 

already tried to put the same encrypting systems to the Air Force. But the Air Force sent them to the 

relevant Committee, which found out that these systems was based on the Chinese software that 

contained serious flaws. 

Encryption policy committee informed about this incident the National Security Council 

Secretariat, which verified that NTRE managed to put encrypting systems produced by BEL at a 

cost of 400 million rupees. The Committee subsequently banned the use of these systems.
86

 As far 

as it is known, neither NTRE nor BEL held accountable for repeated attempts to deliver the product, 

which could cause problems for national security. 

Attacks on the computers of the Eastern naval command and the mass hacking of email 

accounts of public servants associated with the activities of Chinese intelligence services. In relation 

to the Indian case, the attacks are characterized by an interest in military research, development of 

strategic forces, status of Indian forces used in Chinese direction and many other related issues. 

Undoubtedly, all these issues are among the interests of security services of another 

potential enemy of India – Pakistan. But, firstly, Pakistan may not have technical capabilities in 

cyber space comparable to those that China has. Secondly, the special services of Pakistan may 

emphasize different activities against India. Besides the extraction of secret information Pakistan 

might be interested in undermining the political and economic system of India and influencing on 

the socio-political situation of the country. 

One of the most common ways of undermining the various systems of India is hackings of 

government websites. The most daring examples of attack are the hacking of the Indian Central 

Bureau of Investigation (CBI) website undertaken in December 2010, when the hacker group 

«Pakistan Cyber Army» (Pakistan Cyber Army, hereinafter referred to as PCA). Thus, this group 

avenged the hacking of 36 Pakistani websites carried out by India Cyber Army in memory of the 
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terrorist attack on Mumbai in November 2008, which was organized from the territory of 

Pakistan.
87

 

Obviously, there is a sort of duel between Indian and Pakistani hacker groups. However, 

according to Indian reports, the level of Indian activity of hackers well below the activity of 

Pakistani hackers.
88

 The last major attack performed by Pakistani hackers was the mass hacking of 

Indian websites on 26 January 2014, when India was celebrating the Republic Day. According to 

the Indian press, 2118 sites were hacked, and according to the hackers – 2618.
89

 The attack targeted 

the websites of Central Bank of India, Ministry of railway, paramilitary formation «Assamese 

arrows», etc. Three hacker groups claimed they are responsible for the hackings: «MaXiMiZerS», 

«Pak Cyber Experts» and «Kashmir Cyber Army». The operation was called «#OP26jan», and 

aimed to supporting Kashmiri separatists. 

At the end of November 2014 Minister of Communications and Information Technology 

Ravi Shankar Prasad provided official data on tens of thousands acts of information security (IS) 

violation in recent years (see Fig. 1). These violations include online fraud («phishing»), scanning 

of websites, malicious spamming, the use of malicious codes, a variety of network and sites 

penetration. The statistics on hacking sites has been provided.
90

  

The figures given by the Minister R.Sh. Prasad raise many questions. For example, why up 

to 2012 there have been more website hackings than all breaches of IS including illegal entries to 

the sites? What has caused the drop in the number of website hackings after 2013 against rapidly 

growing number of all breaches of IS? 

Despite the obvious contradictions in the official data, the massive scale of the threats to 

India in cyber space and general trend of increase in incidents of cyber-attacks on Indian sites do 

not causes doubts. In contrast to attacks from China, attacks performed from Pakistani territory are 

aimed not only at government institutions. There are also threats to telecommunications and 

banking services. Regular Internet and mobile communication users often become the victims of 

attacks. 
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Figure 1 

Information Security Breaches in India, 2009-2014. 

 

 

 

There some other ways of undermining the political, financial, economic and socio-political 

systems of India like a widespread of panic and radical or terrorist ideology among the population. 

In all these cases the most effective means for attackers can be a social network. Thus, during the 

Hindu-Muslim clashes in 2012 in Assam, there were made attempts to cause panic among members 

of the Muslim community in other states of India. For example, messages about the alleged mass 

killings of Muslims in Assam, which was accompanied by fake pictures, were spread among 

residents of Mumbai (Maharashtra state) and Bangalore (Andhra Pradesh state). Attackers used 

short message service (SMS) and social networks.
91

 These attempts were made from India and 

Pakistan. 

The attackers made attacks against India from different countries and Algeria, Bangladesh, 

Brazil, the States of the European Union, China, UAE, Pakistan, USA, Turkey (given in 

alphabetical order) occupy the leading positions among the countries, where attacks were made 

most frequently. Hackers that are associated with governments and/or radical and terrorist 

organizations and organized crime stand apart among the initiators of attacks. 

 

Indian Security Policy in Cyber Space 

 

The approach to ensure information security with a focus on the economic aspects initially 

dominated in India; it was peculiar to Information Technology Act, adopted in 2000.
92

 The main 
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purpose of this legal instrument was to organize and facilitate entrepreneurial activity in cyber 

space. Therefore, this law covered mainly crimes of economic character, and the parliamentary 

debates on amendments to the law were dominated by economic issues. 

The situation changed after the terrorist attacks on Mumbai in November 2008. The same 

year, on the 23
th

 of December the law was amended, which has shifted its focus from economic 

issues to national security. However, the amendments have been criticized in India because the new 

version of the law has created the basis for the violation of the rights and restriction of freedoms of 

the Indians. When the amendments have been adopted, the investigative bodies enhanced activities 

in cyber-crimes. Thus, in 2011 1791 cases of violation of Information Technology Act was 

instituted; 2876 cases in 2012 and 4356 cases in 2013. Some of them were classified as criminal 

offences in cyber space: 422 cases in 2011 (23.6% of all cases), 601 cases in 2012 (20.9%) and 

1337 cases in 2013 (30.7%).
93

 However, in 2010-2012 the total number of cases amounted to only 

1% of all convictions.
94

 These figures show the imperfection of the Indian legislation and 

insufficient capabilities of the investigating authorities fighting against cyber-crimes. 

The growth of cyber-attacks on India has changed the role of public organizations whose 

responsibilities include cyber space. According to «National Policy on Cyber Security» project of 

2011 there is a dozen of such organizations in India.
95

 Among them are the National Information 

Board headed by the Prime Minister Advisor on security, National Crisis Management Committee, 

the National Security Council, Ministry of Internal Affairs, Ministry of Defense, including the 

Army Computer Emergency Response Team (A-CERT) and the Defense Information Assurance 

And Research Agency (DIARA), Ministry of Communications and Information Technology with 

Computer Emergency Response Team for India (CERT-In), the National Technical Research 

Organization (NTRO) with the National Critical Information Infrastructure Protection Centre 

(NCIIPC) and other. 

Among the above mentioned organizations, NCIIPC and CERT-In maintain twenty-four-

hour monitoring of threats in cyber space. NCIIPC is responsible for threats to security, water 

supply, public organizations, healthcare, and space, and defense, high-priority sectors of the 

industry, intelligence, telecommunications, transport, finance, e-government and energy. CERT-In 

is responsible for other areas and conducts general monitoring and provides daily alerts. National 

Security Council, Ministry of Communications and Information Technology, Ministry of Internal 

Affairs and Defense Ministry supervise all the activities in cyber space and play the main role in 

this field.
96

 

 

Disadvantages of Indian Policy in Cyber Security 

 

«National Policy on Cyber Security», adopted in 2013, offers a framework for IS assurance, 

reducing the number of vulnerabilities.
97

 In order to work out this task the following steps shall be 

implemented. 
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Firstly, the «National Policy on Cyber Security» focuses on research, testing and security 

systems deployment. 

Secondly, the document calls for the development of partnership between state and private 

entities and encourages private entities to adopt best practices in cyber security. 

Thirdly, the development of human resources is a top-priority policy (the document 

envisages training of nearly 500 thousand professionals in the next five years). 

Fourthly, it is necessary to protect transmission and storage of private information. 

Fifthly, the document draws the attention to the creation of a legal basis for combating 

crimes in cyber space. 

Finally, the document calls for individual responsibility ensuring security in cyber space. 

The adoption of «National Policy» was a positive step towards security ensuring; however, 

it was obviously insufficient, due to the lack of detailed descriptions of how to achieve goals. 

«National policy» does not offer nation-wide strategy. Overall, this document is non-regulatory. 

There is no «road map» for the security assurance in cyber space in India, therefore, 

different agencies often act inconsistently; along with limited resources used to combat cyber 

threats ($7.8 million in 2013
98

) it reduces the efficiency of the steps being taken. 

The disadvantage of Indian strategy in cyber space lies in the absence of such aspects as 

security of telecommunications, which has become important when the number of mobile devices 

with access to the Internet has grown. According to «Kaspersky Lab» India was ranked second in 

the world after Russia in the number of attacks on mobile devices (7.9% of total number of attacks 

worldwide) in 2013.
99

 

The establishment of a Cyber Command of Indian Armed Forces, which will have the main 

offensive and defensive tools in this field, is omitted in «National Policy». This document also does 

touch the military component
100

, although these topics are the subject of intense debate both in India 

and in other countries. 

Could it be an authors’ mistake or probably it shows the existence of an impervious wall 

between civil and military organizations of India working in cyber space? The first version seems to 

be more credible. Indian Armed Forces Members understand that it is impossible to divide cyber 

space by civil and military components. Thus, pursuant to Brigadier General Abhimanyu Ghosh 

«protection of cyber space for national security and international stability requires cooperation 

between civic and military organizations, including partnership between public and private 

organizations, and international consensus».
101
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Chapter 4  

Examples of Information-Psychological Warfare Methods  

in XXI Century 

 

 
Information-psychological warfare as a certain methodology of change the world picture in 

the given direction currently has become one of the fastest developing forms of struggle between 

advanced countries. The object of influence can be either individuals (or a group of persons), who 

are decision-makers at different levels or mass consciousness of the people as a whole. 

The information-psychological warfare in political sphere – the use of informational, 

diplomatic, military demonstration, economic and other methods in order to influence on opinions, 

attitudes, and, ultimately, behavior of the opposite side. 

The principal features of information-psychological impact: 

• conducted usually in any territory without crossing the boundary constraints, including 

penetration into consciousness of the opponent; 

• carried out without leaving visible traces; the object of influence thinks that he makes 

decisions, in fact, he is driven by others; 

• the relative efficiency of its initiators, because the small amount of input data can lead to 

the significant results, such as the formation of needed public opinion; 

• one and the same fact during the information-psychological operation may receive 

different interpretations, even the diametrically opposite one. 

• even with the most modern IT it is impossible to block the actions of the enemy in the 

information war, as it is done with traditional weapons. 

Information-psychological war is the most acute form of confrontation in the information-

psychological sphere, carried out by acting on the information-psychological sphere of the 

opponent with the purpose of solving strategic tasks. In particular, it includes the purposeful and 

systematic use of the information-psychological impact tools and other means (diplomatic, military, 

economic, etc.) to influence on opinions, attitudes, and finally behavior of the enemy in order to 

force him to act in the predetermined direction. 

Information-psychological impact (IPI) is the use of information and psychological means 

of influence on the human mind with the purpose of its modification in the right direction and make 

changes in his behavior and (or) worldview. 

The main form of conduct and the main element of the information-psychological war 

content is information-psychological operation – a set of harmonized, coordinated and 

interconnected by objectives, tasks, place and time, objects and procedures types, forms, methods 

and receptions of psychological influence.
102

 

Information-psychological operations differ in scale, goals and objectives, the objects of 

influence, used technologies and implementation conditions. 

Classification based on terms of implementation: strategic (long term), operational 

(medium-term) and tactical (short-term) operations. 

Classification based on time of implementation: operations carried out before the transition 

of the conflict in an active-power phase and performed under conditions of an ongoing conflict. 

Classification based on direction of implementation: operations carried out directly against 

the recipient, or for the benefit of the communicator, or against third parties to persuade them to his 

side. 

Information-psychological methods and means of psycho-technology are divided into open 

and hidden (secret), positive and negative, pursuing explicit and implicit goals. 
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Secret information-psychological operations of one state (group of states) against another 

are implemented by providing information influence on individual, group and mass consciousness, 

feelings and will of citizens, disinformation of subjects who make political, economic and other 

decisions, as well as undermining information infrastructure of enemy. Such operations are focused 

on creating conditions for the adoption of favorable decisions regarding an influencing States in the 

military, political, economic and other areas in countries that are subject to information and 

psychological impact. For creating these conditions specially prepared information is brought to the 

affected entity through electronic, print and other means of mass communication; means of 

electronic and postal communications, audio; video and film production, open telecommunications, 

evident and demonstration means. 

In general, we can predict the improvement of methods and broaden the scope of 

information-psychological war, which can not only affect the current world strategic balance of 

forces, but also change existing criteria based on the assessment of the balance of geopolitical 

relations, economic and military factors. 
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4.1. Georgian – South-Ossetic Conflict in 2008:  

Lessons from the Information Warfare  

 

 

In recent times, one of the reasons for negative perception of Russian foreign policy in the 

West is that Western countries imposed information pressure
103

 on the international public opinion 

as a part of ongoing information war. This was possible on the basis of the rapid information 

technology development and the global spread of English-language media, which led to unequal 

communication opportunities between Russia and the West in bringing political position and 

defending its foreign policy interests. Moreover, the balance of the parties according to military 

capability and economic potential has ceased to be the determining factor. Thus, as a part of the 

2008 Georgian-Ossetic conflict superiority in information confrontation was on the side of Tbilisi 

due to the creation of public opinion and the condemnation of Russia's actions by Western States. 

 

 

Preparation of Tbilisi to the Information Operation - 2008 

 

 

The tragic events in August 2008 in South Ossetia cannot be considered only as war in the 

classic sense. The armed conflict between Tbilisi and Tskhinvali can be explained by the age-old 

political, ethnic, historical and other reasons. There was the latent conflict caused by the divided 

areas of North and South Ossetia. After the collapse of the Soviet Union, the situation has worsened 

due to the implementation of shortfall domestic policy by Georgian leadership based on the 

repression of ethnic minorities. There have been instances of genocide, when citizens were killed in 

the course of ethnic cleansing during mass murders. Furthermore, Georgian leaders declared the 

need to "cleanse the Georgian territory from the Ossetia nations".
104

 This prompted South Ossetia 

citizens to exercise their right to self-determination. 

Shelling of Tskhinval in August 2008, according to the testimonies of many witnesses, was 

unexpected, but predictable. In particular, there is evidence of advance preparation of Georgia for 

military actions (for example, in April 2006, Tbilisi demanded the withdrawal of peacekeeping 

troops from South Ossetia and Abkhazia, Georgian and Western media began to argue that any need 

to the presence of the peacekeepers was missing). However, it did not prevent the West from 

deploying a major information operation against Russia with the purpose to discredit Russia as an 

aggressor state in the eyes of the international community. At that time, the Russian leadership did 

not anticipate it. As a result, it was unable to convey two points of view to internal and external 

audiences: 

1. Georgia has repeatedly shown the genocide against national minorities, therefore, the 

presence of peacekeepers on its territory was vital; 

2. According to the 1992 Dagomys Agreement on the Principles of the Settlement of 

the Georgian-South Ossetic Conflict and the Moscow agreement on a Cease-fire and Separation of 

Forces of May 14, 1994 between Georgia and Abkhazia, Russia is a guarantor of peace in these 
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territories and a retaliatory deterrent in the confrontation between Georgia, South Ossetia, and 

Abkhazia. 

In 2006, a spy scandal erupted in the region against the backdrop of important political 

events, when Georgia detained two Russian servicemen on suspicion of espionage and preparing 

provocations. In response, the Russian side stopped issuing visas for Georgian tourists. Moscow 

recalled its diplomatic members from Tbilisi and raised the level of combat readiness of the troops 

deployed on Georgian territory. Such actions with proper media coverage could serve as a warning 

for Georgia in the case of the aggression-preparation events and create a distrust of the international 

community. However, a display illumination of these events at the time had subjective character. 

As another fact of the Georgian military preparatory actions has been its widespread use of 

unmanned aerial vehicles (UAVs) for carrying out investigation in the territories of Abkhazia and 

South Ossetia since 2008. It was done against the obligations of Georgia not to fly in the conflict 

zone. In the spring of 2008, after losing five UAVs, Georgia accused Russia of aggression and 

bombing its territory. In the second half of April the matter was considered at the meeting of the 

UN Security Council. Moscow has avoided public discussion of this topic in mass media that 

allowed Tbilisi to strengthen a negative perception of the Russian Federation in Europe and the 

USA. 

 

Information Warfare during the Armed Conflict – 2008 

 

Psychological component of information war, which can be defined as a confrontation 

between two or more States concerning the dominant interpretation of events with the discredit to 

the enemy image. It had crucial role during the armed conflict in August 2008. 

Following events have put in question the idea that currently mass media operates 

independently and objectively covers politically important events. Even the main advantage of 

television – "presence effect" uses untrue concepts and shots, distortion of information on the 

events, which are taking place on the screen, as well as purposeful change of speaker’s speech. 

 Experts state the widespread use of the Olympic theme by Western and Georgian media (at 

that time the Olympic Games were held in Beijing) during the information confrontation. It was 

done in order to attract the widest possible audience.
105

 In the beginning Georgian officials said 

about withdrawal of all its athletes from Beijing. Then it was rejected by the President Saakashvili, 

who argued the necessity of athlete performance for the honor of the country in its difficult time. At 

the closing of the Olympic Games, the USA has provided an opportunity to carry the US flag for 

Georgian athlete, who had not won any medals. This allowed the global community to make a 

conclusion to realize on whose side the Americans were.
106

 Such information signals, addressed to 

the widest possible audience were heard.  

Russia has chosen a different path. In particular, the Russian media have broadcasted the 

idea that because of the war in South Ossetia the Prime Minister Vladimir Putin had to leave 

Beijing for the settlement of the conflict and support the population of the republic. Access to the 

international audience within the Olympic subject has not been carried out by Russia in time, and 

the post factum by means of introduction of the term "Olympic war" was carried out. Such late 

reaction and a justificatory (explanatory) position have reduced efficiency of the line of Russia 

during the carried-out information war. 

It should be noted that the justificatory attitude is detrimental for the subject that seeks to 

convey the arguments. This is due to the following reasons: 
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• Initially prepared position contains the most beneficial and convenient arguments for the 

coverage, whereas justification forces to pass on to the answer to someone else’s theses, which 

sometimes don’t allow to maintain and improve the reputation; 

• Dialogue according to the scenario prepared by the opponent forces the state to play by 

someone else's rules. It reduces the possibility of controlling the situation, and the arguments of the 

opposite side begin to dominate. It significantly affects perception of audience in the overall 

situation, as well as the assessment of the parties' arguments. 

In addition, as part of the 2008 information war the method of "labeling" was repeatedly 

used through the historical parallels, which made unfavorable image of Russia. At the same time, 

the Western journalists have reported the imperial ambitions of Russia as a successor to the Soviet 

Union and its insistence to return the lost positions on the world stage. September 18, 2008 in 

Marshall Fund in Washington, the US Secretary of State Condoleezza Rice declared "Anachronistic 

Russian displays of military power will not turn back this tide of history".
107

 The journalist of the 

British newspaper the Observer similarly said: «During the war, I was surprised by the Russian 

military. I did not expect that they would be so cruel. They robbed and killed Georgian civilians 

".
108

 

The President Saakashvili constantly compared Russia's actions in South Ossetia with the 

invasion of Afghanistan and the bringing troops into Czechoslovakia. He has reminded that "the 

Soviet tanks entered Prague, crushed hopes of Czechoslovakia for freedom and liberalization." The 

authoritative British newspaper Independent noted that the USA and Great Britain have made 

"impression that Russia is guilty of everything, and Georgia is a small, but brave democracy that 

big bad Russia has decided to suppress. Such version almost instantly was generally recognized. It 

has appeared to Moscow that it is almost impossible to disprove it as she confirmed all existing 

negative stereotypes".
109

 

Russia also tried to use this method, comparing the events in South Ossetia with the attacks 

on September 11, 2001 in the United States of America. However, despite the sensitivity of 

Americans to this topic, this comparison has found a response neither at Russian nor at foreign 

audiences, because it has little interest in Russia, and the American audience is not able to 

understand the logical connection between the facts. Thus, the method of "labeling" was used by 

Russia ineffectively. 

The method of determination of events character and the method of its public 

interpretation played an important role in the information confrontation. Descriptions of events 

were based on their own interests. Russia determined it as the Georgian-South Ossetic conflict and 

the Georgian invasion in South Ossetia as the genocide of Ossetians. In Washington and Tbilisi 

have viewed this as a confrontation between Georgia and Russia and the invasion of Russian troops 

on Georgian territory. Furthermore, in the West South Ossetia has not been recognized as a party to 

the conflict and an injured party until the end of 2008. 

At the same time, the Western media created the corresponding images of both sides of the 

conflict. This made it possible to construct the image of the enemy in the face of the Kremlin, which 

was presented as a serious threat to Western values. For this reason, the West used the method of 

hyperbole, that is, an exaggeration of the danger from Russia, and all sorts of panic were created. 

At the same time the Western audience did not perceive Moscow’s call for a public 

recognition of the Ossetia genocide. There were many reasons for that. Firstly, there was a small 

number of Ossetians on the background of mass civilian casualties in Iraq and Afghanistan. 

Secondly, this concept is classified as an international crime, recognized only by a decision of the 
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UN Security Council or the International Criminal Court. Obviously, in these institutions to receive 

this recognition would not be possible. Thirdly, the Russian politicians and the media many times 

freely used this term, which was negatively perceived at the public level abroad, apart from the 

expert approach. 

One of the Russian attempts to restore self-image was the release of information about 

Georgia's military operation in South Ossetia as "Open field". However, Western sources massively 

distributed information about the name of the Russia armed force operation against Georgia in the 

electronic media and the Internet. It was not true, but in the political context of that time, it was 

quite easy to believe. 

It should be noted that all of these Russian arguments about the events in South Ossetia 

within the country were positively received and aroused support. Therefore, the formation of the 

internal public opinion was carried out quite competently, which was not observed in the 

international information arena. To confirm this conclusion can cite the words of the representative 

of the Russian service BBC "when the TV screens flashed the world the first images of destroyed 

houses in Tskhinvali, Russian politics, ranging from V. Lukin to S. Lavrov, suddenly began to 

pronounce the name of the city of Tskhinvali to the Ossetic style – Tskhinval. It is immediately 

pointed out whose side they're on".
110

 

A fundamentally different perception of the same information by the Russian and Western 

audience is due to the presence of cognitive stereotypes. An example of it is broadcasting of frames 

in the war zone where the President M. Saakashvili was a very scared, and later – "chewing the tie." 

This material was adequately perceived by the internal audience as consistent with the stereotype of 

cowardice and frivolity of the Georgian President. However, the external audience responded to the 

material negatively due to the condition of M Saakashvili in the picture the stereotype about 

Russia's aggression. The differential impact of the same facts on the different audience is also due 

to the lack of communication channels that can allow Moscow to convey its point of view to the 

world. 

In other words, the availability of opportunities to clarify the situation in the country could 

not compensate for their limitations in presenting similar arguments to the international community. 

Russian media, broadcasting in English, had no real way to a wide audience. In particular, this 

related to the TV channel "Russia Today", which is watched from abroad mainly by immigrants 

from Russia and the USSR. 

In addition, as a problematic and a deterrent fact should also highlight the presence of 

different systems of perception in the Russian and the Western audience. Georgia remained in the 

same semantic field with the Western media and used the familiar English language notions to 

consumers.
111

 For example, the notion of "democratic values" in the domestic media is used rarely 

and mostly in a negative context. However, the terms "national interests" and "state power" have 

received a wide circulation in Russia, the use of which in the West is often perceived as a 

manifestation of imperialism and militarism. It should be noted that the terms "national security" 

and "national interests" in the 90 years of XX century were borrowed by Russia from the West, 

where the courses with similar names were taught at universities. 

The value of a factor of existence of various systems of arguments perception is confirmed 

by the American journalist U. Lipman. In his opinion, the formed Western media view of the world 

actually supports US and European values. Therefore, during the Georgian-South Ossetic conflict, 

Russia has faced the problem of bringing its position when it proved extremely difficult for it not 

only to "break through" the information blockade, but for a short time to debunk stereotypes 

system, playing against its interests. 
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It should be noted that during the conflict Russia's actions in the information space were not 

always conducting in the right direction.  

Firstly, local media carried out a lot of different actions to discredit the Georgian authorities, 

but the activity of these authorities has already had a negative evaluation in Russia. Consequently, 

the major media efforts were directed to the problems that have already been resolved. 

Secondly, the actions of the Russian leadership were not subordinated to a single goal in the 

first days of the conflict, Russia had not an official point of view, as well as its own news reports. 

To bring its position the news reports of Georgians and Americans were used. The Russian 

eyewitness’s comments presented confusion with the dates of Russian troops through the Roki 

tunnel. 

Thirdly, it does not take into account the need to work with the opposition-minded part of 

the audience. For several reasons, including the impact of the western media, it had a negative 

attitude to the actions of their own government, replicating them on the Internet. In addition, the 

majority of Russian citizens were aware of Moscow loss in the information war, which could not be 

affected the overall mood. 

However, the main problem in Russia in the period of 2008 information operations was not 

incorrect information to work with, as the delay in providing the necessary arguments. Thus, the 

Russian mass media were involved in the public discussion of the Georgian-South Ossetic conflict 

only on the second day. Such a gap from the opponents was one of the critical factors that affected 

the outcome of the information confrontation. Consequently, the translation of arguments in the first 

stage was carried out in fragments. It was not possible to form a stable attitude even by neutral 

spectators. At the same time chronology of events proposed by the BBC and CNN was successfully 

perceived. 

Among the reasons that allowed Western media to form its desired vision of the situation, 

was the lack of Russian journalists in areas of combat operations. 

It should be noted that at the end of 2008, when for various reasons the information pressure 

on Russia by the West eased due to the European journalists’ trips to South Ossetia. This allowed 

them to make more objective conclusions and subsequently led to a change in attitude to the 

Russian actions. However, it was done due to the intensification of EU leaders as mediators in the 

peace settlement of the conflict.  

As noted earlier, in terms of the information war a prepared party takes leading position. 

Foreign media was in such position. Their media may have been informed in advance of the 

beginning of the armed conflict. It was expressed in the presence of the unified point of view 

coinciding with statements of leaders of the USA and their allies and was spread around quickly 

around by means of numerous communication channels. 

There is no doubt that the possibility of broadcasting and transmission of audio-visual 

arguments to a wide global audience plays a huge role during a political conflict. That is why 

during the first days of the conflict, Russia broadcasted the news reports provided by the BBC, 

because it had not its own materials.
112

 

Foreign media information aimed at the citizens of Georgia can be considered as targeted 

information campaign, during which the organization and coverage of events were subordinated to a 

single goal. Granting media platforms for foreign journalists in Gori which created the "effect of 

presence" for the western audience and allowed to carry out a substitution of a video series also 

testifies to it: "Georgia Online", Rustavi-2 TV Company, news agency InterPress News and radio of 

"Imed". TV reports about bombings of Gori by the Russian planes and about armored machinery 

columns on the roads outside South Ossetia with the slogans "On Tiflis" had an especially strong 

information effect. The same great impact had the transmission operation in Abkhazia, which 

Georgia did not attack, in 2008, creating a picture not the response of Russia, but her steps to 

capture new territories "under the pretext of" saving civilian of two autonomies. 
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It is also necessary to pay attention to the features of rhetoric in Russia and Georgia. As 

mentioned above, Moscow had no single tactic of presenting information and forms a speech, using 

images that are not based on cognitive stereotypes of the target audience (the genocide of Ossetians, 

the September 11 attacks, aggressive geopolitics of the United States, etc.). It is faced with simple 

Georgian appeals, which were limited to the three phrases: "Russia - the aggressor", "We - a small 

democratic country", "Please, help us." Such approach which did not require the audience logical 

reasoning, worked faster, bigger and better. 

Misinformation and slander in 2008 operation are actively used by even the highly 

reputable Western media. Thus, one of the psychological techniques was the portrait of Vladimir 

Putin and footage of civilians killed in Tskhinvali, which were on the page of a newspaper. It 

allowed establishing an associative relationship. The most well-known and widespread fraud was 

the broadcast of video of the devastated South Ossetia capital, with the caption "Mr. Gori, Georgia" 

along with an interview with Deputy Prime Minister Sergei Ivanov on CNN television. Thus, the 

words of the Russian side regarding the lack of aggression from Russia and the need for a response 

to Georgia's actions in South Ossetia "refuted" in the air. In addition, such a substitution of a video 

enabled Western media to fix two key image of a "victim" - Georgia and "the aggressor and the 

enemy" - Russia. 

As a fraud, can be considered the interview to the Georgian newspaper "Russian citizens", 

which was intended to demonstrate a negative attitude to the Russian Kremlin's actions in South 

Ossetia. This article compared the military actions of Russia (the Soviet Union), starting with 

Afghanistan and ending the war in Chechnya. At the forefront of the debates the audience could see 

Russian domestic problems, which should show the country's weakness due to the significant 

internal instability: "any war distracts people from the real issues - poverty and injustice ... as in all 

non-democratic states, the power does not belong to the citizens of our country (albeit indirectly 

through parties and other political institutions), but only to the ruling elite. Thus, there is always a 

large extent represented the military and intelligence agencies; they shamelessly "pull the blanket 

over themselves". Trying to justify their existence and get a piece of the larger budget, they do not 

stop at nothing, even in the incitement of war".
113

 

It should be noted that in practice there are the format of valid responses to the informational 

forgery. As a rule, it is expressed in granting claims to the mass media which published false 

information then the denial and an apology from editor’s office. In 2008, it also occurred. Thus, the 

Spanish channel TVE included the video "triumphant entry" of Georgian soldiers in Tskhinval in 

one of the reports, but it seemed like the entry of the Russian troops in Gori. After submission of the 

claim Moscow has received an official apology. However, intense opposition and media 

disinformation, the value of retraction was significantly reduced. The reason is that the high speed 

of updating information and the concurrent use of several manipulative techniques quickly fix the 

desired idea. Consequently, the use of this technology in the mass information-psychological 

attacks even in its further rebuttal manages to accomplish its task. 

Thus, during the information war in 2008 the Western media has used all tools available to 

them to form the pro-Western public opinion: from grammar (repetition, metaphors, epithets, 

linguistic anomalies, etc.)
114

 to politico-psychological (myths construction
115

, the formation of an 

enemy image
116

, involvement of experts
117

, the appeal to statistical data
118

, etc.). At the same time 

the popularity of the American and British TV channels among the Earth population and the wide 
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circulation of the English-speaking press didn't demand from the USA and the EU the division of 

efforts concerning internal and external audience. The formation of a unified flow of information 

that reaches the various stakeholders and the widest possible audience, is a definite advantage. In 

contrast, Russia was forced to conduct separate information campaigns inside and outside the 

country. As a result Moscow could form the public opinion within the country based on its own 

vision of the events, but it hasn't succeeded to make it within global media space where the position 

of Russia was purposefully muffled and didn't gain due distribution.
119

 

Preferred way of Russian argumentation at that time was an appeal to the facts without 

regard to audience cognitive stereotypes, which was doomed to failure in advance. In the context of 

prepared critical audience, receiving coverage of the same facts from the more conventional 

sources, this inevitably led to the exclusion of information from Russia. 

 

 

Cyber Space Operations in the Georgian – South-Ossetic Conflict – 2008 

 

 

As part of the 2008 conflict the opportunities to influence public opinion in cyber space in 

the so-called "bloggers war" were appeared. In this confrontation, the Russian-speaking 

representatives of blogosphere supported the view of the federal radio and television stations and 

confirmed the veracity of their information. However, foreign bloggers were in favor of the 

Georgian version. The disadvantage of the activities of Russian bloggers has been the lack of access 

to the English-speaking audience. 

The popularity of blogs and their ability to influence a wide audience can be explained due 

to the possibility of establishing close contact between those who consume the information, and 

those who provide it, in other words write a blog. This establishes a personal connection; 

communication becomes interpersonal, making it the most effective and convincing. 

During the Georgian-South Ossetic conflict, hacker attacks have taken place; it had been 

launched by Tbilisi on the day of the shelling of Tskhinval. The early hacker confrontation was the 

hacking of the South Ossetia sites. These actions came the reply from the representatives of Russia, 

having hacked the websites of the President and government of Georgia and other bastions of 

"Saakashvili in cyber space".
120

 

Then the website youtube.com. declared war on Russia. All materials on this website that 

would truly reflect what happened in the Tskhinvali events, were strongly blocked by moderators: 

deletions from traditional commercials or disable counters views that display a video of the most 

popular and, consequently, more accessible. The second method was used, for example, against the 

movie "08.08.08 Art of betrayal", translated in the majority of the European languages, which 

showed destroyed Tskhinvali, numerous victims among the civilian population and the aggressive 

actions of the Georgian military. In a relatively short period many people watched it, but 

information was deleted, that led to the fall of the video rating and hampered his search. In addition, 

the age limit for spectators and compulsory registration were required on the website. Ultimately, 

free distribution of the film became possible only on sites with the domain .ru; the position of 

Russia has had a limited broadcast to an external audience. However, the experience of developing 

a format to voice concerns through artistic works started to work. The presence of artistic value and 

high quality workmanship provide wider distribution and a longer existence. 

Thus, in the 2008 framework of information activities Moscow used methods to indirectly 

express its own position, passing communication "blockade" in the traditional media, by 

abandoning the straight way to present the information. One such example was the concert of the 

Mariinsky theatre under Valery Gergiev in Tskhinvali on August 21, 2008. Foreign media reacted 
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negatively to this event, but later began to appear the first single enthusiastic responses from the 

West about the actions and motivations of Russia. The appearance of South Ossetia V. Gergiev as 

iconic figure in the world culture stimulated a more balanced discussion of the events in Georgia, 

Abkhazia, and South Ossetia. Thus, the answer to the West with using cultural events can be 

considered quite adequate and effective. 

 

 

Lessons from Information Warfare – 2008 

 

 

There is no doubt that in August 2008 not just an information campaign but full-fledged 

information war was carried out against Russia. It met all the features of this phenomenon. Such 

operations are not only a way of forming a picture of the world, identifying "insiders" and 

"outsiders", but also serve as a form of interstate interaction. In this case, it was about the 

suppression of Russian information about justification its national interests with the purpose of 

formation of Russian negative image in the West. It provided support by the public opinion to the 

NATO policy aimed at achieving a more favorable outcome for the West Georgian-South Ossetic 

armed conflict than it would be otherwise. 

Recent events in Ukraine confirmed the necessity to change Russia's behavior strategies 

within the global media policy environment. Current methods of struggle of the West with Russia in 

many respects are identical to those that occurred in 2008, so the experience of the last information 

war gives Moscow an opportunity to adjust their positioning in the media. However, it should be 

noted that information war provides the pressure that faster than any other form of conflict 

resolution affect the balance of conflicting party’s forces. It has an impact on the negotiation 

process aimed at resolving a conflict. 

It should be noted that in the process of informational confrontation between Georgia and 

Russia the number of supporters of an armed resolution of the conflict in South Ossetia among 

Georgian population has increased. If originally only 20% of nationalistically oriented citizens 

supported continuation of the armed actions, then feeling of impunity and offense to Russia which 

has become stronger by means of internal and external mass media, has led to increase of this 

indicator to 80%.
121

 

In the world where media means allow to alter significantly reality, Russia uses the 

opportunities insufficiently. As a result, when against it information campaign is conducted, 

Moscow is idle sometimes. It is necessary to develop methods of preventative measures and the 

prevention of information influence and form the foreign public opinion, based on the national 

interests of Russia. Implementation of appropriate information campaigns may have an impact on 

productivity and the outcome of the formal negotiations in times of crisis and conflict. It is 

necessary to understand the process subordinated to the uniform purpose and designed according to 

the planned strategy: analysis of the cognitive characteristics of the audience, creation of database 

of information events and materials, implementation of the plan, summarizing and updating of 

public opinion in the presence of gaps in the implementation of the plan.
122

 

It is necessary to consider that the Internet in Russia is the source of information influencing 

the minds of people no less than the traditional media. However, authorities are still not adapted to 

this environment, and do not increase the level of their own positive perception on the part of users 

worldwide network. Thus, it is quite often, the methods of logical explanation were used, which did 

not justify itself in 2008. 

One of the primary tools of public opinion formation from the West in 2008 was the creation 

of an information agenda. The lack of such practices in Russia became the reason of her weakness 
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in the information sector, which has had an impact not only on the diplomatic interaction with other 

countries, but also on the resolution of internal problems that had undermined the credibility of the 

Russian authorities. Analysis of the methods of Western countries, based on a theoretical 

framework that was designed by the best research organizations and institutes, shows that within the 

scope of an information campaign rather effective means is to divert attention from problems with 

the parallel discrediting of the opponent. 

There are different points of view on the ways of ensuring information security of Russia in 

the framework of settlement of the political conflicts. We will consider some of them. 

1. It is reasonably to develop closer cooperation of Russian authorities not only with 

domestic, but also with foreign journalists, as well as it is necessary to hold information events in 

advance, that comply with national interests of state.
123

 This strategy allows you to build 

systematically a positive image of Russia and to maintain its presence in the media. However, a 

broadcast of certain ideological position in the current international system is possible only in two 

cases: when the media are sufficiently independent and are free to choose one's point of view or 

when they depend on the will of another state, that is solidarity in the some areas. The first situation 

is not fully real, and the other is not possible for the Russian Federation. Therefore, only the co-

operation with foreign media is not enough for Russia. It seriously complicates the implementation 

of an effective information strategy abroad, and allows opponents to discredit the policy of Russia 

quite successfully. Under such conditions it is necessary to create (develop) the media, which would 

be integrated into the modern global media-political system and would serve the interests of the 

Russian Federation as well get across to a mass audience the arguments that expressed by official 

representatives of the country. Existing channel "Russia Today" has been persecuted in the several 

Western countries for their activity in screening undesirable information, although it cannot be 

considered a full-fledged platform for creating such media. It is perceived by the Western audience 

as a biased source of information, which cannot be viewed as objective (as opposed to the more 

balanced channel "the Euro news" in Russian). Therefore it is required the creation of new media 

with a wide range of approaches. Assertive demonstration only one point of view will sooner or 

later give place to broadcasting in different positions with subtle and skillful advantage of required 

government approach. Subsequently, new media can be used to improve the information 

background in the resolution of political conflicts. 

2. The initial stage of preparation of information platform to improve the efficiency of 

resolving political conflicts is the systematic change of stereotypes of perception of Russia in the 

consciousness of the world community. For this purpose it is expedient to develop the concept of 

national ideas to support national image. Thus, in the USA the concept of nation branding has been 

actively developed as a part of diplomacy since 2006-2007.
124

 Its author was the British expert S. 

Anholt, who indicated that the formation of a national brand is an integral part of all inter-state 

activity. The policy of the state is perceived through a particular prism that has developed under the 

influence of the media and public statements of other States. However, according to S. Anholt, 

brand is not formed independently. It is purposefully created, based on the interpretation of the state 

behavior in the international arena by other actors. However, existing public opinion stereotypes 

cannot be destroyed simultaneously. To counter the destruction of many necessary preconditions, 

the main of which was the lack of confrontation and actions that support this stereotype. In this 

regard, information campaigns aimed at creating a more favorable image of the object of influence 

are even more complex. However, if in this case it is possible to convey its position before the 

negotiations aimed at the resolution of political conflicts, their effectiveness severely increases. It is 

necessary to consider that against Russia, which conducts an independent foreign policy, from the 

West will be made all possible efforts to prevent the creation of a favorable image. The important 
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part in improving the image of Russia remains the spread of Russian culture, art and historical 

knowledge. 

3. For increasing efficiency of measures aimed at the resolution of political conflicts, 

Russia is required to create special public authorities on the basis of the Foreign Ministry and the 

presidential Administration of the Russian Federation, which were able to accompany the 

international information activities of the country.
125

 Nowadays in the Russian practice it is difficult 

to find an example of a targeted information campaign, while most of the US and the EU 

negotiations are introduced by the information impact on a wide audience. Therefore, the support of 

the Russian negotiators must come from the structure of executive power. Thus, information 

division can cooperate with a single Central media support of Russia. 

4. The absence of Russia's place in the global media-political system has led in 2008 

not only to distort her position, but also to a kind of informational blockade, which hindered the 

release of Russian journalists in the global information space. Therefore, special attention should be 

paid to the important principle of anti-crisis management - prevention rather than resolution of 

political crises, as well as the preparation of anti-crisis program even before the emergence of 

serious problems. Preventive measures should cover a period of at least six months and be focused 

on coverage of issues that could be problematic during the negotiation process. It should be noted 

that the tactics are used by foreign countries, allowing them to prepare the international community 

as to their own rhetoric and to the rejection of the other side of the argument. 

5. At this stage, Russia will require the implementation of drastic measures due to its 

negative image of the country and national journalism abroad, as well as the dominance of the 

English-speaking media, which broadcast the US point of view. In this connection, it is advisable to 

make a list of prominent Russian journalists, scientists and public figures who have the recognition 

of their work in the West, but are not related to the stiff opposition to the Kremlin. 

6. Development of English-language Internet of Russia and attraction of bloggers are 

able to solve the problem of Russia's presence in cyber space. This target should be subject to the 

same principles as the development of national journalism as a whole. The major attention should 

be paid to dealing with Russian officials abroad for their reorientation to use the techniques of 

modern diplomacy and advanced information technology. 

Thus, the events in South Ossetia demonstrated that the conduct of political negotiations in 

the context of an acute conflict faces not only the traditional problems such as rejection of the 

participants’ positions, the desire to use mostly rigid model, but also a trap media formed by 

English-language media even before the beginning of the negotiation process and the pre-

determines the correlation of forces of the parties. 

Analysis of the coverage of the Georgian-South Ossetic conflict in the media clearly shows 

the need for the integration of Russia into the global media-political system for their own position 

reports to a wide audience. For this purpose, including the creation an independent English-

language media that meets the needs of different age, cultural, and other audiences, to develop 

internal media system, and encourage the development of objective journalism, which by its own 

authority to withdraw the case of Russia in mainstream media.  
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4.2.  Information-Psychological Impact Methods  

in the Ukrainian Crisis (2013 – 2015) 

 
 

Information-Psychological Impact Methods 

 

 Information-psychological impact (IPI) – the complex of specific psychological operations, 

activities and actions, performed with information, propaganda and agitation, appropriately 

prepared and brought to the object (or group of objects) of impact through different ways of 

psychological impact (press, radio, television broadcasting, by graphic means, via live 

communication, by substantive actions, through information and communications networks).
126

 

 The main IPI criteria is the result of this process – change of the attitude, behavior, 

intention and estimates of the individual or the group of individuals. 

IPI methods are presented in the table 1. 

Types of the IPI are classified on the basis of object of impact, there are two types: direct 

(open), which is aimed at the object, while the subject fully realizes the purpose of impact and 

indirect, which is aimed at surroundings of the object. 

On the basis of the level of transparency for the object, there are two types: open IPI, in 

which the object realizes the interests of the subject and means of the accomplishment of purpose 

and hidden IPI (manipulation) in which objectives of the subject and means of its accomplishment 

are not realized by the object. 

On the basis of the attitude towards interests of the object, there are two types: constructive 

IPI, which responds the interests and contributes to the accomplishment of purposes of the object 

and destructive IPI, which impedes accomplishment of purposes of the object.
127

 

 

 

Organization and Arrangement of “Color Revolutions” as a Result of the Information 

Impact 

 

 

During last decades methods of performing state revolutions changed: more sophisticated 

technologies of “color revolutions” evolved. Several countries either with unstable or with quite 

stable political regimes went through events which led to full or partial change of power in the XXI 

century.   One of the main instruments of its implementation is information-psychological impact. 

Lack of appropriate legal framework, which could prevent usage of such methods of impact, allows 

states-subjects use it either in peaceful or military period.  

                                                           
126

EdwART, The vocabulary of the Emergency Ministry terms, 2010 

(http://dic.academic.ru/dic.nsf/emergency/944/Информационно-психологическое) 
127

A.L. Poterykhin “The definition and types of the information-psychological impact.” // Laboratory of information-

psychological operations. – 2014 (http://labipt.com/Понятие-и-виды-информационно-психоло/)  

http://dic.academic.ru/dic.nsf/emergency/944/Информационно-психологическое


 

64 

 

 

Table 1 

Methods of the Information-Psychological Impact 

Group of methods 
 

Method 
 

Description of the method 
 

Translation of 

deformed images 

Distortion of amounts 

Distraction of attention of the object by means of decrease of amount 

and/or the intensity of the particular part of information. 

 

Simplification of the topic 
Distraction of attention of the object from the information by means of 

neglecting some facts and simplification of interpretation. 

Introduction of deformed information 
Concealment of deformed information in the massive of camouflage 

information. 

Change of cause-effect / timing/ spatial 

connections 

Breach of the connection between different components upon 

deformation of the information. 

 Simulation misinformation 
Change of the main part of facts, except the part of them, which 

identifies the information as coming from the particular source. 

Focus or concentration of attention and the 

reduction of significance of the topic 
Modification (deformation) of the information (images) about different 

objects pursuing interests of the subject of the impact. Significant part of 

information remains unchanged. Objects: personalities, organizations, 

events, topics, goods etc.  After modification of the information it is 

transmitted for the target audience. Such deformation could affect 

different components of the information (or image).  

Attraction of the attention inside the topic 

 

Pseudo-logical inferences 

Use of reference 

groups 

Identification with the reference group 

 

The object compares himself with the reference group, transfers its 

behavior, reaction, and views on himself. 

 

Method of the reference to the authority Increase of the trust to the information by appealing to authority person. 
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Comparison and 

contrast 

Comparison 

Comparison of things with the ones known earlier for accenting 

attention on positive/negative traits of the thing with the purpose of 

creating correspondence of differences to the interests of subject of the 

impact and creating needed attitude of target audience towards the 

object. 

Contrast Usage of color solution and peculiarities of visual perception 

Reframing of 

information 

 

Transfer of inferences and derivations  

 

Change of the context, inference, idea, circumstances etc. for changing 

the meaning and sense of the situation, which reports to the interests of 

subject. Transfer of logical inferences in the new context without 

changes. 

Transfer of the game situation on the real 
Creation of the situation in the particular context and its further transfer 

to the reality 

Forming predestinations 
Description of the situation in the future and statement of its 

predestination 

 

Non-violent 

conviction 

Official announcements 

Usage of different types of official announcements (such as public 

performances, declarations of organizations, public announcements, 

group petitions etc.) for persuasion of the subject. 

Communication with large audience 
Usage of slogans, symbols, leaflets, books, periodicals, media, television 

and radio for purposes of persuasion. 

Pressure on particular people Pressure on individuals by different methods (i.e. mockery of officials). 

Public meetings 
Impact on the subject through performance of different meetings of 

protest and support, rallies, seminars etc.)  

 

Linkage 

 

Use of emotional words 

Linkage of two objects (old and new ones), in which a part of 

characteristics, evaluation, past and future actions or behavior transfers 

from the old object to the new. The main factor, influencing on the Linkage by uniting words 
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Linkage by the similarity in the parameter effectiveness of this group of methods is the presence of sustainable 

attitude towards the object in the target audience. Personalities, 

organizations, ideologies, values, main needs of the human could act as 

objects.  

Linkage by a particular case or generalization 

Linkage by the instrument of implementation, 

joint sphere of application 

Cause-effect linkage 

Linkage by the third object 

Linkage by joint demonstration 
Joint transmission of the information about two objects (old and new 

ones) with the usage of different communication channels. 

Linkage by attitude and support 

Support of the one object by another object for the creation of 

impression that two objects are connected and for the transfer of attitude 

from the one object to another. 

Linkage by use of poly-semantic words, terms, 

images 

Usage of poly-semantic words/images, taking different meanings 

dependent on the context, which may have different interpretation / 

meaning with the purpose of accomplishment of plans of the subject 

without expressing specific accusations, assumptions, assessment of 

objects. 

«Problem –

solution»  

(«Threat – rescue») 

Linkage of the object with the problem 

(threat) with direct appeal to the target 

audience 

 

Identification of the threat (or problem): the threat to life, to health, 

losing of the status, loss of the family, relatives or friends, losing 

comfort, prosperity; low-quality functioning of any device etc. Linkage 

of the object with the threat (or problem) or rescue from it. If the 

purpose of the impact is creation of the negative attitude towards one of 

the objects, this object is linked with the threat. If the purpose of the 

impact is creation of the positive attitude towards one of the objects, this 

object is linked with the solution of the problem. The target audience 

performs as actors, to whom the message is delivered. 
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Linkage of the object with the problem 

(threat) with indirect appeal to the target 

audience 

Any abstract audience which is likely to be the audience, influenced by 

the impact, performs as an actor. 

Preemptive answers 

and propaganda 

(“vaccination”) 

 

Direct preemptive answers and propaganda 

Neutralization of perception of peculiarities of the objects and 

propaganda topics, which are potential threat for performing purposes of 

the subject and can present in public mentality. Preemptive preparation 

of the effective reaction of the object of the impact is performed on the 

basis of the analysis of possible topics and issues “threatening” for the 

subject.  

“Threatening” topics and issues are described directly, and then follow 

the solution or answer, which gives the audience no opportunity to 

formulate their attitude after describing the topic. 

 

Indirect preemptive answers and propaganda 

“Threatening “topics and issues are described indirectly or even omitted. 

The attitude, which highly contradicts possible “threatening” topic, is 

formed in advance. 
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 “Color revolutions” are technologies of performance of a state coup by means of 

external control of political situation in the country in conditions of artificially exacerbated 

political situation in the country, in which a pressure on the government is performed by usage 

of mass protest movement...
128

 Bright memorable symbol is often used. 

Diverse analysis of such events resulted in conclusion that the organization of “color 

revolutions” required making a precise scenario, special preparation and consistent actions, 

which are available only for highly developed countries. System and statistical analysis allows to 

make a conclusion that “color revolutions” were carried pursuing the USA interests with the 

purpose of alienation form the power or for change of leaders. Financial, scientific, technical, 

diplomatic and information sources were mobilized for implementation of them, the driving 

force, which performed the change of power, were formed by such resources.  

Modern methods of development of information-psychological technologies are based on 

researches of psychologists of the middle of the XX century (see chapter 2 of this), from then on 

methods are developing and improving. In the whole, the logic of organization such events as 

“color revolutions” can be described as following. 

After the stage of preliminary information preparation of the object of impact which can 

last for different time, depending on the purpose of acting subject, “the combat mechanism” of 

the object is launched. To initialize this mechanism of information-psychological impact on the 

consciousness (or on the subconscious), the powerful impetus or stress, capable to bring the 

psychic in unstable condition, is used. It also activates the search of new protection mechanisms, 

corresponding the stress situation. Such protection as ideology, world perception, system of 

values, replacing previous mechanisms of protection of the human, is developed corresponding 

to interests of the subject of impact by professional psycho-technologists. Finally, the main 

purpose of any modern psychological operation is achieved: the individual or the group willingly 

obeys. 

Nowadays information-psychological operation does not always begin with violent 

actions, but they remain the inevitable factor of every combat psychological operation – as 

means of initiation on chain psychological reactions, anticipated by the scenario of the subject. 

Traditional war plays limited role in plans of information-psychological operation, but it does 

not make it less danger and does not minimizes its scales and does not displace it from the sphere 

of political relations. Global military conflicts left political life (in the presence of nuclear 

weapons they are too danger for every party), the number and frequency of local military 

conflicts continues to increase. 

The Security Council of Russian Federation marks: “Developed technologies of “color 

revolutions” for elimination of unwanted to the USA political regimes will get wider spread” 

with high probability of usage it against Russia”.
129

 It causes necessity of further versatile 

analysis of problems of еру individual protection, group and mass consciousness of Russian 

society from such destructive information-psychological impacts. 

Analysis of the development of “color revolution” crises identifies definite rules. Usage 

of methods of generalization, typology and comparison allows making a conclusion that events, 

happened in Georgia (2003) and in Ukraine (2004) demonstrate identical consistency and set of 

mechanisms (see table 2). Let us identify five main stages of active phase of “color revolutions”. 

 

                                                           
128

 Theses of the presentation of the professor of the Department of Russian politics, Faculty of political science of 

the Lomonosov MSU A.V. Manoilo, roundtable discussion “Information security of the state in modern 

international relations”, 23 July 2014 (http://eurasian-defence.ru/node/31263) 
129

About the strategy of the USA information security 25.03.2015. The website of the Security Council of Russian 

Federation (http://www.scrf.gov.ru/news/865.html) 

http://eurasian-defence.ru/node/31263


 

69 

 

Table 2 

Comparative Analysis of the “Rose Revolution” in Georgia, 2003 and the Orange Revolution in 

Ukraine, 2004 

 

Parameter of 

Comparison 

“Rose Revolution” 

Georgia, 2003 

“Orange Revolution” 

Ukraine, 2004 

Reasons for the 
beginning of the 
revolution 

Winning in the parliament 
election of the pro-government 
bloc “For the new Georgia” on 2 
November 2003 (results were 
announced falsified). 

Winning of V.F. Yanukovich in 
the second tour of presidential 
election on 21 November 2004 
(results were announced falsified). 
 

Main participants 
of election 

Bloc “For the new Georgia” and 
“National movement” 

V. F. Yanukovich and V.A. 
Yushchenko 

Head of the state E. A. Shevarnadze L.D. Kuchma 

Leaders of the 
protest movement 

M. N. Saakashvili, Z.V. Zhvaniya 

 
V.A. Yushchenko, Y.V. 
Timoshenko 
 

Demands of the 
opposition 

Resignation of E. A. Shevarnadze 
Recognition of the presidential 
election results invalid and re-
election 

Organizations – 
future basis of 
protest movement 

Youth movement “Khmara” 
(established in April 2003) 

Youth movement “Pora!” 
(established in March 2004) 
Ukrainian military organization 
“Patriot of Ukraine” (established 
in 2004) 

Symbols Roses Orange color 

Result 
Resignation of E. A. Shevarnadze 
and winning of M. N. Saakashvili 
on the election in January 2004 

Winning of V.A. Yushchenko in 
the re-election on 26 December 
2004 

 

Sources: S.G Kara-Murza, “Orange Mine” / S.G. Kara-Murza, M.N. Murashkin, S.A. 

Telegin. – Moscow.: Publisher Algorithm, 2008; 

M.A. Bochanov, “Color Revolutions” as the Factor of Transformation of Foreign Policy Strategy 

of States on Post-Soviet  / M.A. Bochanov. – Orel, 2011 and others. 

 

First stage. Forming an organized protestant movement in the country, which later 

becomes the base of the future revolution. Such movements often form on the base of youth 

organizations, as people of this age are more vulnerable to the information-psychological impact. 

Second stage. Activation of the protest movement by means of the incident found wide 

public response in the country. The incident can be any event, which attracted public attention 

and became the subject of discussion, and provoked spontaneous forms of public behavior. Such 

event usually initiated intentionally. 
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Third stage. Involvement of large number of people in mass movements by means of the 

IPI through social networks and mass media, the main purpose of which is the creation of 

anxiety among citizens, that makes them more vulnerable to panic reaction. 

Forth stage. Formation of a “political crowd”. The large territory, where large group of 

people can be placed, is chosen for this stage. During long rallies occurs the full merger of 

separate personalities into the one crowd which becomes easy to manipulate. For strengthening 

the effect and easy recognition the special symbols are introduced. In these conditions the IPI is 

used for introduction of new values. Maintenance of sustainable existence of the crowd is created 

by its material support. 

Fifth stage. Making demands to the power on behalf of the “political crowd”. They are 

often ultimatums. In case of refusal of the government the “color revolution” can develop into 

mass riots or even civil war. 

It is obvious that the beginning of the Ukrainian crisis can be considered as another 

“color revolution”. Certainly, we have to bear in mind that there was serious socio-political 

background or the revolution. However, the IPI made protests mass, well-organized, aggressive 

and special political orientation. In the table 3 examples of the development of each stage are 

presented. 

Scenario of “color revolutions” in Ukraine threatens Russian national security, as under 

certain conditions the same events can occur in Russia. Moreover, the same methods of the 

information impact can be used in China, Kazakhstan and other countries. So, this causes 

exclusive promptness, importance and relevance of researches of this methods, results and 

consequences of the use of the information-psychological impact in Ukraine. 

High-profiled west professionals in the sphere of information-telecommunication 

networks have been acting in Ukraine from the middle of 80-s until now.  Their purpose is the 

maintenance of anti-Russian mood. Such tasks were set not only in Z. Bzhezinsky works, RAND 

reports, but also in official document of the USA (see chapter 1). So we have to bear in mind that 

not only one generation of people has grown up in Ukraine under influence of information 

campaign. They do not even suspect it. In particular, school textbooks for secondary school were 

used for this goal. They were a result of seriously planned and properly financed work, which 

cannot be implemented only for Ukrainian money. (for example, see the History of Ukraine 

Textbook for 11 year: O.K. Strukevich, I.M. Romanyuk, C.I. Drovozyuk. ”Istoriya Ukraini 11 

klas” – Kiev: Gramota, 2011). 

Ukraine was subjected and is still subjecting to the IPI on several general directions: 

military-political, culture-psychological, criminal and terrorist. It was concealed interference in 

internal affairs and infringement of Ukrainian sovereignty of the USA and some European 

countries by means of information tools. 

Meanwhile, the most important direction of the information-psychological impact by the 

USA is Russia. However, during the preparation and organization of the Ukrainian crisis huge 

sums of money were spent and are still being spent on the IT-impact on other countries, 

including allies and partners of the USA. 
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Table 3  

Stages of Ukrainian “Color Revolution” 2013 – 2014 

 

“Color Revolution” Stage Example 

1. Forming a protestant 

movement in the country  

 
Radical nationalist political party all-Ukrainian association 
“Svoboda”; 
All-Ukrainian organization “Trizub im. Stepana Banderi”;  
Ukrainian nationalist military organization “Bratstvo”; 
Ukrainian military neo-Nazi right-radical organization “Patriot 
Ukraini” 
Informal right-extremist nationalist right-radical organization 
“Praviy sector”;   
Student organization “Bat`kivshchina moloda”; 
Voluntary social organization (group) “Samooborona Maidana” 
etc. 

2. Incident found wide 

public response 

 
Cabinet of ministers of Ukraine decided to suspend the process 
of preparation to signing a political association and free trade 
agreement between Ukraine and the European Union 

3. Involvement of large 

number of people 

 
Wide coverage of the incident in mass-media, criticism in social 
networks 

4. Formation of a “political 

crowd” 

 
Calls of opposition leaders to mass protests on Maidan, including 
usage of all mass-media; 
use of banderist symbols for identification; 
Creating conditions for existence and functioning of the crowd 
(material support, hot drinks, food etc.)  

5. Demands of the 

“political crowd” 

 
Earliest signature of the agreement with the European Union; 
Change of power and political system in the country “for 
performing effective reforms within the framework of the 
agreement with the EU and on the basis of European values”. 

 

 We remind, “The Joint Pub “Information operations” of the US Ministry of Defense 

(1998) defines the Information warfare as “complex information operations conducted during 

time of crisis or conflict to achieve or promote specific objectives over a specific adversary or 

adversaries”.
130

 This formulation complies with actions of the USA during the Ukrainian crisis. 

The concept of the information warfare is used, it implies interception and decryption of 

information streams (radio electronic intelligence); unauthorized access to information sources 

(“hacker” warfare); formation and mass distribution in social networks of the adversary or global 

networks of information interaction of disinformation for the impact of the public and the 

government (information-psychological warfare); economical information impact. Different 

methods are used dependent on the objective and the situation. 
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 Despite of the fact, that issues of the use of IT in conflicts and use of international law to 

destabilizing actions of states in information space have already been output into international 

scope in frameworks of the UN Resolution, sponsored by Russia (Developments in the field of 

information and telecommunications in the context of international security), now there is no 

responsibility for such actions. 

 On the other hand, Ukraine applies methods of information impact on Russia: attempts of 

radio electronic impact and intelligence, “hacker” and information-psychological impact (classic 

propaganda, stop of broadcasting of Russian media, ban on showing Russian and soviet feature 

films, refusal to accredit Russian journalists and other tools). So, in materials of the Ukrainian 

Centre of Russian researches as one of “the methods of the war with Russia” is proposed the 

strengthening of information warfare tools. The target audience, chosen as the object of such 

tools, surprises its scales: “Ukraine (ATO zone, Crimea); Ukraine (other part of Ukraine); Russia 

(Moscow, Saint Petersburg, different regions); the World (Europe, the USA, CIS countries, and 

other countries)”.
131

 For maintenance of this war in February 2015 recruitment of volunteers in so 

called “information troops” was announced.  

 Certainly, Russia has to address such information threats. Moscow conducts large 

information-psychological campaign, aimed at domestic audience, Ukraine and other countries. 

Such activities are successful, at first in its impact on Russian public and population of southeast 

Ukraine. But, at the same time, there were discovered serious weaknesses, the consideration of 

which is the topic of another research. 

 In the connection with the fact that “color revolutions” are communicative acts, the main 

tools of them are mass-media. So, it is expediently to examine results of the usage of methods of 

the IPI in the period of the Ukrainian crisis on the basis of the content-analysis of mass-media of 

different interested countries. 

 

Substantial Content Analysis of Ukraine, Russia, the USA, United Kingdom and 

Kazakhstan Mass-Media in the Ukrainian Crisis 

 

 Content analysis method – the method of detection how often the certain characteristics, 

interesting for researcher appear. It allows making conclusions regarding intentions of the 

creator of this text and/or possible reaction of the addressee.
132

 

 Substantial content analysis – the analysis, the main goal of which is to study messages, 

topics, words etc., pointing the attention of the researcher on the substance of the text.
133

 

 This method allows researchers to make important conclusions and scientifically verify 

hypotheses concerning the effectiveness of the use of the IPI methods. 

For conduction of the content analysis of covering the initial stages of the Ukrainian crisis were 

chosen following mass media: 

 

 Ukrainian, as the main subject of the crisis (Media: “UKRINFORM”: 388 articles and 

“Ukrainskaya Pravda”: 550 articles); 

 Russian, as the state for which the crisis is the threat for national security (“Rossiyskaya 

Gazeta”: 483 articles and “Kommersant”: 446 articles); 

                                                           
131

 Центр исследований России (http://www.slideshare.net/DenisBohush/infowar-russia-against-ukraine-

2014?next_slideshow=2)  
132

Based on: L.N. Fedorova Content analysis – sociological method of the study of means of mass communication / 

L.N. Fedorova – Moscow: Institute of sociology Russian Academy of Science, 2001. 
133

Based on: Mangeim, G. B. Political Science, Methods of research: translation from English. / G. Mangeim, R.K. 

Rich. – Moscow.: Publisher “Ves` mir”, 1997. 

http://www.slideshare.net/DenisBohush/infowar-russia-against-ukraine-2014?next_slideshow=2
http://www.slideshare.net/DenisBohush/infowar-russia-against-ukraine-2014?next_slideshow=2
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 The USA as the state, interested in its influence on the post-soviet area (“CNN”:229 

articles and “The New York Times”: 139 articles); 

 The United Kingdom, as the main ally of the USA in Europe and one of the leaders of the 

European Union, association with the EU was the main slogan of the protest movement 

on the Maidan during the escalation of the Ukrainian crisis (“BBS”: 248 articles and 

“The Times”: 130 articles); 

 Kazakhstan – the ally of Russia and the state for which such methods may also pose the 

threat in the future (“Kazakhstanskaya Pravda”: 47 articles and “Tengri news”: 89 

articles). 

 

Total number of articles analyzed: 2749 articles. 

 The list of interested countries and their media can be widened. This example of the use of 

this scientific method can become the basis for the assessment of effectiveness of the IPI and for 

the further researches. 

For the conduction of the content analysis was chosen the period from the August 2013 to 

September 2014, covering events in Ukraine, starting from the preparation of the revolution to 

the transition of the crisis to critical phase and characterized by intensified stream of publications 

in the world media.
134

 

 Unit of the analysis – the element of the text which is the subject to counting (terms, 

topics, situations, events). In this case the unit of analysis is the topic of the Ukrainian crisis and 

the role of Russia in it. 

 Unit of counting – quantitative characteristic of the relation between categories of the 

analysis or unit of the analysis to categories. The unit of counting matches with the unit of the 

analysis in this case. 

 The periodicity of the media edition, geography of spread and the scale of audience define 

choose of sources of the information. In every country two media editions (pro-governmental 

and non-governmental) were analyzed for more objective assessment. In the process of the 

analysis articles, concerning the Ukrainian crisis and the role of Russia in it, were ranged on the 

basis of modality (neutral, positive, negative).
 135

 Categories and elements of the substantial 

content analysis are presented in tables 4 and 5. 

 During the pilot analysis
136

  were discovered types of key mentioning concerning several 

topics: Russia-Ukraine bilateral relations; Role of Russia in Ukraine-EU association;  Role of 

Russia in Ukrainian crisis escalation; Russia – Ukraine gas negotiations; Sanctions imposed on 

Russia; The Crimea joining by Russia; Role of Russia in hostilities in South-East Ukraine; Non-

participation of Russia  in the crash of the Boeing-777 (“Malaysian Airlines”) in area of 

hostilities on the Eats of Ukraine on 17 July 2014. 

 Maximum number of publications (in frameworks of scale of articles set in chosen 

sources) on the topic of Ukrainian crisis were found in Ukrainian media – 938 articles, that is 

logically. Russia is on the second place – 929 articles. The USA is on the third place – 378 

articles on Ukrainian issue, a bit less publications there are in British media – 368 articles. On the 

last place is Kazakhstan – only 136 articles in media, chosen for analysis. 

                                                           
134

The substantial content analysis of mass media of Ukraine, Russia, the USA, the United Kingdom and 

Kazakhstan was conducted during the educational process in the Institute of International Relations of NRNU 

MEPhI, speciality “International relations”, graduation work of Peresypkina O.V., under the guidance of 

Romashkina N.P., candidate of political science from the September 2014 to January 2015.  
135

Modality – the category, marking the attitude of the speaker to the content of statement (to activity.  

Ranging – the way of the assessment of variable, when the place in the sequence of values is attributed to its value,  

it is identified by order scale.  
136

Pilot analysis – probe analysis, aimed at the check of reliability of methods of the main study. 
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Table 4 

Categories of the Content Analysis of the Media of Ukraine, Russia, the USA, United Kingdom and Kazakhstan 

 
                State 

 

Category 

Ukraine Russian Federation The USA United Kingdom Kazakhstan 

Type of messages Article 

Size of messages 1000 – 2000 symbols 

Frequency of the 

appearance of 

messages 

Daily papers 

Territory of 

distribution 
Ukrainian territory Russian territory 

The USA, Canada, Australia, Asia, 

Europe territory  

Kazakhstan 

territory 

Period of time 

 

August 2013 – September 2014 

 

Type of the 

messages producer 
UKRINFORM 

Ukrainskaya 

Pravda 

Rossiyskaya 

Gazeta  
Kommersant CNN 

The 

New 

York 

Times 

BBC The Times 

Kazakhst

anskaya 

Pravda 

Tengri 

news 

Number of articles 

analyzed 
550 388 483 446 229 139 248 130 47 89 

 

Source: N.P. Romashkina, O.V. Peresypkina,  Information-Psychological Impact during the Crisis in Ukraine: Lessons for Russia. 

“Information Warfare”, № 1, 2016.  
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Modality of Articles about the Ukrainian Crisis 
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50  

(1,8; 6,1) 
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(0,7; 8,9) 
51  
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46  

(1,7; 17.2) 
168  

(6,1; 33,0) 
38  

(1,4; 15,8) 

U
K

R
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F
O

R
M

 Positive 6 10 0 4 16 0 0 0 

Neutral 20 10 12 10 17 7 15 13 

Negative 69 15 20 15 1 26 81 21 

Total number of articles 
95  

(3,5; 27,9) 
35  

(1,3; 23,9) 
32  

(1,2; 3,9) 
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K
o

m
m
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n
t Positive 10 5 8 9 3 9 1 1 

Neutral 23 9 113 39 19 26 39 12 

Negative 8 0 71 7 4 7 23 0 

Total number of articles 
41  

(1,5; 12,0) 
14  

(0,5; 9,5) 
192  

(7,0; 23,5) 
55  

(2,0; 27,4) 
26  
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13  

(0,5; 5,4) 
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Maximum numbers of articles on modality are typed on bold. Author remark  
138

Total amount of articles on the topic is the part from the overall number of articles, the part of the overall number of articles I represented in %. Aauthor remark 
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On the basis of the fact that Kazakhstan is one of the Russian key partners, it is logically 

to expect more active support of Russian foreign policy from Kazakhstan`s media (as from other 

Russian allies).  Its inadequate level should be a subject of intent political analysis of state organs 

and expert circles of Russian Federation. 

The substantial content analysis of Ukrainian media includes Internet articles of the pro-

governmental information agency “UKRINFORM” (established in 1918), average daily audience 

is 149 thousand people, and Ukrainian daily analytical journal “Ukrainskaya Pravda” (established 

in 2000) with average daily audience of 591 thousand people. 

 Statistics of number of visitors of these sources are presented in figures 1 and 2. They 

show that number of visitors and number of page views increases form the November 2013 (on 21 

November 2013 the mass protest action “Euromaidan” has started). 

 

 

Figure 1 

Statistics of Number of Visitors: Internet Source “Ukrainskaya Pravda” 

 

 
 

Sources: official website of periodical “Ukrainskaya Pravda” 

(http://www.pravda.com.ua/rus/); 

Website “Liveinternet” 

(http://www.liveinternet.ru/stat/ukrpravda/index.html?period=month;graph=table)  
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Figure 2 

Statistics of Number of Visitors: Internet Source “UKRINFORM” 

 

 
 

Sources: official website “UKRINFORM” (http://www.pravda.com.ua/rus/); 

Website “Liveinternet” 

(http://www.liveinternet.ru/stat/ukrinform.ua/index.html?period=month;graph=table)  

 

 Analysis of the number of articles about the role of Russia in Ukrainian crisis in 

Ukrainian media (presented in figure 3) allows making conclusion that change of the number of 

visitors of Internet source is proportionally to change of the number of articles. However, 

different graphs of variation of scales of information allow making a conclusion that they have 

no unified plan of information distribution. Tendencies of articles number change in both sources 

are connected with several key events: the decision of the Federation Council FA of Russian 

Federation to use armed forces on the Ukrainian territory. Referendum on the Crimea status, the 

Resolution of the Crimea Republic State Council “About the Independence of Crimea” and the 

decision of Russian Federation about formation of new subjects of Russia. However, extremums 

of the ”Ukrainskaya Pravda” graph are more visible, than of the “UKRINFORM”, it allows to 

make conclusion, what Ukrainian authorities wanted to accent and what to conceal. 

 

 

 

79 

91 

102 

114 

134 

132 

223 

434 

375 

417 

446 

571 

512 

401 

41 

48 

53 

59 

70 

73 

124 

221 

177 

196 

205 

217 

180 

163 

0 100 200 300 400 500 600 700 800 900

August 2013

September 2013

October 2013

November 2013

December 2013

January 2014

February 2014

March 2014

April 2014

May 2014

June 2014

July 2014

August 2014

September 2014

Number of views (thousands) Number of visitors (thousands)

http://www.pravda.com.ua/rus/
http://www.liveinternet.ru/stat/ukrinform.ua/index.html?period=month;graph=table


 

79 

 

Figure 3 

Number of Articles about the Role of Russia in Ukrainian Crisis in “Ukrainskaya Pravda” and 

“UKRINFORM” 

 

 

Sources: Official website of the Internet periodical “Ukrainskaya Pravda” 

(http://www.pravda.com.ua/rus/); 

Official website of the state information agency “UKRINFORM” (http://www.ukrinform.ua/rus/) 

 

Content analysis of Russian media was conducted among Internet-articles of the 

“Rossiyskaya Gazeta”, which is daily pro-governmental periodical and official media organ of 

the Russian government 
139

  (issued from 1990). Average daily audience is 490 thousand people. 

The second media was socio-political periodical “Kommersant” (established in 1991); average 

daily audience is 213 thousand people. 

 In diagrams of statistics of number of visitors of the periodical “Rossiyskaya Gazeta” and 

news website “Kommersant” from the August 2013 to September 2014 (see figures 4 and 5), two 

extremums can be marked March 2014 and August 2014. 
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 Official website of the periodical “Rossiyskaya Gazeta”: About the newspaper. (http://rg.ru/about/index.html). 
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Figure 4  

Statistics of Number of Visitors: Internet Source “Rossiyskaya Gazeta” 

 
 Sources: official website of the periodical “Rossiyskaya Gazeta” 

(http://rg.ru/about/index.html);  

Website Liveinternet 

(http://www.liveinternet.ru/stat/rg.ru/index.html?period=month;graph=table) 

Figure 5 

Statistics of Number of Visitors: Internet Source “Kommersant” 

 
  

Sources: Official website of the periodical “Kommersant” (http://www.kommersant.ru); 

Website Liveinternet  

(http://www.liveinternet.ru/stat/kommersant.ru/index.html?period=month;graph=table) 
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Figure 6 

Number of Articles concerning the Ukrainian Crisis in the Periodicals “Rossiyskaya Gazeta” 

and “Kommersant” 
 

 
 

Sources: Official website of the periodical “Rossiyskaya Gazeta”(http://www.rg.ru); 

Official website of the periodical “Kommersant” (http://www.kommersant.ru) 

 

During the content analysis of the USA media were researched Internet articles of daily 

international news service “CNN” (Cable News Network) (established in 1980), in which the 

main part of the information is formed on the basis of state releases and reports, average daily 

audience is 1.6 million people and daily American newspaper “The New York Times” (issued 

from 1851), daily average audience is 24 million people.
140

 

 It is significantly that until December 2013 the Ukrainian events were not covered by the 

most authoritative American mass media (see figure 7). Moreover, there were less visitors of 

“CNN’ in November, when the active phase of the Ukrainian crisis started, there were fewer 

visitors than even on previous and next months. The interest of “The New York Times” visitors 

decreased in December 2013. It witnesses that researched media do not strive to attract attention 

of their visitors to this topic. However, in March 2014 the number of “CNN” articles, covering 

the Ukrainian crisis and the role of Russia in it, are two times more than the number of such 

articles in Ukrainian media. We remark, that media of the state, which is situated far from the 

area of crisis, gave more attention to this events than media of Russia and Europe, which are 

neighbors of unstable territory of Ukraine. Bearing in mind, that the USA media have large area 

of coverage, we can imagine the consequences of its impact. 

 

                                                           
140

Statistics of the number of visitors of Internet sources Compete.com 

(https://siteanalytics.compete.com/nytimes.com/#.VGUFDL4kfh8) 
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Figure 7 

Number of “CNN”Articles (black graph) and “The New York Times” (gray graph), concerning 

the Ukrainian Crisis 

 
 

 
  

Sources: Official website “CNN” (http://edition.cnn.com); 

Official website “The New York Times” (http://www.nytimes.com) 

 

 In spite of dramatic increase of articles about Ukraine in both American media from 

February 2014, the attention of American visitors to them increased not so significant, as in 

Russia and in Ukraine. This shows the statistics of number of visitors (see figures 8 and 9). It is 

also important, that interest of the US citizens increased not in connection with the joining of 

Crimea in March 2014, but later – in August or September. Probably, only at that moment the 

Ukrainian issue was perceived in America. 
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Figure 8 

Statistics of Number of Visitors: Internet Source “CNN” 

 

 
 

Source: Statistics of the number of visitors of Internet sources Compete.com 

(https://siteanalytics.compete.com/edition.cnn.com/#.VGUDJr4kfh8) 
 

 

Figure 9 

Statistics of Number of Visitors: Internet Newspaper “The New York Times” 

 
  

Sources: Statistics of the number of visitors of Internet sources Compete.com 

(https://siteanalytics.compete.com/nytimes.com/#.VGUFDL4kfh8); 

Official Website “The New York Times” (http://www.nytimes.com) 
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 Results of effectiveness of the IPI may be assessed by data of social surveys. In 

accordance with data of social service Gallup, in 2014 was fixed the highest rate of negative 

attitude of Americans towards Russia for last 20 years (see figure 10). The same rate of negative 

attitude towards Russia took place in 1999, when hostilities in Yugoslavia and Chechnya were in 

process.
141

  

 

Figure 10 

Attitude of the US Citizens to Russia: 1994-2014 

 

 

 During the content analysis of the United Kingdom media were researched Internet-

articles of the daily news service “BBC” (British Broadcasting Corporation) (established in 

1939), the average daily audience is 7.9 million people and daily newspaper “The Times” (issued 

from 1785) with average daily audience 393 thousand people.
142

 

 Number of articles concerning the Ukrainian crisis for all period of study in the US and 

British media are approximately the same. Graphs of the change of articles number practically 

copy tendencies of American sources (see figure 11). But, the interest of British readers to the 

Ukrainian crisis, different from American, dramatically increased in March 2014 and continued 

to grow (see figure 12), despite the decrease of quantity of the information, concerning this 

topic.
143

  

 Ranged on modality articles of American and British sources concerning the Ukrainian 

crisis are presented in the table 6. 

 

 

 

                                                           
141

 Americans' Views of Russia, Putin Are Worst in Years, Sociologic Service Gallup  

(http://www.gallup.com/poll/167402/americans-views-russia-putin-worst-

years.aspx?utm_source=alert&utm_medium=email&utm_campaign=syndication&utm_content=morelink&utm_ter

m=Politics%20-%20USA) 
142

ABCs: National daily newspaper circulation (http://www.theguardian.com/media/table/2014/jul/11/abcs-national-

newspapers)  
143

Statistics of the number of visitors of Internet sources Compete.com 

(https://siteanalytics.compete.com/bbc.com/#.VGUWxb4kfh8) 

Official website of the BBC: about us (http://www.bbc.co.uk/historyofthebbc/great_moments/index.shtml) 

Official website of the “BBC” (http://www.bbc.co.uk) 

Official website of “The Times” (http://www.thetimes.co.uk) 

Positive Negative 

http://www.gallup.com/poll/167402/americans-views-russia-putin-worst-years.aspx?utm_source=alert&utm_medium=email&utm_campaign=syndication&utm_content=morelink&utm_term=Politics%20-%20USA
http://www.gallup.com/poll/167402/americans-views-russia-putin-worst-years.aspx?utm_source=alert&utm_medium=email&utm_campaign=syndication&utm_content=morelink&utm_term=Politics%20-%20USA
http://www.gallup.com/poll/167402/americans-views-russia-putin-worst-years.aspx?utm_source=alert&utm_medium=email&utm_campaign=syndication&utm_content=morelink&utm_term=Politics%20-%20USA
http://www.theguardian.com/media/table/2014/jul/11/abcs-national-newspapers
http://www.theguardian.com/media/table/2014/jul/11/abcs-national-newspapers
https://siteanalytics.compete.com/bbc.com/#.VGUWxb4kfh8
http://www.bbc.co.uk/historyofthebbc/great_moments/index.shtml
http://www.bbc.co.uk/
http://www.thetimes.co.uk/
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Figure 11  

Number of Articles in “BBC” and "The Times”, concerning the Ukrainian Crisis 

 

 
 

Sources: Official website of the “BBC” (http://www.bbc.co.uk); 

Official website of the Internet newspaper “The Times” (http://www.thetimes.co.uk) 

 

 

Figure 12  

Statistics of Number of Visitors: Internet Source “BBC” 

 

 Source: Statistics of the number of visitors of Internet sources Compete.com 

(https://siteanalytics.compete.com/bbc.com/#.VGUWxb4kfh8) 
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 Effectiveness of the IPI in Ukraine, the USA and the United Kingdom can also be 

assessed by results of social surveys, concerning the attitude of these states citizens towards 

Russia (results one of them are presented in the figure 13). The survey was conducted form the 17 

March to 5 June 2014, 48 643 people from 44 countries were asked. They were supposed to 

answer the question “What is your attitude towards Russia: positive or negative?” 

 In compliance with the surveys of Russian and Ukrainian analytic centers (May and 

September 2014), Russians and Ukrainians see bilateral relations between the countries as 

following: 

 In comparison with May 2014 the number of people supporting the closing of borders 

with Russia increased significantly (32% – May, 45% – September 2014); the 

situation in Russia has not changed sharply (28% – May, 26% – September 2014); 

 The number of those who support development of friendly and independent bilateral 

relations between the countries with open borders and without visas and customs in 

Russia increased by 8% (54% – May, 62% – September 2014), in Ukraine – 

decreased by 10% (54% – May, 44% – September 2014).
144

 

 

Figure 13 

Dynamics of the Attitude of Ukrainian, American and British Citizens in 2008-2014  

 

 

Source: Pew Research Center: Russia`s global image negative amid crisis in Ukraine 

(http://www.pewglobal.org/2014/07/09/russias-global-image-negative-amid-crisis-in-ukraine/) 

 

 Results of the substantial content analysis of the mass media of Kazakhstan occurred to 

be interesting. During it were researched Internet-periodicals “Kazakhstanskaya Pravda” 

(established in 1929) – daily all-national periodical, average daily audience is 11 thousand 

                                                           
144

 The report of Yuri Levada analytical center “Levada Center”: relations between Russia and Ukraine in period of 

the crisis in Ukraine 2013-2014 (http://www.levada.ru/eng/russia-ukraine-relations-light-ukraine-crisis)  
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people
145

, and “Tengri News” – relatively new (from 2008) daily socio-political periodical with 

the average daily audience of 60 thousand people.
146

 

Figure 14 

The Number of Articles, concerning the Ukrainian Crisis, in Periodicals “Tengri News” and 

“Kazakhstanskaya Pravda” 
 

 

 Sources: official website of the newspaper “Kazakhstanskaya Pravda” 

(http://www.kazpravda.kz);  

Official website of the periodical “Tengri news” (http://tengrinews.kz); 

Website Liveinternet 

(http://www.liveinternet.ru/stat/tengrinews.kz/index.html?period=month;graph=table) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                           
145

 Statistics of the number of visitors of Internet sources Liveinternet 

(http://counter.yadro.ru/values?site=kazpravda.kz)  
146

Official website Zero.kz: Statistics of the number of visitors of Internet sources  

(http://zero.kz/?c=11&sr=kz&pd=86400&p=1) 
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Figure 15 

Statistics of Number of Visitors: Internet Periodical “Kazakhstanskaya Pravda” 

 
Source: Website Liveinternet 

(http://www.liveinternet.ru/stat/kazpravda.kz/index.html?period=month;graph=table) 

 

 

Figure 16  

Statistics of Number of Visitors: Internet Periodical “Tengri News”

 
Source: Website Liveinternet 

(http://www.liveinternet.ru/stat/tengrinews.kz/index.html?period=month;graph=table) 
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 The following tendency is interesting: despite of the fact that the scale of information 

about the events in Ukraine in the “Kazakhstanskaya Pravda” increased in December 2013 (see 

figure 14), the interest of readers increased only in March, but not significantly. In the whole, the 

character of the changes in the graph is quite steady during the year (see figure 15). 

 Another tendency can be observed in the “Tengri News”: its authors increased the 

number of articles on the Ukrainian issue in December 2013 as a respond on the increase of the 

number of readers in November. Further we can mark the same tendencies of change of the 

amount of information about the Ukrainian crisis and the number of readers of the “Tengri 

News” (see figure 16). 

 Thus, dynamics of the amount of articles, views of pages and visitors in non-

governmental (“Tengri News”) and in pro-governmental (“Kazakhstanskaya Pravda”) varies 

sharply. Especially, the number of articles differs: there is no correlation between the graphs. 

 For the Kazakhstan the consequences of the usage of information-psychological impact 

methods are implicit. Firstly, the increase of negative attitude towards Russia among the part of 

population, vulnerable to information psychological impact, can be marked. 

 Furthermore, the escalating of bilateral relations between Kazakhstan and Ukraine can be 

marked. Thus, Kazakhstan became one of the first countries, who supported the idea of the 

Presidential re-election in Ukraine and sent its national observers for this election. Kazakhstan 

does not exceeded to sanctions imposed on Ukraine and the European Union in frameworks of 

the Customs Union. During the working visit of the President N. Nazarbayev in Ukraine in 

December 2014 the variant of resumption of cooperation between countries, activation of the 

cooperation in energetic, mechanical engineering, aviation building, aeronautics and deepening 

of the cooperation in military-technical sphere were discussed.
147

 Also agreements on supply of 

coal from Karaganda and Ekibastuz coal basins in Ukraine and on deepening of bilateral 

cooperation of Ukraine and Kazakhstan in frameworks of the WTO were reached. 

 

 General analysis of data about the modality of articles (table 5) shows that maximums 

of the number of articles of Ukrainian media are articles with negative modality; sometimes the 

number of negative articles is 3 times more than sum of positive and neutral. Ukrainian media 

tried to formulate negative image of the neighbor in all contexts, which contributed to realization 

of anti-Russian policy.  

 It is interesting, that Russian newspapers are not so critical to Ukraine: the number of 

articles with negative modality has the same level as positive articles. Besides, surprising was the 

conclusion that maximum number of articles on all chosen topic were neutral in the period. Only 

Russia showed such result in the content analysis. On the second place is Kazakhstan. 

 On this stage, the USA and the United Kingdom active condemned Russia for the 

escalation of the Ukrainian crisis: the number of articles on this issue was more than the amount 

of similar articles of Ukrainian media. The number of American articles exceeded the number of 

Ukrainian articles 1.5 times. We remind, that territory of distribution of the American media is 

the largest and it witnesses the effectiveness of their intentions to highlight the negative role of 

Russia in Ukrainian crisis while covering the events among all English-speaking audience. 

Meanwhile the topic of bilateral relations between Russia and Ukraine was not interesting for 

them or was intentionally ignored; about this witnesses the absence of articles on this topic. 

 It is interesting to mark that non-governmental media of Kazakhstan (“Tengri News”) 

spoke out negative about the role of Russia in the escalation of the crisis, but the number of 

negative articles on this topic was less than in pro-governmental media (“Kazakhstanskaya 

Pravda”). Positive and negative articles on other topic are almost absent. 

                                                           
147

Official website of the President of Kazakhstan (http://www.akorda.kz/ru/page/page_218776_vstrecha-s-premer-

ministrom-ukrainy-arseniem-yatsenyukom#page)  

http://www.akorda.kz/ru/page/page_218776_vstrecha-s-premer-ministrom-ukrainy-arseniem-yatsenyukom#page
http://www.akorda.kz/ru/page/page_218776_vstrecha-s-premer-ministrom-ukrainy-arseniem-yatsenyukom#page
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 Articles on the role of Russia in EU-Ukraine association interested Ukraine itself and the 

United Kingdom, as the member of the EU. Ukraine considered the role of Russia as negative, 

while the United Kingdom had neutral position. Neutrality was demonstrated media of Russia, 

the USA and Kazakhstan. 

 As concerns sanctions against Russia, the most active were Ukrainian and British media. 

Ukrainian media highlighted the importance and necessity of imposing sanctions, while the 

modality of mentions was neutral in the United Kingdom. 

 The topic of the joining of the Crimea Republic to Russia was fully reflected in articles of 

Ukrainian media (79 articles), Russian (67 articles) and the United Kingdom (61 articles). 

Analysis showed that In Russian newspapers the maximum amount of articles on this topic was 

neutral. Ukrainian and British media covered the events negative. The USA media dedicated 55 

articles to this issue, 30 of them are negative and the Kazakhstani media – 6 neutral articles. 

 The largest number of articles with negative content in the Ukrainian media was articles 

on the topic of the role of Russia in hostilities in southeast Ukraine: 217 negative ones out of 264 

articles. In “Ukrainskaya Pravda and “UKRINFORM”. Russia also paid great attention to this 

conflict: 137 articles in both media, 87 out of them are neutral. The USA media published 50 

articles on this topic, the United Kingdom – 46; the main part of them blames Russia of 

unleashing hostilities. 

 Crash of the Boeing 777 of “Malaysian Airlines” (Amsterdam – Kuala Lumpur) in the 

area of hostilities on the east of Ukraine on 17 July 2014, as a result of it 298 died, was key event 

for relations between Russia and Europe. Its covering in many world media influenced at the 

perception of million people, became a catalyzer of many negative for Russia and Europe 

processes. During the content analysis was researched how regional media interpreted the issue 

of the non-participation of Russia in this incident. Until September 2014, 70 articles of the 

“Ukrainskaya Pravda” and “UKRINFORM” covered this topic, which is 20% less, than the 

number of publications about sanctions and the role of Russia in escalation of the Ukrainian 

crisis and 10% less than the number of publications on the Crimea joining. There is no articles 

among them which confirms non-participation of Russia in this incident, 55 publications are 

extremely negative. It is interesting to remark, that “CNN” and “The New York Times” 

dedicated 61 articles to this topic, which exceeds the number of publications on other topics; 

however, it is 2.5 times less than the number of articles, dedicated to the role of Russia in the 

escalation of Ukrainian crisis. The Kazakhstani media covered the tragedy more, than other 

topics.  

 Thus, the content analysis allowed highlighting topics on the Ukrainian issue, which were 

accented most in media of countries chosen in the period from August 2013 to September 2014. 

For both newspapers of Ukraine it is extremely negative covering of issues of the role of Russia 

in the hostilities in southeast Ukraine. “Kommersant” and “Rossiyskaya Gazeta” paid the largest 

attention to the topic of the escalation of Ukrainian crisis. Both American sources maximally 

covered for their audience issues of the role of Russia in the escalation of the Ukrainian conflict 

and the crash of Malaysian Boeing. The same situation is in Kazakhstani newspapers, but the 

total member of their articles is much more less, than American articles. “CNN” dedicated 

relatively many articles to the topic of the Crimea joining. It is significant that the British press 

paid to the topic of the crash of the Malaysian Boeing, in which 210 citizens of the EU (192 

Netherlands citizens, 10 British, 4 Belgians and 4 Germans) died, less attention, than the topic of 

the role of Russia in the escalation of the Ukrainian crisis. 

Some example of the practical use of the IPI methods in Ukraine in the period of crisis, 

supplementing the data of the table 1 with its theoretical description, are presented in the table 6. 

Thus, the information psychological operation in Ukraine includes the sophisticated set 

of negotiated and coordinated by purposes, place and time operation of strategic character, which 

were conducted not only in the period of the transition of the crisis into active combating phase, 
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but also in conditions of escalation. Thus, the dynamics of information confrontation reflected 

events of real politics: transition of Maidan into “lethal: phase on 19-20 February 2014 and 

further violent overthrow of the president V.F. Yanukovich; appeal of the president V.V. Putin 

for the sanction of the Federation Council for use of military forces of Russia in Ukraine on 28 

February 2014; stages of the process of the Crimea joining to Russia in March; proliferation of 

violent actions in Novorossiya and start of armed suppression of the opposition by Ukrainian 

troops in April, violation of the first truce in July and the counterattack of militia of South-East 

in the end of August, Minsk Agreements 5-19 September 2014 and further events. Specified 

political reality created hard “pallet” of social perception of events. On this perception was 

overlaid the information-psychological campaign, which sharpened relation between Russia, 

Ukraine and the West, it transformed the local crisis into military-political and economic 

confrontation of global significance. 

Events in Ukraine does not enable to claim that purposes of this global operation - 

achievement of sustainable result in formation of social attitude in compliance with the author 

plans, creation of mechanisms which could create planned (expected by the author of the impact) 

reaction in mass social subconscious; stimulation of necessary processes; direction of social 

behavior and overthrow of the government and submission of the will of government – achieved 

today. 
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Table 6  

Examples of the Usage of the IPI Methods in the Ukrainian Crisis in 2013 - 2014 

 

Group of methods Method Example of the usage of the method 

Translation of 

deformed images 

Distortion of amounts 

Visible underestimation of the number of Ukrainian refugees (only 5 articles in 

“Ukrainskaya Pravda” in June 2013).  

Overestimate of the Euromaidan participants: “Ukrainskaya pravda” of 24 November 

2013: 150 thousand of people, which is more, than data, provided by European and 

Russian media. 

Overestimate of casualties among Ukrainian militants in the “ATO zone”. 

Simplification of the topic 

“We are deeply concerned about the plans of Russia to perform major military exercises 

near to the Ukrainian border this week. Such a maneuvers are provocative and lead only 

to the escalation of the situation”, – marked Psaki.148 

Official Statement of the Russian Defense Ministry: maneuvers have taken place on 

Ashuluk polygon (Astrakhan region) 1000 kilometers form the Ukraine border.149 

Introduction of deformed 

information 

Heavily armed men have taken over two airports in the southern Ukrainian region of 

Crimea in what the country’s Interior Minister described as a Russian “military invasion 

and occupation”.150  

 

Change of cause-effect / timing/ 

spatial connections  

 

“The Times”: “Decision of the Russian Federation Council (about use of Russian armed 

forces on the territory of Ukraine) is de-facto the joining of Crimea.”151 

                                                           
148

Official website “UKRINFORM” (http://www.ukrinform.ua/rus/news/provokatsionnie_manevri_rossii_obespokoili_ssha_1655017) 
149

Official website of the Russian Ministry of defense (http://www.ntv.ru/novosti/1186676) 
150

 “The Times” (http://www.thetimes.co.uk/tto/news/world/europe/article4018940.ece) 
151

“The Times” (http://www.thesundaytimes.co.uk/sto/news/ireland/article1382221.ece)  

http://www.ukrinform.ua/rus/news/provokatsionnie_manevri_rossii_obespokoili_ssha_1655017
http://www.ntv.ru/novosti/1186676
http://www.thetimes.co.uk/tto/news/world/europe/article4018940.ece
http://www.thesundaytimes.co.uk/sto/news/ireland/article1382221.ece
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Simulation misinformation 

“Russian Minister of Foreign Affairs Sergey Lavrov today on quadrilateral negotiations 

stated that he does not support the idea of “impenetrability of state boundaries”. “We did 

not agree about it”, - he stated. In other words, Russian mercenaries, military equipment, 

and arms from Russia will continue to be supplied to Ukraine”.152 

Use of reference 

groups 

Identification with the 

reference group 

Students of Kiev, Lviv and Ivano-Frankovsk universities called their colleagues in other 

towns to join the strike for the integration with Europe.153 

Method of the reference to the 

authority 

“Official representative of Pentagon John Kirbey announced that Russia concentrated on 

the border more than 10 thousand troops and now they are nearer, than in the spring”.154 

Comparison and 

contrast 

Comparison  
Numerous examples of comparison of Russian officials with personalities, who have 

negative image in public mind, in Ukrainian media, the USA and European media. 

Contrast 

 Use of visual range for formation of positive attitude to Euromaidan (happy faces of 

people of different ages in the background of the EU flag) and negative towards current 

government (photos of aggressive representatives of Ukrainian police) in mass-media of 

Ukraine, the USA, Europe.  

                                                           
152

“UKRINFORM” (http://www.ukrinform.ua/rus/news/utratim_illyuzii_1658540) 
153

“Ukrainskaya Pravda” (http://www.pravda.com.ua/rus/photo-video/2013/11/27/7003221/) 
154

“UKRINFORM” (http://www.ukrinform.ua/rus/news/rossiyskaya_armiya_priblizilas_k_ukraine___pentagon_1653487) 

http://www.ukrinform.ua/rus/news/utratim_illyuzii_1658540
http://www.pravda.com.ua/rus/photo-video/2013/11/27/7003221/
http://www.ukrinform.ua/rus/news/rossiyskaya_armiya_priblizilas_k_ukraine___pentagon_1653487
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Reframing of 

information 

Transfer of inferences and 

derivations  

1. The displacement of accent of Maidan participants from the issue of Ukraine euro 

integration to claims to change the government before starting a military phase of crisis 

with usage of all Ukrainian mass-media. 

2. “CNN”: Moscow doesn't want or intend to wade into any "large-scale conflicts," Putin 

insisted at a youth forum “Seliger-2014”.  “We must always be ready to repel any 

aggression against Russia and (potential enemies) should be aware ... it is better not to 

come against Russia as regards a possible armed conflict.”– warned the President.  That 

was President Vladimir Putin's message on Friday, the same day a British government 

source claimed that Russian troops had significantly ratcheted up their military incursion 

into Ukraine.155 

Forming predestinations 

“CNN”: “Russia is preparing the transfer of more powerful weaponry into Ukraine, and it 

could happen at any time”, a Pentagon spokesman said, citing the latest U.S. intelligence. 
“The transfer could be “imminent,” the spokesman, Col. Steve Warren, told reporters. It's 

believed the weaponry will be driven into Ukraine "potentially today," he said, but it is 

not clear if Russian troops will be involved.”156 

Non-violent 

conviction 

Official announcements 
Official statement of ex-prime-minister of Ukraine, Y.V. Timoshenko of 30 November 

2013 with appeal to “oppose dictatorship and violence of V. Yanukovich”.157 

Public meetings 

Mass action “Euromaidan”, lasted several months in the center of Kiev. Arrangement of 

people`s veche on the Square of Independence in Kiev on the 1 December 2013158. 

Torchlight processions in Kiev on 01 January 2014, 29 April 2013, 01 January 2015159 
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Chapter 5  

National and International Activity of Russia  

in Information Security Protection Process 

 
 

Information Security Protection System of the Russian Federation 
 

 

The term «information security» (InfoSec) emerged in the Russian regulatory framework 

as an independent component of the concept of safety in the Federal Law on security of 1992: 

«The Russian Federation Security Council considers the matters of internal and foreign policy in 

the field of security enforcement, strategic problems of the national, economic, social, defensive, 

information, ecological and the other forms of security, health care, forecasting effort,  

prevention of emergency situations and overcoming their consequences, ensuring stability and 

public order…» (Art 13). 
160

 

In the Federal Law «About participation in the international information exchange» of 

1996 (lost validity in 2006) information security was defined as «the condition of security of the 

information environment of society providing its formation, use and development for the benefit 

of citizens, the organizations and the state».
161

  

This definition was elaborated in the Information security Doctrine of the Russian 

Federation
162

, adoption of which in the year 2000 became a significant result of one of the first 

stages of formation of the legal and regulatory organizational structure of the InfoSec security 

related system. The Doctrine played a pivotal role in the development of the Concept of the 

national security of Russia.  

Pursuant to the National State Standard of the Russian Federation GOST 13335-1 of the 

year 2006, information security comprises all the aspects connected with the determination, 

attainment and maintenance of confidentiality, integrity, accessibility, non-repudiation, 

accountability and authenticity of information or information-processing equipment.
163

 

Variations of definitions of the InfoSec were based on the British standard BS 7799 (ISO 

17799) «Information Technology Security» in the year 1995: information security is the security 

of resources of the information system from the factors, posing a threat to confidentiality, 

integrity and accessibility of information.  

Nowadays in Russia there are more than 50 acts, which operate hand in glove with the 

ensuring of InfoSec, and also a set of regulatory legal acts of the President and the Government 

of the Russian Federation (refer to Annex D).  

Russia is one of the host-countries of the annual international mini-symposium «Modern 

cryptography tendencies» for support of the scientific researches in the field of theoretical and 

practical cryptography. In the year 2011 Russia commenced the international forum on cyber 

security aimed at developing the rules of conduct in cyber space. In 2012 within the framework 

of establishment of Computer Security Incident Response Team(CSIRT) aimed at consolidation 

of efforts of all the ministries and departments of the Russian Federation in order to effectively 

resist computer attacks and dangerous and destructive impacts, the Cyber Security and Incident 
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Response Team for the governmental networks of the Russian Federation (gov-cert.ru) was 

established.  It is in charge of collaboration with Computer Emergency Response Teams (CERT) 

of other countries and organizations.
164

 

The document «Basic principles of a state policy in the field of international information 

security for the period till 2020», adopted in 2013, provides a definition of international 

information security (IIS): such condition of the global information space in which all the 

possibilities of the violation of the rights of individuals, society and state in the sphere of 

information and destructive illegal impacts on the elements of the National Critical Information 

Infrastructure are excluded.
165

  

«The whole world observes an avalanche-like growth of threats in the information 

environment and Russia turned out to be among the first states, concerned about searching for 

solutions in the field of international information security». This problem is unlikely to be 

resolved only in the national format even by the leading world powers. It is necessary to create a 

complex system of international information security. Russia is «striving to establish bilateral 

and multilateral relations, fostering the ensuring of safety in the information environment».
166

  

The system of international information security is a set of the international and 

national institutes urged to regulate activity of various subjects of global information space.
167

 It 

is essential to resist threats to strategic stability and ensuring full-fledged strategic partnership in 

global information space.  

The danger of interference in the domestic affairs of a sovereign state by means of the IT, 

violation of the social stability and incitement of ethnic hatred were added to the triad of threats, 

connected, firstly, with the application of information weapons for politico-military purposes to 

carry out acts of hostility, secondly, for terrorist purposes which includes rendering destructive 

impact on elements of critical information infrastructure and, thirdly, for committing crimes also 

connected with the illegal access to the computer information and the creation, application and 

distribution of the hostile program «Basis». As a matter of fact it was a reaction of Russia to the 

«color revolutions» and the events of the «Arab spring», when social networks and blogs were 

actively used for creation and coordination of the rebel movement. 

Pursuant to the «Basic principles of a state policy of the Russian Federation in the field of 

international information security for the period till 2020», Russia sets a goal to foster the 

establishment of a legal regime, aimed at creating the conditions for the formation of the 

effective information system of international security. To attain this ends it is essential to create a 

framework, which will lower the risk of using IT to carry out acts of hostility aimed at 

discrediting sovereignty, violating territorial integrity of states and posing a threat to the 

international peace, security and strategic stability. It is stated in the The Foreign Policy Concept 

of The Russian Federation that Russia will strive for the development of the rules of conduct 

during maintenance of the international information security under the aegis of the UN. 

Since 10 January 2014 the project of The Cyber Security Strategy Concept of the Russian 

Federation
168

 has been opened for discussion. This project illustrates the basic structure of the 

organizational efforts, although it is not still adopted due to the rapid growth and transformations 

of threats in this field. 

The growing threat of use of the information and communication technologies for illegal 

purposes together with the violation of the principles of International Law is permanently 
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emphasized by The Ministry of Foreign Affairs of the Russian Federation.  In May 2015 the 

board session of The MFA of the Russian Federation was held.  The topic of the session was 

«Grand challenges in the field of information technology and the objectives of the MFA on 

ensuring the international information security». The necessity of taking appropriate steps to 

counter modern global politico-military, terrorist and criminal threats in the field of information 

was widely debated. But the main priority of Russia is development of the universal rules of 

conduct, which would have prevented the efforts to carry outs acts of aggression, strengthened 

the principles of respect to a state sovereignty, non-interference in the internal affairs of other 

countries and to the fundamental human rights and freedoms. The relevancy of working at the 

primary platforms on advance of the Russian initiatives in the field of international information 

security (the UN and other international organizations) was also emphasized. Collaboration of 

the Russian Federation with such structures as CIS, SCO, CSTO, BRIC, was also a question of 

vital importance. Further strengthening of the partnership links between the countries who share 

the same approaches and position as Russia on the matters of ensuring the international 

information security. Moreover, the emphasis was put on the importance of development of 

bilateral cooperation with all the states, showing willingness to counter the attempts of 

militarization of the information environment, promote the development of international norms 

and principles, providing peaceful and stable use of global telecommunication networks. The 

session resulted in setting out specific measures also aimed at supporting the participation of the 

Russian Federation in BRIC and CIS summits in June 2015 and in the succession of crucial 

forums in other countries concerning the questions of IIS. 

 

 

Problems of International Cooperation in Information Security 

 

 

Development and distribution of information operations, militarization of information 

technologies and the growth of uncontrollability in the field of IT exert destructive influence on 

the whole system of international relations and agreements. Especially it jeopardizes the security 

of the countries, in which information telecommunication systems, automatic system of state and 

military control, control over enterprises and infrastructures are developing rapidly. Moreover 

the training systems for the top-qualification personnel on the matters of ensuring information 

security on technical and adjudicatory levels are also progressing.  

The legal coverage forms as long as the development of technologies causes social 

relations change, which requires additional regulation.  More and more technical norms and 

terms appear gradually in the modern information legislation, not only Russian, but also foreign.  

It is generally an innovative process. 

Along with this, the boundaries of many terms still remain legally vague (the term of 

information warfare, information struggle, information confrontation, information weapon, 

information means of influence, their characteristics and classification) this leads to 

confrontations in the understanding of threats, which should be eliminated by different legal 

norms and institutes. That is why one of the primary objectives is the specification of a 

conceptual framework in the international documents and elaboration of generally accepted 

definitions in the field of information security to promote effective cooperation of the 

government agencies with social structures and business.  

National segments of information networks fall under the legal regime determined by 

national jurisdictions. Yet the problem of information security due to its prominent 

transboundary character may be solved far more effectively while negotiation, unification and 

internationalization.  
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Currently the creation of international regime of prohibition of the development, 

manufacturing and application of information weapon including mechanisms for countering 

information terrorism and crime together with the creation of an interstate system of monitoring 

of threats to the security of IT has become ever more crucial. Development of measures for 

strengthening the cooperation demand the sphere of non-criminal application of IT of 

transnational character: the wrong perception of influence in the conditions of absence of the 

generally accepted understanding of the international norms concerning the state use of IT can 

affect the decision-making in crisis situations. Such measures may be aimed at exchanging of 

information and advanced methods, taking actions to recover from accident, establishing 

credibility, lowering risks and amelioration of transparency and stability. 

The joint decision of Russian and the US Presidents to create a bilateral working group 

on questions of threats in the sphere of IT in the context of the international security which has 

been signed in June, 2013 at the summit of G8 has become an encouraging step in this direction. 

The group planned to meet on a regular basis, to carry out an assessment of the arising threats, to 

develop, offer and coordinate joint efforts on response to such threats and on confidence-

building. The first meeting which took place in November 2013 was very productive. But in the 

conditions of complication of relations with the USA this process has slowed down, and during 

2014 the group hasn't held any meetings. 

It is obvious that a priority is the development of regulatory and information and 

technological base for an exception of mutual suspicions in a case of cyber diversions against 

supervisory control and data acquisition systems of strategic forces and missile warning systems 

of the parties, and also against control systems of the NPP, space crafts, power and transport 

infrastructures, etc. It is also viable to develop cooperation methods in battle against cyber-crime 

in the bank and financial organizations, systems and communications. 

Perhaps subsequently the way to mutual renunciation from the most destabilizing means 

of information war – by analogy with the treaties on arms reduction will be discovered. On this 

basis it is possible to give a multilateral character to such documents, to turn them into norms 

and mechanisms of global management in the sphere of information security. 

However specific problems exist in the IT space. So, it is much more difficult to exercise 

control over the performance of similar arrangements. If in the field of control over the other 

types of arms it is possible to monitor missiles launches, change of radioactivity, consequences 

of development and application of toxicological and chemical compounds,  deployment  of 

elements of infrastructure, to carry out inspections, etc., then in the information environment 

similar methods aren't applicable. Such opportunities will probably open at a later stage with the 

development of science and technologies that is why it is essential to pay special attention to this 

matter at the state level. Besides, it is impossible to speak about prohibition of development of IT 

since they can and have to be used for the good of mankind therefore the international activity 

has to be aimed at counteracting their application only in the military, terrorist and criminal 

purposes. Another problem is connected with the fact that now it is almost impossible to prove 

violation of the similar regimes. Therefore the negotiation process has to be focused on the 

development of the international documents on rules of conduct and on restraint of the countries 

in application of IT, first of all, in the military sphere, and also about responsibility of the states 

for their violation. 

 

 

International Activity of Russia in IT Sphere 

 

   

Due to the fact that subversive activity with the use of IT becomes more complicated and 

dangerous, there is no state which is able to cope with these threats alone. 
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Russia became the initiator of the international discussion of problems of information 

security, prevention of its militarization, counteraction to terrorism in IT when in 1998 it have 

suggested the United States to sign the application at the presidential level concerning the 

maintenance of information security. The draft document provided joint definition of challenges 

and threats in this sphere, development of a conceptual framework, placing of a question of 

global information security at consideration of the UN, including disarmament aspects of a 

problem, and also a way to develop the international multilateral treaty on fight against 

information terrorism and crime. Discussion of the draft statement hasn't led to rapprochement of 

the parties, however in the most general view information security has been mentioned in the 

"Joint statement on the general challenges of safety at a turn of the 21st century" signed by the 

Presidents of Russia and the US in September, 1998.
169

 

At the same year to the UN Secretary General the special Message on a problem of the 

international information security of the Minister of Foreign Affairs of the Russian Federation in 

which the need of prevention of emergence of the essentially new information spheres of 

confrontation and unleashing of essentially new conflicts was emphasized. The specified 

initiative has received practical realization in the draft resolution «Achievements in the Sphere of 

information and telecommunications in the context of the international security» submitted by 

Russia for consideration of the First committee of the UNGA. The resolution 53/70 of the 

UNGA has been adopted without vote on December 4, 1998. 

Unlike the project submitted by Russia, in the final version of the resolution there were 

no direct references to the use of information technologies in the military purposes, concrete 

definitions of the concepts of "information weapon" and "information war", a mention of need of 

development of the mode of prohibition of creation and use of the information weapon, and also 

the provision on comparability of influence of the information weapon and the WMD. According 

to the statements of the Russian representatives, the greatest counteraction to disarmament ideas 

and problems of prevention of an interstate antagonism in the information space was rendered by 

the USA. 

However after the adoption of this resolution the question of problems and results in the 

course of ensuring information security is on the agenda of the UN so far. The Russian 

Federation has been submitting the document with such name for consideration of the General 

Assembly for more than 10 years. 

The resolution 54/49 of the UNGA of December 1, 1999 «Developments in the field of 

information and telecommunications in the context of international security» has for the first 

time indicated the threats to the international information security applicable not only to civil, 

but also to the military sphere. 

The UN Secretary General’s report «Developments in the field of information and 

telecommunications in the context of international security» reflects «The principles concerning 

the international information security» offered by Russia, in which basic terms and 5 basic 

principles of activity of the states in the international information space are offered. 

According to the resolutions of the UNGA «Developments in the field of information and 

telecommunications in the context of international security» in 2004 the UN Group of 

Government Experts (GGE) on developments in the field of information and telecommunications 

in the context of international security was created. 

In 2010 the Russian presidency in the Group has come to an end with adoption of the 

report the formulations of which allowed paving the way for a subject discussion on international 

information security. 

In the 21st century many countries have repeatedly confirmed the need of implementation 

of the international cooperation in this sphere. Efforts are made within the framework of the 
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SCO, BRIC, the CIS, the Organization of American States, the APEC forum, the Regional forum 

of ASEAN, Economic community of the West African states, the African union, the EU, OSCE 

and the Council of Europe, and also in the form of bilateral cooperation. This activity has 

resulted in the discussion of the Convention of the UN on ensuring the international information 

security
170

 offered by Russia in 2011 and the other documents. 

The Convention offered by Russia is aimed at finding a solution of the problem of 

insufficiency of a conceptual framework and its discrepancy to the existing threats in the 

information sphere. The document assumed fixing at the international level of a number of 

concepts – information war, information security, the information weapon, terrorism in 

information space and the other terms which didn't become the categories of international law 

yet. Questions of preservation of sovereignty of the state over its information space, and also the 

provisions designed for the purpose of protection from «actions in information space for the 

purpose of blasting political, economic and social systems of other state, the psychological 

processing of the population destabilizing society» are accurately stated in the Russian draft 

convention. 
171

  

The Russian draft convention is a counterbalance of the so-called Budapest convention 

(Conventions of the Council of Europe on cyber-crime) which is considered by the western 

countries as the document of «global» character in the questions of cyber safety. Russia hasn't 

signed this document as it doesn't agree with the contents of some of its provisions, in particular, 

with article 32 about a «cross-border access» according to which intelligence agencies of some 

countries can hack into computer networks of other countries and perform operations without the 

knowledge of the national authorities. 

Disagreements between Russia and the Western countries led by the USA in the course of 

discussion of the document are connected with an assessment of information threats and need of 

development of obligatory international means of counteraction. The Russian side considers that 

it is necessary to provide all packages of measures, connected with possible illegal (hostile) use 

of information or IT. According to the United States, it is enough to be limited to questions of 

cyber threats. Thus, the American approach excludes information and psychological operations 

from the sphere of international legal regulation. The USA proves the position by the fact that 

placing these questions into a circle of problems of information security can be considered as a 

desire to put pressure upon «civil society», to threaten «freedom of speech» and «to strengthen 

authoritative tendencies». 

On December 2, 2014 during a meeting of the First committee of the 69th session of the 

United Nations General Assembly the consensus has adopted the next resolution sponsored by 

Russia «Developments in the sphere of information and telecommunications in the context of the 

international security»
172

 (Refer to Annex E), in which provisions of the resolution of last year 

on importance of respect of human rights and fundamental freedoms in the sphere of IT are kept. 

Every year more and more states become co-sponsors of this document. In 2014 more than 50 

countries have declared a desire to join it as co-sponsors. Co-sponsorship of the document 

originally gains global character, covering all the regions of the world. 

In 2014 the GGE was convened for the fourth time – earlier in 2004-2005, 2009-2010 

and 2012-2013. Representatives of Belarus, Brazil, Great Britain, Ghana, Germany, Egypt, 

Israel, India, Italy, Spain, Qatar, Kenya, China, Colombia, Malaysia, Mexico, Pakistan, the 

Republic of Korea, Russia, the USA, France, Estonia, South Africa, Japan, etc. took part in the 
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work of the group. The mandate of this GPE assumes further research of the existing and 

potential threats in the information sphere and joint efforts on their elimination, including norms, 

rules and the principles of responsible conduct of the states, confidence-building measures, 

questions of use of IT in the conflicts and how the international law is applied to use of IT by the 

states. Following the results of four meetings the Group is urged to formulate practical 

recommendations which have to become the overall result of the international compromise. 
173

 

In July, 2015 there was the third report of GGE
174

 which was submitted at the anniversary 

70th session of the United Nations General Assembly. The group «has studied the existing and 

potential threats generated by use of IT by the states and has analyzed measures for fight against 

them, including the development of norms, rules, the principles and confidence-building 

measures. Besides, the Group has considered a question of applicability of rules of international 

law to use of IT by the states. Based on the activity of the previous groups, the Group of current 

convocation has made a significant progress in these spheres».
175

  For the Russian members of 

the Group this report is revolutionary, however, American members consider it as a victory of 

the American diplomacy
176

. 

The report includes the following arrangements taking into account the positions of 20 

states (including the USA, China and the developing countries) on applicability of international 

law in the information sphere: 

 do not legalize and do not regulate the conflicts in the information space, and to 

prevent use of IT in the military-political purposes; 

 to refuse mutual allegations in cyber-attacks as it quite often occurs, without strong 

proofs,  

 to use IT only in peaceful purposes; 

 to declare illegal and harmful the activities for introduction of the beetles in IT 

production (for the first time) 

 do not carry out or admittedly support the activity in the IT sphere aimed at causing 

deliberate damage to crucial infrastructure or creation other obstacles in its use or 

functioning (at the same time the states have to take appropriate measures for 

protection of their crucial infrastructure against threats in the sphere of IT) 

 to confirm the sovereign right of the states to dispose of the information and 

communication infrastructure within their territorial borders and to define the policy 

in the IIS sphere. 

 

 The GGE's 4th convocation resulted in highly important point 12 on acceptance of the 

Group note of Rules of conduct of ensuring the international information security, offered by 

Kazakhstan, China, Kyrgyzstan, the Russian Federation, Tajikistan and Uzbekistan, presented on 

the United Nations General Assembly in January, 2015
177

 (the text of the Rules is in Annex F), 
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and also the developed recommendations about elimination of the existing and potential threats 

to an international peace and safety resulting from the use of IT by the states and non-state 

actors; on confidence-building;  capacity-building and application of rules of international law. 

The GGE's activity is planned to be continued in 2016 and its results are to be presented 

at the 72nd session of the UNGA in 2017. Adoption of the Convention on ensuring the 

international information security will still remain a global purpose. The development and 

acceptance of additional voluntary and optional norms of responsible behavior of the states in 

global IT will be a more short-term purpose. 

On the basis of reports of GGE it is possible to allocate the main threats to international 

information security at the present stage. 

1. Capacity-building for the field of IT by a number of states for the military purposes, 

investigations and political goals.  

2. Difficulties and uncertainty of identification of a source of incident in the field of IT 

and absence of the standardized understanding, which state measures are acceptable, 

this causes a risk of instability and invalid perception of a threat, emergence of a 

conflict and damages the economy. 

3. Attacks on crucial infrastructure facilities and the related information systems of the 

states with the use of IT. 

4. Use of IT in the terrorist purposes for recruitment of supporters, financing, training 

and instigation that can threaten an international peace and security. 

5.  Variety of malicious non-state actors (including criminal groups and terrorists), 

their various motives, transience of malicious attacks in the field of IT. 

6. Harmful tools and methodologies of criminals in the field of IT and hackers. 

7. The use of IT for an exchange, collecting, information transfer, the organization of 

subversive activities and propaganda. 

8. Introduction of malicious applications which can lead to undermining a trust to 

goods and services, and also to business in general. 

9. Different level of development of the potential of security in the field of IT between 

the states which can lead to an increase of vulnerability under the conditions of the 

interconnected world. 

Based on the past experience of the group it is possible to allocate the main questions 

concerning applicability of international law to the information environment on which active 

international discussion is conducted.  

 How the illegal use of IT within the modern system of international legal norms is 

interpreted? 

 Whether the illegal use of IT may be classified as aggression pursuant to the resolution 

3314 of the UNGA "Aggression definition" of 1974? 

 Whether a term «weapon» may be applied to IT? 

 What juridical facts of the illegal use of IT can be qualified as the use of armed forces 

(on sense of Art. 39 of the Charter of the UN) and generate the right for self-defense 

(on sense of Art. 51 of the Charter of the UN)? What are the ways to prevent abuses in 

this area? 

 Whether it is possible to consider national information infrastructure as a military 

facility against which «the traditional weapon» or IT can be used? 

 How to avoid abuses of the states when determining the subjects responsible for illegal 

use of IT? 

                                                                                                                                                                                           
Assembly, Session 69. Article 91 of the agenda.* Developments in the Field of Information and 
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(http://www.un.org/ga/search/view_doc.asp?symbol=A/69/723&Lang=R)  
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 Whether the use of IT for violation of social, political stability and public order in 

other states is illegal and is it possible to classify it as an intervention in internal affairs 

of the sovereign state (on sense of the Art. 2 (4) of the Charter of the UN)? 

 How to define responsibility of states for actions of the persons authorized by them for 

the purpose of illegal use of IT? 

 How to define a theater of war in information space? 

 How to estimate a communication between illegal use of IT and undermining the state 

sovereignty? 

 What international and national institutes and on the basis of what criteria are 

authorized to estimate the threats arising in connection with illegal use of IT against an 

international peace and safety and their consequences? 

 What is a possible solution to a problem of searching a balance between safety and 

freedom, the right for access to information and responsibility of the states for actions 

in information space? 

 The countries are concerned about the attempts to exercise control over global 

information space through the use of IT. At the same time a special importance is gained by a 

question of respect to human rights and fundamental freedoms in the information field. However 

their observance shouldn't be opposed to other major principles of international law – to non-

interference into internal affairs of the states and respect of national sovereignty. 

 On the basis of this material it is possible to allocate the main directions of the 

international activities for providing international information security:  

1. Establishment of national and global conditions for development, production and 

application of means of ensuring MIB 

2. Organization of international cooperation in the field of IT.  

3. Improvement of professional and organizational measures, training of experts and 

carrying out scientific researches in the field of information and cyber safety. 

4. Ensuring protection of IT against harmful influence and reduction of potential damage 

from attacks on systems. 

5. Protection of social safety and business in the field of IT. 

6. Fight against cyber-crime and information terrorism.  

7. Information security and means of its processing in armed forces for successful 

implementation of difficult scenarios at all levels of command. 

8. The international activity for conflict prevention in information environment as opposed 

to the approaches assuming their legitimization. In this regard it is expedient to expand 

the research mandate of GPE, having included in it the questions of use of IT in the 

conflicts and applicability of international law to actions of the states in information field. 

9. Development of further steps on confidence-building and other measures for decrease in 

risk of emergence of the wrong perception as a result of the disorganization or violations 

connected with the application of IT: 

 resumption of interstate dialogue on norms of the state use of IT, reduction of 

collective risk and protection of critical national and international infrastructure; 

 taking measures to confidence-building, increase the stability level in connection 

with the consequences of the state use of IT, including an exchange of opinions of 

the countries on the issue of use of IT in the conflicts; 

 exchange of information about national laws, strategy, technologies, the principles 

and the advanced methods of providing information security; 

 specification of measures of rendering assistance to the creation of potential for 

ensuring information security in less developed countries; 
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 development of the general terminology and definitions in connection with the 

provisions of the resolution 64/25 «Developments in the Field of Information and 

Telecommunications in the Context of International Security» of the UNGA.
178

 

Over the past few years the Russian experts participated in interdepartmental 

consultations with Belarus, Brazil, Germany, Israel, India, South Korea, the USA, France and 

Cuba. Questions of international information security were discussed in a format of the UN, 

OSCE, the CSTO, SCO, the Regional forum of ASEAN, the UN Institute on research of 

problems of disarmament (UNIDIR), the annual international forums "Partnership of the States, 

Business and Civil Society during ensuring information security and Counteraction to 

Terrorism", the international research consortium of information security in the city Garmish-

Partenkirсhen (Germany). Presiding in BRIC group in 2015 Russia has for the first time taken 

out a subject of management of the Internet on the agenda. 

The solution of the problems of IT in the 21st century depends on successful cooperation 

between partners therefore the special importance is gained by activities for creation of the 

international legal base for the protection of information space allowing to carry out joint actions 

and to create joint mechanisms in the following directions: 

 the legal base obliging the states to help to develop the "lagging behind" countries 

the system of providing information and cyber safety; 

 legal protection of critical infrastructures; 

 legal base on use of IT in conflicts;  

 legislative fixing of the general standards of ensuring cyber safety; 

 the unified procedural legislation concerning counteraction against cyber-crime, 

information terrorism and prevention of a possibility of cyber war; 

 legal support of international information safety of business structures; 

A number of international legal acts and international documents creating an initial basis 

for functioning of the Russian Federation system on ensuring the international information 

security were prepared and adopted over the past few years, among which the most significant 

were: 

 Reports of the Group of government experts of the UN on Developments in the field 

of information and telecommunications in the context of international security (has 

the character of the existing recommendations of the UN); 

 Agreements between the governments of the member states of the Shanghai 

Cooperation Organization in the field of ensuring international information security 

(2009); 

 The provision on cooperation of the member states of the Collective Security Treaty 

Organization in the field of ensuring information security (2010); 

 The Agreement between the Government of the Russian Federation and Government 

of the Federative Republic of Brazil on cooperation in ensuring international 

information and communication security (2010); 

 The cooperation agreement of the State Parties of the Commonwealth of Independent 

States in the field of ensuring information security (2013); 

 Agreement between the Government of the Russian Federation and Government of 

Republic of Belarus on cooperation in ensuring international information security 

(2013). 

                                                           
178

 Resolution A/64/386, Developments in the Field of Information and Telecommunications in the Context of 

International Security (http://daccess-dds-

ny.un.org/doc/UNDOC/GEN/N09/538/56/PDF/N0953856.pdf?OpenElement) 
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 Agreement between the Government of the Russian Federation and Government of 

the Republic of Cuba on cooperation in ensuring international information security 

(2014). 

 Agreement between the Government of the Russian Federation and Government of 

People's Republic of China on cooperation in ensuring international information 

security (2015). 

Russia supports demilitarization of the international information space, the necessity of 

completion and adaptation of the mechanisms of international law in relation to IT, and also 

creation of new norms, emphasizing that the arms race in information space is capable of 

destabilizing the developed arrangements on disarmament and international security in other 

spheres.     
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Appendices 
 

Appendix A. EXAMPLES OF CYBER-ATTACKS OF THE XXI CENTURY  

 

Name of attack 
Date of 

attack  
Description  Damage and consequences Supposed creator 

I love you 05. 2000  

Sent to mailboxes of residents of the 

Philippines. There was a line 

"ILoveYou" in the letter, a script 

"LOVE-LETTER-FOR-YOU.TXT.vbs" 

was attached to the letter. The extension 

".vbs" was hidden by default, which 

made users think that it was a simple 

text file. When a user opened the letter, 

a virus sent a copy of itself to all 

contacts in the Windows address book, 

as well as the address of the sender. It 

also made a number of malicious 

changes to the user's system. 

Affected more than 3 million 

computers worldwide. Estimated 

damage: more than $10 billion. 

Resident of the Philippines 

Reonel Ramones, as well as a 

few students from computer 

school of AMA Computer 

College in Manila. 

Code Red 13.07.2001  
Attacked computers with a working 

web server Microsoft IIS. 

 

Damage is estimated at $2.62 billion. 

In two weeks, the virus was 

programmed to launch DDoS attacks 

(distributed denial of service) on 

certain websites, including the US 

White House server. 

The virus gave a message on 

the screen "Hacked By 

Chinese!» thought it was 

probably created by ethnic 

Chinese in the Philippines. 
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Nimda 2001  
Attacked computers with a working 

web server Microsoft IIS. 

Infection was all around the world, 

including the Russian Federation. For 

example, from 19.09 to 22.09 2001it 

paralyzed the work of official and 

private PC of a town in the Sverdlovsk 

region. 

 

A student from a university in 

Sacramento (USA). 

Slammer 

(Sapphire) 

25-26.01. 

2003 

Distributes copies as applications by 

mail. When a user launches the 

application, it creates a file called 

ISERVC.EXE in a temporary folder and 

activates it. 

Absence of Internet in South Korea, a 

malfunction of ATMs and a slowdown 

of the Internet in the United States. 

Police managed to find the 

website of the Chinese hacker 

group, outlining the 

possibility to exploit flaws in 

Microsoft SQL Server and 

describing a worm, 

resembling the Slammer 

Worm. 

Sasser 03.05.2004  

 

Distributed by global networks, using 

vulnerability in LSASS Microsoft 

Windows. Does not require interaction 

with the user of the attacked machine to 

infect a PC. A sign of infection – the 

error message LSA Shell (Export 

version) and the following message 

prompting you to restart the PC because 

of the error of the lsass.exe process. 

Messages appear not only with the first 

infection, but also with each subsequent 

attack. 

 

Tens of thousands of official and 

private PC hung and turned off for a 

few hours. A great damage was done 

to the electronic systems of Italian 

railways and post offices. Computers 

of the Ministry of Interior of Italy 

were out of action for some time. 

Microsoft has appointed the award in 

$250 thousand for information about 

the creator of the virus. 

An 18-year-old vocational 

school student from a small 

village of Waffensen (district 

of Rotenburg-Wümme) near 

Bremen was arrested on a 

charge of computer sabotage 

with severe consequences. 

http://www.compulenta.ru/2003/1/27/37085/
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Mytob 16.08 2005  

Is a Windows application (PE EXE 

file), a size is about 143KB (FSG 

Packed). It is distributed by exploiting 

vulnerability in the LSASS Microsoft 

Windows service, as well as via the 

Internet as attachments to infected 

emails. It is sent to all emails found on 

the infected computer. 

The attack on the system of the US 

print media, radio and TV companies 

(including the New York Times and 

TV channels ABC and CNN). A 

database of several banks was also 

hacked and a fraud with the accounts 

was committed. Hundreds of 

thousands of PCs around the world 

were infected. 

Unknown 

No information 
27-28. 

04.2007 

Hacker attacks on websites of 

government agencies of Estonia after 

the decision of the authorities of the 

country to start works on the 

exhumation and identification of 

remains of Soviet soldiers buried near 

the monument to the Liberator Soldier. 

The Internet site of the ruling Reform 

party was hacked. Access to the 

website of the government of Estonia 

was limited. Access to the websites of 

the President, Parliament and Ministry 

of Foreign Affairs of the country were 

blocked after a time. 

Unknown 

 

Comprehensive 

platform for 

cyber-attacks: 

operation "Red 

October", 

Backdoor. 

Win32.Sputnik 

(base LX) 

 

2007 - 2013 

 Series of attacks against computer 

networks of government agencies, 

diplomatic organizations / embassies, 

educational / research organizations, 

sectors of Commerce, energy and oil 

and gas companies, aerospace industry, 

military departments in different 

countries of the world. Large-scale 

cyber espionage network. Attacked 

platforms: Windows, Windows Mobile. 

Discovered in January 2013. Software 

environment platform is designed to 

complete "tasks" directed from 

command-and-control servers and 

designed to steal information. 

 

Number of infections: 101-500 in 

more than 20 countries of Eastern 

Europe, the former USSR, Central 

Asia, Western Europe and North 

America. 

 

Supposedly created by 

Chinese hackers. Russian 

speaking programmers 

created malicious modules of 

«Red October». 



 

109 

 

Conficker 21.11.2008 

A rapid spread is associated with the 

service Server Service. Using a "hole" 

in it, the worm downloads itself from 

the Internet. Is able to spread through 

USB drives by creating files autorun.inf 

and 

RECYCLED\{SID}\RANDOM_NAM

E.vmx. In a system, the worm is in the 

form of a dll-file with a random name 

consisting of Latin letters, for example 

c:\windows\system32\zorizr.dll. 

 

 

By April 2009, it managed to penetrate 

in more than 12 million PCs. Digital 

systems of ships of the Royal Navy, 

the House of Commons of the British 

Parliament suffered. The virus is 

easily cracks passwords and then uses 

the infected machines to send spam or 

as a database to store stolen 

information. 

Unknown 

GhostNet 

 

8.21.04.2009; 

08.07.2009 

PCs that control the operation of the 

power grids throughout the USA were 

attacked. US intelligence agencies 

claimed that the attackers did not try to 

disrupt energy supply system, however, 

could implement programs that can 

disrupt power grids during times of 

crisis or war. South Korean authorities 

reported a massive cyber-attack on 

critical government and banking 

websites in the country. 

Stealing of information about a new 

multirole fighter of the fifth generation 

Joint Strike Fighter (F 35 Lightning II) 

from the computer system of the 

Pentagon. Several terabytes of data 

related to design and electronic 

systems of a new aircraft were copied. 

The information can be used during 

the development of systems of 

protection against this type of fighter. 

From 7 to 8 July, the Internet portals 

of eleven South Korean organizations, 

including the sites of the presidential 

administration, Ministry of Defence, 

Parliament, several banks and Internet 

portal Naver became unavailable. A 

malware which caused a DDoS attack 

infected more than 18 thousand PCs. 

Unknown 
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Aurora 2009-2010 

 

A set of tools for cyber espionage and 

data stealing discovered in January 

2010 attacked the Windows platforms. 

Appeared in July – December 2009 

The attack was aimed at dozens of 

organizations. Google, Adobe 

Systems, Juniper Networks and 

Rackspace confirmed that they were 

attacked. According to media reports, 

among the victims of the operation 

were also Yahoo!, Symantec, 

Northrop Grumman, Morgan Stanley 

and Dow Chemical. Number of 

infections: 11-100 in the USA. 

Victims: IT sector, software 

developers and financial institutions. 

 

 

The Elderwood team which 

has connection with China, as 

well as other groups of 

Chinese origin, e.g., 

Comments Crew. 

No information 06.2011  

Information related to account numbers 

of the major bank cards holders, their 

names, and contact info was stolen. 

A computer network RSA of EMC 

division was hacked and the access to 

information about the SecurID 

technology, which is used to ensure 

the security of corporate PCs was 

gained. Solution based on SecurID to 

protect the information infrastructure 

is used by governments and 

commercial organizations worldwide. 

Following the attack on a database of 

plastic card owners of a Bank in North 

America, 360 thousand people, largest 

IT companies (Facebook, eBay, 

Google, Cisco, Motorola, IBM, Intel), 

defense companies (Northrop 

Grumman), financial, research 

organizations (Evrokomissii Agency) 

were affected. 

Unknown 
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Stuxnet 2007–2011 

 

First computer "worm," intercepting 

and modifying the flow of information 

between logical controllers of Simatic 

S7 and workstations of SCADA-system 

Simatic WinCC by Siemens. 

Discovered in June 2010. Purpose: 

cyber sabotage. Can be used as a mean 

of unauthorized collection of 

information (espionage) and subversive 

activity in automated control systems of 

technological process of industrial 

enterprises, power stations, airports, etc. 

First cyber weapons that can cause 

physical damage, designed specifically 

to sabotage the process of uranium 

enrichment at certain sites.  

The Iranian authorities officially 

admitted that computer programs of 

management systems for nuclear 

facilities: Bushehr nuclear power plant 

and the plant at Natanz, were subjected 

to the Stuxnet attack. 

According to Western sources, Stuxnet 

was found in computers in India, China, 

Indonesia, around 60% of Stuxnet were 

located in Iran. 

 

Number of victims: from 100 thousand 

to 300 thousand objects of nuclear 

industry. 

Simultaneous input into a resonant 

frequency of a large number of 

centrifuges.  

Kaspersky Lab: "it is clear 

that the campaign is 

sponsored by the 

government". Various 

international publications 

indicate the USA and Israel 

as the authors of Stuxnet and 

the organizers of the protests 

against the Iranian nuclear 

program without using 

military force and with the 

aim of psychological pressure 

on Iran. 
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Trojan program 

Duqu 

 

2008-2012 

Attacked Windows platforms in several 

countries for the purpose of cyber 

espionage: information about the 

control systems of production and about 

trade relations between particular 

organizations was searched. Discovered 

in April 2011. 

 

Number of infections: 11-100 in Iran, 

Sudan, France, Hungary. 

 

The organizers are related to 

the developers of Stuxnet and 

Flame. 

Comprehensive 

platform for 

cyberattacks 

Flame 

2007 - 2012  

Discovered in May 2012. Targeted 

platforms: Windows for the purpose of 

cyber espionage. Spreads through USB 

drives and via LAN. Is able to gather 

data files, remotely change PC settings, 

record audio, screenshots, and connect 

to the chats. Code of the malware has a 

throughput of 20 MB, which is about 20 

times bigger than Stuxnet. 

A tool for complex attacks with 

functions reminding behavior of a 

worm. 

Number of victims: 500-1000 PCs in 

educational / research organizations, 

government institutions most of which 

were located in Iran. A great number 

of affected was in Israel, Palestine, 

Sudan, Syria, Lebanon, Saudi Arabia, 

Egypt, as well as those in Europe and 

North America. One of the servers of 

the IAEA was attacked and email 

addresses of a hundred employees of 

the organization were published. 

 

Organization of Parastoo (a 

popular female name in Iran, 

translated from Farsi – "a 

swallow") took the 

responsibility. The hackers 

urged the IAEA staff, whose 

data was stolen, to sign the 

petition with the requirement 

to conduct an "open inquiry" 

of Israel’s activity in the field 

of nuclear energy. 

Trojan program 

Flashback/ 

Flashfake 

04.2012  

 

More than 700 thousand of MacOS X 

computers were affected worldwide.  

Infected computers are joined in a 

botnet, and attackers can install any 

additional malicious modules on them. 

One of the modules deals with the 

substitution of traffic in the browser. 

Criminals can also upload malwares on 

infected computers to steal data, send 

spam, etc. 

After studying a behavior of a network 

of infected computers and means of 

infection it was clarified that the 

vulnerability was in the Java module, 

built-in Apple operating system. Then 

Apple released a few updates to 

protect users from the possibility of 

infection. 

Unknown 
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No information 26.02.2013  

Used to post photos Twitter account of 

Agency France-Persse news agency 

@AFPPHOT was hacked, after which 

the documents connected with the 

armed conflict in Syria appeared there. 

Work of the account was quickly 

stopped. 

No information 

Network grouping Syrian 

electronic army (SEA) which 

supports President Bashar al-

Assad took the responsibility. 

Their actions were linked to 

data of some mass media that 

spread the news about events 

in Syria. 

No information 21.03.2013 

 

A page of the BBC weather service in 

microblogging network Twitter was 

hacked. The account which is viewed 

by more than 60 thousand users began 

to post messages of a political nature 

about one o'clock by local time. 

 

No information. 
Syrian electronic army (SEA) 

took the responsibility. 

No information 14.04.2013 

Twitter microblog of the presidential 

candidate of Venezuela N. Maduro was 

hacked a few hours before the polls 

closed on presidential election day. In 

the microblog appeared a message, 

allegedly written on his behalf, about 

the upcoming deception of voters 

during the elections. 

The cyber-attack affected a number of 

sites associated with the Venezuelan 

government. 

Supposedly hackers from 

Peru. 
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No information 

 

23.04.2013 

The account of news agency Associated 

Press on the microblogging site Twitter 

was hacked. The social network posted 

a false message that there were two 

explosions in the White House, 

resulting in US President Barack 

Obama injury. Later, press Secretary of 

the President J. Carney denied this 

information. 

 

No information. 

 

Unknown. 

No information 07.08.2013 

Non-core accounts of the International 

multimedia press center of RIA Novosti 

and RIA Novosti Deutsch were hacked. 

The hackers posted false reports about 
the death of the President of the USSR 
Mikhail Gorbachev. Both fake tweets 
hung for about 5 minutes and were 
removed. 

Unknown. 

No information 02-03 2014 

Hackers broke the database of one of 

the largest online platforms for buying 

and selling goods eBay. 

Stolen and then offered for sale 

personal records of 233 million users 

and eBay employees: names, 

passwords, telephone numbers, email 

addresses, physical addresses, and 

dates of birth. The stolen data could 

make people vulnerable to the stealing 

of detailed personal information about 

them. EBay did not specify the extent 

of the incident. 

Syrian Electronic army took 

the responsibility for the 

attack on eBay. 
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No information 

 

18.09.2013 – 

11.06.2014 

 

The payment system of the restaurant 

chain P. F. Chang's Chinese Bistro was 

hacked. 

Stolen data of about 800 thousand 

credit and debit cards was offered for 

sale on the Internet on 09.06.2014 at a 

price of $ 18 — $ 140 depending on 

update of the information. 

Unknown. 

No information 

07.2013, 

detected on 

05.2014 

The Montana state Department of 

Health Montana in the USA was 

hacked. 

Personal details of more than 1 million 

people were stolen: social security 

numbers, medical records, medical 

insurance records, names, addresses, 

birth certificates, banking details of all 

employees of the Department. 

Unknown. 

 

Trojan 

Programme 

Duqu 2.0 

2014-2015 

Currently active and extremely difficult 

malware, the updated version of 2011 

malware – Duqu. 

Sites of events where meetings of world 

leaders in the framework of the "5+1 

Group" created to solve the Iranian 

nuclear issue took place were hacked. 

Duqu 2.0 does not have a normal 

mechanism of fixation: the code is 

based solely in computer memory. It 

possibly contains a large amount of 

stolen certificates. 

Tactics and methods of group Duqu 2.0 

are a generation ahead of all threats. 

Target platforms: Windows. Objectives 

and functions: cyber espionage, data 

stealing, spying and remote control. 

Number of infections: 11-100 in 

Western countries, the Middle East 

and Asia. Victims: politicians, IT 

sector, software developers, high tech 

companies, individual users, private 

companies, electronics manufacturers. 

 

The developers of Duqu. 

Supposedly with the support 

of government agencies. 
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Trojan 

Programme, a 

set of tools for 

cyber 

espionage, 

backdoor 

Wild Neutron 

2011-2015 

Currently active malware for intentional 

contamination of frequently visited sites 

for the purpose of cyber espionage and 

data stealing. Discovered in 2013 

Attacked platforms: Windows, OS X.  

The group, attacking large IT-

companies, developers of spyware 

(FlexiSPY), Islamist forums and Bitcoin 

companies, which allow suggesting that 

it has flexible and unusual interests and 

goals. 

Number of infections: 11-100 in 

France, Russia, Switzerland, Germany, 

Austria, Slovenia, Kazakhstan, the 

United Arab Emirates, Algeria, the 

USA, etc. Victims: IT sector, software 

developers, financial institutions, 

individual users, the sector of 

commerce, private companies, 

pharmaceutical companies, industry, 

investment sector. 

There is no accurate 

information about the origin. 

Line in Romanian "La 

Revedere" (goodbye) to end 

session of communications 

with command-and-control 

server can be found in some 

copies of the malicious code.  

The command in Russian was 

also detected by Kaspersky 

Lab - the word "successfully" 

written in Latin. 
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Appendix B. ANNEXURE TO THE AGREEMENT AMONG THE GOVERNMENTS OF 

THE SCO MEMBER STATES ON COOPERATION IN THE FIELD OF ENSURING 

INTERNATIONAL INFORMATION SECURITY 

 

June 16, 2009 № B / N 

 

 

Annexure 1 

 

List of Basic Terms in the Field of  

Ensuring International Information Security 

 
"Information security" – protection of individuals, society and a state and its interests from threats, 

destructive and other negative impacts in the information space; 

 

"Information war" – confrontation between two or more States in the information space aimed at 

damaging information systems, processes and resources, critically important structures, as well as 

undermining political, economic and social systems, massive psychological treatment population to 

destabilize society and state, as well as coercion of the state to take decisions in the interests of the 

opposing side; 

 

"Information infrastructure" – a set of technical means and systems of formation, creation, 

conversion, transfer, use and storage of information; 

 

"Information weapon" – information technology, tools and methods used in information war; 

 

"Information criminality" – use of information resources and (or) influence on them in the 

information space for illegal purposes; 

 

"Information space" – sphere of activity related to formation, creation, transformation, transfer, use 

and storage of information, that has effect on individual and social consciousness, as well as 

information infrastructure; 

 

"Information resources" - information infrastructure, as well as information and its flow; 

 

"Information terrorism" - use of information resources and (or) influence on them in the information 

area for terrorist purposes; 

 

"Critically important structures" - objects, systems and institutions of the state, the impact on which 

may have consequences that directly affect national security, including the security of the 

individual, society and the state; 

 

"International information security" – a state of international relations that excludes the violation of 

global stability and endangering the security of States and the international community in the 

information space; 

 

"Improper use of information resources" – use of information resources without the relevant 

entitlement or in violation of the established rules and the legislation of States Parties or 

international law; 
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"Unauthorized tampering in information resources" – illegal influence on the processes of 

formation, creation, processing, transformation, transmission, use, storage of information; 

 

"Threat of information security" – factors that create a threat to the individual, society, state and 

their interests in information space. 

 

Annexure 2 

 

List of the Main Threats in the Field of International Information Security, 

Their Sources and Characteristics 

 
1. Development and application of information weapons, training, and information war. 

Source of this threat is the creation and development of information weapons that pose a 

direct threat to critically important structures of States, which can lead to a new arms race and pose 

a major threat in the field of international information security. 

Its features are the use of information weapons in preparation for the information war and 

impacts on the transportation systems, communications and management of air, missile and other 

defence objects. The result of this is that the state loses the ability to defend themselves in the face 

of the aggressor and cannot use legitimate right of self-defense; the violation of functioning of 

information infrastructure objects, as a result management and decision-making systems in the 

States become paralyzed; the destructive effects on critically important structures. 

2. Information terrorism. 

Source of this threat are terrorist organizations and persons involved in terrorist activities, 

carrying out illegal acts by or in relation to information resources. 

Its features are the use of information networks by terrorist organizations to carry out 

terrorist activities and attract new supporters, a destructive impact on information resources. The 

result of which is the violation of public order. The other features are controlling or blocking the 

channels of transmission media; the use of the Internet or other information networks for terrorist 

propaganda, creation an atmosphere of fear and panic in society, as well as other negative impacts 

on information resources. 

3. Information criminality. 

Source of this threat is individuals or organizations engaged in the illegal use of information 

resources or unwarranted interference with such resources for criminal purposes. 

Its features are infiltration into information systems to compromise the integrity, availability 

and confidentiality of information; the deliberate fabrication and spread of computer viruses and 

other malicious programs; the implementation of DOS (denial of service) and other negative 

effects; damage to information resources; the violation of legitimate rights and freedoms of citizens 

in information sphere, including intellectual property and privacy; the use of information resources 

and methods to commit such crimes as fraud, embezzlement, extortion, smuggling, drug trafficking, 

child pornography, etc. 

4. The use of dominant position in information space to the detriment of the interests and 

security of other countries. 

Source of this threat is the unevenness in the development of information technology in 

various States and the current trend to increasing digital divide between developed and developing 

countries. Some States, having the advantage of the development of information technology, 

intentionally restrict the development of other countries and gaining access to information 

technologies, giving rise to serious danger to States with insufficient information capabilities. 

Its features are monopolizing the production of software and hardware information 

infrastructures, limiting the participation of States in international information and technological 



 

119 

 

cooperation impeding their development and increasing dependence of these countries from the 

more developed countries; the embedding of hidden features and functions in software and 

equipment supplied to other countries, to control and influence on information resources and (or) 

critical structure in these countries; the control and monopolization of the market of information 

products and technologies to the detriment of the interests and security of States. 

5. The spread of information that is harmful to the socio-political and socio-economic systems, 

spiritual, moral and cultural environment of other States. 

The source of this threat is the state, organization, group of persons or private actors that use 

the information infrastructure for the spread of information which is harmful to the socio-political 

and socio-economic systems, spiritual, moral and cultural environment of other States. 

Its features are the emergence and replication in the electronic (radio and television) and 

other media, in the Internet and other networks the following information: 

 distorting the representation of the political system, social order, domestic and 

foreign policy, important political and social processes in the state, spiritual, moral and cultural 

values of its people; 

 promoting ideas of terrorism, separatism and extremism; 

 inciting interethnic, interracial and interreligious hostility. 

6. Threats to safe and stable functioning of global and national information infrastructures 

with natural and (or) techno genic character. 

The source of these threats are natural disasters and other natural hazards and manmade 

disasters that occur suddenly or as a result of a long process and can have a major destructive 

impact on information resources of the state. 

Its features are a disruption of the information infrastructure operation and, as a 

consequence, destabilization of critically important structures, governance and decision-making 

systems, the results of which directly affect the security of the state and society. 
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    Appendix C. BASIC DOCUMENTS OF THE RUSSIAN FEDERATION ON INFORMATION SECURITY 
179

 

 

Name of Document Contents, Goal, Objectives 

Constitution of the Russian Federation 

Recognizes and guarantees the rights and freedoms of the person, including information: 

freedom of thought and the word (p.1 Art. 29), the right to freely look for, receive, transfer, 

to make and distribute information in any lawful way (the p. 4 of Art. 29). 

Affirms the right for personal privacy, personal and family secret, protection of the honor 

and a reputation (p.1 Art. 23), the right for secret of correspondence, telephone 

negotiations, post, cable and other messages (the p. 2 of Art. 23). 

National Security Strategy of the Russian 

Federation till the period of 2020,  

2009 

The core document in questions of strategic planning of ensuring national security, in the 

information field in particular. 

Information Security Doctrine of the Russian 

Federation,  

2000   

National interests of the Russian Federation in the information field are formulated; threats 

of information security of the Russian Federation, external and internal sources of these 

threats, ways of safety of information in the country are allocated. 

 Military Doctrine of the Russian Federation,  

2014 

Defines the use of ICT in the military-political purposes for implementation of the actions 

contradicting international law, directed against sovereignty, political independence, and 

territorial integrity of the states and posing a threat to international peace, security, global 

and regional stability as the main external military dangers. 

As the first internal military danger is specified the activity directed to a violent change of 

the constitutional system of Russia, disorganization of functioning of public authorities, 

important state, military facilities and information infrastructure of the Russian Federation. 

Activities for information impact on the population, first of all on young citizens of the 

country, intended to undermine historical, spiritual and patriotic traditions in the field of 

protection of the Fatherland belong to the main internal threats. Main Characteristics and 

features of the modern military conflicts are also complex use of military force, political, 
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economic, information and other measures of non-military character realized with the wide 

use of protest potential of the population and forces of special operations; massive 

application massive use of management information systems; impact on the opponent on all 

depth of his territory at the same time in global information space, in aerospace, on the land 

and in the sea; application of indirect and asymmetric ways of actions; use of political 

forces financed and operated from the outside, social movements. The main objectives on 

the list for the Russian Federation on control and prevention of the military conflicts are: an 

assessment and forecasting, including the use of modern technical means and information 

technologies. 

Objectives of equipment of the air forces and other troops with arms, military and special 

equipment, including development of forces and means of information confrontation, etc. 

are also allocated; main objectives of development of the military organization, including 

improvement of an information security system of the air forces, other troops and bodies; 

ways of performance of the main objectives of construction and development of the air 

forces, other troops and bodies, including, effective ensuring information security, 

development of forces and means of information antagonism. 

Objectives of equipment of the air forces, other troops and bodies by arms, military and 

special equipment, including, development of forces and means of information antagonism, 

high-quality improvement of means of information exchange on the basis of use of modern 

technologies and the international standards, a common information space of VS, other 

troops and bodies as parts of information space of the Russian Federation are formulated. 

Development of dialogue with the interested states about national approaches to 

counteraction to the military dangers and military threats arising in connection with large-

scale use of ICT in the military-political purposes is referred to problems of military-

political cooperation of Russia. 

Foreign Policy Concept of the Russian 

Federation,  

2013 

The Development of own effective remedies from the information influence on public 

opinion abroad, ensuring strengthening of positions of the Russian mass media in the world 

information space, providing them with all the necessary state support, active participation 

in the international cooperation in the field of information, acceptance of the necessary 

measures for reflection of the information threats to sovereignty and safety of the Russian 

Federation. 
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Strategy of Development of the Information 

Society of the Russian Federation,  

2008   

Fixes the purposes, tasks, principles and the main directions of a state policy in the field of 

use and development of information and telecommunication technologies, science, 

education and culture for the promotion of Russia on the way of formation and 

development of information society. 

 

Strategy of development of branch of information 

technologies in the Russian Federation for the 

period of 2014-2020 and  

for further extension till 2025, 

2013 

 

Devised for the formation of a unified system approach of the state to development of 

branch of information technologies for the purpose of creation of bases of activity in the 

field of complex development of branch, also due to interaction of its participants; ensuring 

information security and high level of defense capability of the country, including creation 

of modern means of reaction and the prevention of global information threats. 

Contains definition of branch of information technologies. 

Defines the principles, the purposes and the main directions of development of branch in 

general and its separate segments, an ICT role in economy of the state, a role of the state in 

development of branch, mechanisms and ways of achievement of goals. 

Turns on the main indicators of development of branch of information technologies for the 

basic and forced scenarios of development. 

The main directions of scientific researches in the 

field of ensuring information security of the 

Russian Federation, 2008 

Allocates humanitarian problems of ensuring information security of Russia, scientific and 

technical problems and problems of staffing of information security of the Russian 

Federation (physical and mathematical, technical) 

The main directions of a state policy in the field of 

safety of automated control systems for production 

and technological processes of crucial 

infrastructure facilities of the Russian Federation, 

2012  

Strategies of national security of the Russian Federation till 2020 are developed for 

realization of basic provisions. One of the ways of prevention of threats to information 

security of the Russian Federation is the improvement of safety of the functioning of 

information and telecommunication systems of crucial infrastructure facilities and objects 

of the increased danger in the Russian Federation. 

Basic principles of a state policy in the field of 

international information security  

for the period till 2020,  

2013  

Defines the main threats in the field of international information security, the purposes, 

tasks and the priority directions of a state policy of the Russian Federation in the field of 

international information security. 
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Concept of information security of children, 

2015  

 

It is directed to protection of children from the destabilizing influence of the information 

production and creation of conditions of the information environment for positive 

socialization and individualization, optimum social, personal, informative and physical 

development, preservation of mental and psychological health and wellbeing, and also 

formation of positive attitude; 

contains the basic principles of ensuring information security of children, 

priority problems and mechanisms of realization of a state policy in the field of InfoSec of 

children. 

Convention on ensuring the international 

information security (concept) (opened for 

discussion in 2011) 

Aimed at regulating activities of the states for ensuring the international information 

security. 

Federal Law from  December 7 1991 N 2124-1  

«The Law about mass media» 

Defines freedom of mass information in the Russian Federation, contains the basic concepts 

in the field of mass media. Establishes inadmissibility of censorship and abuse of freedom 

of mass media. Defines the organization of activity of mass media. Establishes an order of 

distribution of mass information, the relations of mass media with citizens and the 

organizations, the rights and the journalist's duties, the international cooperation in mass 

information, responsibility for violation of the legislation on mass media. 

Federal Law «About communication» from 

07.07.2003 N 126-ФЗ  

(adopted by the Federal Assembly of the Russian 

Federation 18.06.2003, current edition from 

07.03.2014) 

Regulates data transmission services and provides access to the information and 

telecommunication Internet. 

Federal Law "About Information, Information 

Technologies and Information Security" 

from27.07.2006 N 149-ФЗ (current edition from 

28.12.2013) 

Governs the relations during implementation of the right for search, receiving, transfer, 

production and distribution of information; application of information technologies; 

ensuring information security. 

Federal Law from July 27,2006 № 152-ФЗ  

«About personal information». 

Federal Law from July 25, 20011 № 261-ФЗ 

«About modification of Federal Law «About 

Are directed to protection of personal information, 

control and supervision of performance of organizational and technical measures for safety 

of personal information in the state information systems of personal information. 
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personal information» 

Federal Law «About Protection of Children from 

Information Doing Harm to Their Health and 

Development» from 29.12.2010 N 436-ФЗ (current 

edition from 02.07.2013) 

Contains restrictions for distribution of certain types of information among children. 

Federal Law of April 6, 2011N 63-ФЗ 

«About a digital signature» 

Establishes the powers of three federal executive authorities in the field of use of a digital 

signature. 

Civil code of the Russian Federation 
Contains the norms governing the relations concerning the intellectual rights and results of 

intellectual activity. 

Criminal code of the Russian Federation 

Provides responsibility for computer crimes, and some of its articles concerning 

«traditional» types of crimes, for example, fraud can be applied to the crimes committed 

with the use of computer. 

The code of the Russian Federation about 

administrative offenses 

Provides responsibility for offenses in the field of information, for failure to provide 

information in the established cases, for violation of the rules of the address with 

information, etc. 

The decree of the Russian President "About 

measures for ensuring information security of the 

Russian Federation when using information and 

telecommunication networks of the international 

information exchange" from 17.03.2008 N 351 

and  

The resolution of the Government of the Russian 

Federation "About coordination of actions for use 

of information and communication technologies 

in activity of government bodies" from 24.05.2010 

N 365  

(current edition from 22.11.2013) 

Accepted for the efficiency increase in the use of information technologies and ensuring 

information security at the same time. 

The resolution of the Government of the Russian 

Federation «About the approval of requirements 

Establishes 4 levels of security of personal data depending on its structure, type of actual 

threats and quantity. Establishes requirements to protection of personal information at their 
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to protection of personal information at their 

processing in information systems of personal 

information»  

(№ 1119 from November 1, 2012)  

processing in information systems for each of security levels. 

The resolution of the Government of the Russian 

Federation of June 25, 2012 № 634 "About types 

of a digital signature which use is allowed at the 

request for receiving the state and municipal 

services" 

Establishes an order of definition of types of a digital signature which use is allowed at the 

request for receiving the state and municipal services. 

Decree of the Russian President of January 15, 

2013 N 31c 

"About creation of the state system of detection, 

the prevention and mitigation of consequences of 

computer attacks to information resources of the 

Russian Federation" 

Assignment on FSB of the Russian Federation the power on creation of the state system of 

detection, the prevention and mitigation of consequences of computer attacks to the 

information resources of the Russian Federation which are in the territory of Russia and in 

diplomatic missions and consular establishments of the Russian Federation abroad. 

GOST 28147-89 "Systems of information 

processing. Protection is cryptographic. Algorithm 

of cryptographic transformation" 

Defines algorithm of block enciphering with a length of block of 64 bits and key of 256 bits 

long, and also the modes of enciphering and the mode of development of a cryptographic 

checksum.  

GOST Р ИСО/МЭК 13335-1-2006 

GOST Р ИСО/МЭК ТО 19791-2008 

GOST Р 53114-2008 

GOST Р 53131-2008 ИСО/МЭК ТО 24762:2008 

GOST Р 34.10-2012 

GOST Р 34.11-2012 

Define the national standards of the Russian Federation in the field of information 

technologies: methods and means of ensuring of InfoSec; an assessment of safety of the 

automated systems, management of safety of ICT; 

ensuring information security in the organizations, the main terms and definitions;  

information security, recommendations about services of restoration after emergency 

situations of functions and mechanisms of safety of information and telecommunication 

technologies; 

cryptographic information security, processes of formation and check of a digital signature; 

Algorithms of calculation of two functions of hashing with lengths of hash codes of 256 

and 512 bits. 



 

126 

 

Appendix D. RESOLUTION 69 O THE SESSION OF THE UNITED NATIONS GENERAL 

ASSEMBLY “Developments in the field of information and telecommunications in the context 

of international security” 

 
Sixty-ninth session 

Agenda item 91 

 

Resolution adopted by the UNGA 

December 2, 2014 

 
[On the report of the First Committee (A/69/435)] 

 

69/28              

 

Developments in the field of information and telecommunications in the context of 

international security 
 

The General Assembly, 

 

Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 of 20 

November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 December 

2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 2006, 62/17 of 

5 December 2007, 63/37 of 2 December 2008, 64/25 of 2 December 2009, 65/41 of 8 December 

2010, 66/24 of 2 December 2011, 67/27 of 3 December 2012 and 68/243 of 27 December 2013, 

 

Recalling also its resolutions on the role of science and technology in the context of 

international security, in which, inter alia, it recognized that scientific and technological 

developments could have both civilian and military applications and that progress in science and 

technology for civilian applications needed to be maintained and encouraged, 

 

 Noting that considerable progress has been achieved in developing and applying the latest 

information technologies and means of telecommunication, 

 

 Affirming that it sees in this process the broadest positive opportunities for the further 

development of civilization, the expansion of opportunities for cooperation for the common good of 

all States, the enhancement of the creative potential of humankind and additional improvements in 

the circulation of information in the global community,  

 

Recalling, in this connection, the approaches and principles outlined at the Information 

Society and Development Conference, held in Midrand, South Africa, from 13 to 15 May 1996,  

 

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris on 30 

July 1996, and the recommendations that were made
180

,  

 

Bearing in mind also the results of the World Summit on the Information Society, held in 

Geneva from 10 to 12 December 2003 (first phase) and in Tunis from 16 to 18 November 2005 

(second phase)
181 

, 
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See A/51/261, annex   
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See A/C.2/59/3 and A/60/687   
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Noting that the dissemination and use of information technologies and means affect the 

interests of the entire international community and that optimum effectiveness is enhanced by broad 

international cooperation, 

 

 Expressing concern that these technologies and means can potentially be used for purposes 

that are inconsistent with the objectives of maintaining international stability and security and may 

adversely affect the integrity of the infrastructure of States to the detriment of their security in both 

civil and military fields 

 

Considering that it is necessary to prevent the use of information resources or technologies 

for criminal or terrorist purposes, 

 

 Noting the importance of respect for human rights and fundamental freedoms in the use of 

information and communications technologies,  

 

Noting also the contribution of those Member States that have submitted their assessments 

on issues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of 

resolutions 53/70, 54/49, 55/28, 56/19, 57/53, 58/32, 59/61, 60/45, 61/54, 62/17, 63/37, 64/25, 65/41, 

66/24, 67/27 and 68/243,  

 

Taking note of the reports of the Secretary-General containing those assessments
182

,  

 

Welcoming the initiative taken by the Secretariat and the United Nations Institute for 

Disarmament Research in convening international meetings of experts in Geneva in August 1999 

and April 2008 on developments in the field of information and telecommunications in the context 

of international security, as well as the results of those meetings, 

 

 Considering that the assessments of Member States contained in the reports of the 

Secretary-General and the international meetings of experts have contributed to a better 

understanding of the substance of issues of international information security and related notions,  

 

Bearing in mind that the Secretary-General, in fulfilment of resolution 66/24, established in 

2012, on the basis of equitable geographical distribution, a group of governmental experts, which, in 

accordance with its mandate, considered existing and potential threats in the sphere of information 

security and possible cooperative measures to address them, including norms, rules or principles of 

responsible behavior of States and confidence-building measures in information space, and 

conducted a study on relevant international concepts aimed at strengthening the security of global 

information and telecommunications systems,  

 

Welcoming the effective work of the Group of Governmental Experts on Developments in 

the Field of Information and Telecommunications in the Context of International Security and the 

relevant outcome report transmitted by the Secretary-General, 

 

Taking note of the assessments and recommendations contained in the report of the Group of 

Governmental Experts, 
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A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1, A/57/166 and Add.1, A/58/373, A/59/116 and 

Add.1, A/60/95 and Add.1, A/61/161 and Add.1, A/62/98 and Add.1, А/64/129 and Add.1, А/65/154, A/66/152 and 

Add.1, A/67/167, А/68/156 and Add.1 and A/69/112 и Add.1.   
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1           Calls upon Member States to promote further at multilateral levels the 

consideration of existing and potential threats in the field of information security, as 

well as possible strategies to address the threats emerging in this field, consistent 

with the need to preserve the free flow of information; 

 

2          Considers that the purpose of such strategies could be served through further 

examination of relevant international concepts aimed at strengthening the security of 

global information and telecommunications systems; 

 

 

3         Invites all Member States, taking into account the assessments and 

recommendations contained in the report of the Group of Governmental Experts on 

Developments in the Field of Information and Telecommunications in the Context of 

International Security183, to continue to inform the Secretary-General of their views 

and assessments on the following questions: 

 

a) General appreciation of the issues of information security; 

 

b) Efforts taken at the national level to strengthen information security and to 

promote international cooperation in this field; 

 

c) The content of the concepts mentioned in paragraph 2 above; 

 

d) Possible measures that could be taken by the international community to 

strengthen information security at the global level; 

 

a.              Welcomes the commencement of the work of the Group of 

Governmental Experts, and authorizes the Group, taking into account the 

assessments and recommendations contained in the above-mentioned report, 

to continue to study, with a view to promoting common understandings, 

existing and potential threats in the sphere of information security and 

possible cooperative measures to address them, including norms, rules or 

principles of responsible behavior of States and confidence-building 

measures, the issues of the use of information and communications 

technologies in conflicts and how international law applies to the use of 

information and communications technologies by States, as well as the 

concepts referred to in paragraph 2 above, and to submit to the General 

Assembly at its seventieth session a report on the results of the study; 

 

b.             Decides to include in the provisional agenda of its seventieth session 

the item entitled “Developments in the field of information and 

telecommunications in the context of international security”. 

62th plenary session, 

December 2, 2014  
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Appendix E. ANNEX TO THE LETTER DATED 9 JANUARY 2015 FROM THE 

PERMANENT REPRESENTATIVES OF CHINA, KAZAKHSTAN, KYRGYZSTAN, THE 

RUSSIAN FEDERATION, TAJIKISTAN AND UZBEKISTAN TO THE UNITED NATIONS 

ADDRESSED TO THE SECRETARY-GENERAL 

 

A/69/723 

[Original: Chinese and Russian] 

 

International code of conduct for information security 

 

The General Assembly: 

Recalling its resolutions on the role of science and technology in the context of international 

security, in which, inter alia, it recognized that scientific and technological developments could 

have both civilian and military applications and that progress in science and technology for civilian 

applications needed to be maintained and encouraged, 

Recalling also its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 

December 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 

2006, 62/17 of 5 December 2007, 63/37 of 2 December 2008, 64/25 of 2 December 2009, 65/41 of 

8 December 2010, 66/24 of 2 December 2011, 67/27 of 3 December 2012 and 68/243 of 27 

December 2013, on developments in the field of information and telecommunications in the context 

of international security, 

Noting that considerable progress has been achieved in developing and applying the latest 

information technologies and means of telecommunication, 

Recognizing the need to prevent the potential use of information and communication 

technologies for purposes that are inconsistent with the objectives of maintaining international 

stability and security and may adversely affect the integrity of the infrastructure within States, to the 

detriment of their security, 

Underlining the need for enhanced coordination and cooperation among States in combating 

the criminal misuse of information technologies and, in that context, stressing the role that can be 

played by the United Nations and other international and regional organizations, 

Highlighting the importance of the security, continuity and stability of the Internet and the 

need to protect the Internet and other information and communication technology networks from 

threats and vulnerabilities, and 

Reaffirming the need for a common understanding of the issues of Internet security and for 

further cooperation at the national and international levels, 

Reaffirming that policy authority for Internet-related public issues is the sovereign right of 

States, which have rights and responsibilities for international Internet-related public policy issues, 
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Bearing in mind the assessments and recommendations contained in the report of the Group 

of Governmental Experts established in 2012 on the basis of equitable geographical distribution, in 

fulfilment of resolution 66/24, and which, in accordance with its mandate, considered existing and 

potential threats in the sphere of information security and possible cooperative measures to address 

them, including norms, rules or principles of responsible behaviour of States and confidence-

building measures in the information space, and conducted a study on relevant international 

concepts aimed at strengthening the security of global information and telecommunications 

systems,  

Stressing the need to develop a common understanding of how norms derived from existing 

international law relevant to the use of information and communication technologies by States, a 

measure essential to reduce risks to international peace, security and stability, will apply to State 

behavior and the use of information and communication technologies by States, in accordance with 

paragraph 16 of the report of the Group of Governmental Experts (A/68/98 of 24 June 2013), 

Noting that, given the unique attributes of information and communication technologies, 

additional norms could be developed over time, in accordance with paragraph 16 of the report of the 

Group of Governmental Experts, 

Recognizing that confidence and security in the use of information and communications 

technologies are among the main pillars of the information society and that a robust global culture 

of cyber security needs to be encouraged, promoted, developed and vigorously implemented, 

pursuant to General Assembly resolution 64/211, entitled “Creation of a global culture of cyber 

security and taking stock of national efforts to protect critical information infrastructures”, 

Stressing the need for enhanced efforts to close the digital divide by facilitating the transfer 

of information technology and capacity-building to developing countries in the areas of cyber 

security best practices and training, pursuant to that General Assembly resolution, 

Adopts the following international code of conduct for information security: 

1. Purpose and scope 

 

The purpose of the present code of conduct is to identify the rights and responsibilities of 

States in the information space, promote constructive and responsible behaviour on their part and 

enhance their cooperation in addressing common threats and challenges in the information space, in 

order to establish an information environment that is peaceful, secure, open and founded on 

cooperation, and to ensure that the use of information and communications technologies and 

information and communications networks facilitates the comprehensive economic and social 

development and well-being of peoples, and does not run counter to the objective of ensuring 

international peace and security. 

Adherence to the code is voluntary and open to all States. 

2. Code of conduct 

Each State voluntarily subscribing to this Code of Conduct pledges: 

(1) To comply with the Charter of the United Nations and universally recognized norms 

governing international relations that enshrine, inter alia, respect for the sovereignty, territorial 
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integrity and political independence of all States, respect for human rights and fundamental 

freedoms and respect for the diversity of history, culture and social systems of all countries; 

 (2) Not to use information and communications technologies and information and 

communications networks to carry out activities which run counter to the task of maintaining 

international peace and security; 

(3) Not to use information and communications technologies and information and 

communications networks to interfere in the internal affairs of other States or with the aim of 

undermining their political, economic and social stability; 

(4) To cooperate in combating criminal and terrorist activities that use information and 

communications technologies and information and communications networks, and in curbing the 

dissemination of information that incites terrorism, separatism or extremism or that inflames hatred 

on ethnic, racial or religious grounds; 

(5) To endeavour to ensure the supply chain security of information and communications 

technology goods and services, in order to prevent other States from exploiting their dominant 

position in information and communications technologies, including dominance in resources, 

critical infrastructures, core technologies, information and communications technology goods and 

services and information and communications networks to undermine States’ right to independent 

control of information and communications technology goods and services, or to threaten their 

political, economic and social security; 

(6) To reaffirm the rights and responsibilities of all States, in accordance with the relevant 

norms and rules, regarding legal protection of their information space and critical information 

infrastructure against damage resulting from threats, interference, attack and sabotage; 

(7) To recognize that the rights of an individual in the offline environment must also be 

protected in the online environment; to fully respect rights and freedoms in the information space, 

including the right and freedom to seek, receive and impart information, taking into account the fact 

that the International Covenant on Civil and Political Rights (article 19) attaches to that right special 

duties and responsibilities. It may therefore be subject to certain restrictions, but these shall only be 

such as are provided by law and are necessary: 

(a) for respect of the rights or reputations of others; 

(b) for the protection of national security or of public order (order public), or of public 

health or morals; 

(8) All States must play the same role in, and carry equal responsibility for, international 

governance of the Internet, its security, continuity and stability of operation, and its development in 

a way which promotes the establishment of multilateral, transparent and democratic international 

Internet governance mechanisms which ensure an equitable distribution of resources, facilitate 

access for all and ensure the stable and secure functioning of the Internet; 

(9) All States must cooperate fully with other interested parties in encouraging a deeper 

understanding by all elements in society, including the private sector and civil-society institutions, 

of their responsibility to ensure information security, by means including the creation of a culture of 

information security and the provision of support for efforts to protect critical information 

infrastructure; 
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 (10) To develop confidence-building measures aimed at increasing predictability and 

reducing the likelihood of misunderstanding and the risk of conflict. Such measures will include, 

inter alia, voluntary exchange of information regarding national strategies and organizational 

structures for ensuring a State’s information security, the publication of white papers and exchanges 

of best practice, wherever practical and advisable; 

(11) To assist developing countries in their efforts to enhance capacity building on 

information security and to close the digital divide; 

(12) To bolster bilateral, regional and international cooperation, promote a prominent role 

for the United Nations in areas such as encouraging the development of international legal norms 

for information security, peaceful settlement of international disputes, qualitative improvements in 

international cooperation in the field of information security; and to enhance coordination among 

relevant international organizations; 

(13) To settle any dispute resulting from the application of this code of conduct through 

peaceful means, and to refrain from the threat or use of force. 
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